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To invent, you need a good imagination and
a pile of junk.
Thomas A. Edison

To invent, you need the Internet,
communication, good imagination and a pile
of things.

Ammar Rayes

Creativity is just connecting things. When
you ask creative people how they did
something, they feel a little guilty because
they didn t really do it, they just saw
something. It seemed obvious to them after a
while. That s because they were able to
connect experiences they ve had and
synthesize new things.

Steve Jobs

How the Internet of Things will bend and
mold the IP hourglass in the decades to come
will certainly be fascinating to witness. We,
as engineers, developers, researchers,
business leaders, consumers and human
beings are in the vortex of this
transformation.

Samer Salam



Foreword 1

In California, just a few months after two people stepped foot on the Moon for the

rst time, two computers began sending messages to each other using protocols
designed to make it easy for other computers to connect and join the party (Leiner
et al. 2009). On October 29, 1969, a computer in Leonard Kleinrock s lab at UCLA
and a computer in Doug Engelbart s lab at SRI forged the rst two nodes in what
would become known as the Internet. Vint Cerf and two colleagues coined the term
Internet as a shortened version of internetworking in December 1974. It did not take
long for more computers and their peripherals, as well as more networks of comput-
ers, and even industrial equipment to connect and begin communicating messages,
including sharing sensor data and remote control instructions. In early 1982, a soda
machine at CMU became arguably the rst Internet-connected appliance, announced
by a broadly distributed email that shared its instrumented and interconnected story
with the world. By 1991, it was clear to Mark Weiser that more and more things
would someday have embedded computers, including mobile phones, cars, even
door knobs, and someday even clothing (Weiser 1991). Today, spacecraft are
Internet-connected devices on missions exploring other planets and heading to deep
space beyond our solar system. Courtesy of NASA engineers, some are even send-
ing tweets to millions of followers here on Earth about their progress.

The Internet of Things (also known as the Internet of Everything) continues to
grow rapidly today. In fact, the Internet of Things (IoT) forms the basis of what has
become known as the Fourth Industrial Revolution and digital transformation of
business and society (Lee et al. 2014). The rst industrial revolution was the steam
engine as the focal machine, the second revolution included the machines of mass
production, the third revolution was based on machines with embedded computers,
and the fourth revolution (today) interconnected machines and things, including
information about the materials and energy usage owing into and out of a globally
interconnected cyberphysical system of systems. The level of instrumentation and
interconnection is laying the infrastructure for more intelligence, including cogni-
tive computing to be incorporated.

Vil



viii Foreword 1

Why does the 10T continue to grow so rapidly? What are the business and
societal drivers of its rapid growth? How does IoT relate to the Internet, what types
of things make up the 10T, and what are the fundamental and new protocols being
used today? How do the speci c layers of the loT protocol stack related to each
other? What is the fog layer? What is the Services Platform layer? How are the
security and data privacy challenges being resolved? What are the economic and
business consequences of 10T, and what new ecosystems are forming? What are the
most important open standards associated with 10T, and how are they evolving?

In this introductory loT textbook, Dr. Ammar Rayes (Cisco, Distinguished
Engineer) and Samer Salam (Cisco, Principal Engineer) guide the reader through
answers to the above questions. Faculty will nd well-crafted questions and answers
at the end of each chapter, suitable for review and in classroom discussion topics. In
addition, the material in the book can be used by engineers and technical leaders
looking to gain a deep technical understanding of 10T as well as by managers and
business leaders looking to gain a competitive edge and understand innovation
opportunities for the future. Information systems departments based in schools of
management, engineering, or computer science will nd the approach used in this
textbook suitable as either a primary or secondary source of course material.

In closing, and on a personal note, it has been a pleasure to call Dr. Ammar Rayes
a colleague and friend for nearly a decade. He has given generously of his time as
founding President of the International Society of Service Innovation Professionals
(ISSIP.org), a professional association dedicated to helping multidisciplinary stu-
dents, faculty, practitioners, policy-makers, and others learn about service innova-
tion methods for business and societal applications. Ammar is one of those rare
technical leaders who contributes in business, academics, and professional associa-
tion contexts. My thanks to Ammar and Samer for this excellent introduction to
Internet of Things, as it is one more in a line of their contributions that will help
inspire the next generation of innovators to learn, develop professionally, and make
their own signi cant contributions.

IBM Jim Spohrer
San Jose, CA, USA
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Foreword 2

The Internet of Things (loT) has been many years in the making. Indeed, the
concept of using sensor devices to collect data and then transfer it to applications
across a network has been around for several decades. For example, legacy pro-
grammable logic controller (PLC) systems already provide data collection and
remote actuator control using specialized networking protocols and topologies.
Even though these setups have limited footprints and are rather costly, they are still
widely used in many industrial settings. Meanwhile, academic researchers have also
studied the use of networked sensors for various applications in recent years.

However, continuing market shifts and technology trends in the past decade have
dramatically altered the value proposition of interconnected sensors and actuators.
Namely, the combination of low-cost hardware and high-speed networking technol-
ogies both wired and wireless have enabled a new generation of compact sensor
devices with ubiquitous connectivity across the wider Internet. These systems are
facilitating real-time data collection/sharing and providing unprecedented visibility
and control of assets, personnel, operations, and processes. The further use of cloud-
based computing/storage facilities is introducing even more advanced data analysis
capabilities, ushering in a new era of intelligent decision-making, control, and auto-
mation. Broadly, these new paradigms are termed as the Internet of Things (10T).

Indeed there is considerable excitement, perhaps even hype, associated with the
I0T. However, as technological advances and business drivers start to align here,
related paradigms are clearly poised at an in ection point of growth. For example,
awide range of business and mission-critical l0T systems are already being deployed
in diverse market sectors, i.e., including defense, energy, transportation, civil infra-
structure, healthcare, home automation/security, agriculture, etc. New cloud and fog
computing services are also emerging to deliver actionable insights for improving
business productivity and reducing cost/risk. As these new business models start to
take hold, the projected 10T market opportunity is huge, widely projected to be in
the trillions of dollars in the coming decade.

In light of the above, this text presents a very timely and comprehensive look at
the 10T space. The writing starts by introducing some important de nitions and
reviewing the key market forces driving 10T technology growth. The fundamental
10T building blocks are then presented, including networking systems and sensor
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X Foreword 2

technologies. Most notably, loT-speci ¢ networking challenges and requirements
are rstoverviewed, including device constraints, identi cation, performance deter-
minism, security, and interoperability. Emerging, streamlined loT protocol stacks
are then detailed, covering topics such as layering, routing, and addressing. The
main types of sensing technologies are also discussed here along with actuator con-
trol devices. Note that the initial part of this text focuses on core 10T concepts and
frameworks, leaving more industry and application-speci ¢ treatments to later.

The text then addresses broader topics relating to intelligent data management
and control for 10T. Namely, the distributed fog computing platform is outlined rst,
including market drivers, prerequisites, and enabling technologies within the con-
text of 10T. The crucial notion of an 10T service platform is also presented, touching
upon issues such as deployment, con guration, monitoring, and troubleshooting.
The writing also outlines critical security and privacy concerns relating to 10T, i.e.,
by categorizing a range of threat scenarios and highlighting effective countermea-
sures and best practices.

Finally, the latter part of the text progresses into some more business-related
aspects of 10T technology. This includes a critical look at emerging vertical markets
and their interconnected ecosystems and partnerships, i.e., across sectors such as
energy, industrial, retail, transportation, nance, healthcare, and agriculture. Sample
business cases are also presented to clearly tie in industry verticals with earlier gen-
eralized 10T concepts and frameworks. Finally, the critical role and efforts of 10T
standardization organizations is reviewed along with a look at some important open
source initiatives.

Overall, both authors are practicing engineers in the networking industry and
actively involved in research, technology development, standards, and business
marketing initiatives. As result they bring together wide-ranging and in-depth eld
experience across many diverse areas, including network management, data secu-
rity, intelligent services, software systems, data analytics, and machine learning,
etc. They are also widely published in the research literature and have contributed
many patent inventions and standardization drafts. Hence this team is uniquely
quali ed to write on this subject.

In summary, this text provides a very compelling study of the IoT space and
achieves a very good balance between engineering/technology focus and business
context. As such, it is highly recommended for anyone interested in this rapidly
expanding eld and will have broad appeal to a wide cross section of readers, i.e.,
including engineering professionals, business analysts, university students, and pro-
fessors. Moreover, each chapter comes with a comprehensive, well-de ned set of
questions to allow readers to test their knowledge on the subject matter (and answer
guides are also available for approved instructors). As such, this writing also pro-
vides an ideal set of materials for new loT-focused graduate courses in engineering
and business.

Department of Electrical Engineering Nasir Ghani
& Florida Center for Cybersecurity (FC2)

University of South Florida,

Tampa, FL, USA



Preface

Technology is becoming embedded in nearly everything in our lives. Just look
around you and you will see how the Internet has affected many aspects of our exis-
tence. Virtually anything you desire can be ordered instantly, at a push of a button,
and delivered to your door in a matter of days if not hours. We all see the impact of
smart phones, smart appliances, and smart cars to cite a few.

Today, manufacturers are installing tiny sensors in effectively every device they
make and utilizing the Internet and cloud computing to connect such devices to data
centers capturing critical information. By connecting things with cloud technology
and leveraging mobility, desired data is captured and shared at any location and any
time. The data is then analyzed to provide businesses and consumers with value that
was unattainable just a decade or less ago.

Up to the minute information is provided about the states and locations of ser-
vices. Further, businesses use the sensors to collect mission-critical data throughout
their entire business process, allowing them to gain real-time visibility into the loca-
tion, motion and state of assets, people, and transactions and enabling them to make
smarter decisions.

As more objects become embedded with sensors and the ability to communicate,
new business models become possible across the industry. These models offer to
improve business processes, reduce costs and risks, and more importantly create
huge business opportunities in a way that changes the face and the pace of business.
Experts agree that the Internet of Things will revolutionize businesses beyond rec-
ognition in the decades to come.

At the core of the success of the Internet, and one of its foundational principles,
is the presence of a common protocol layer, the IP layer, which provides normaliza-
tion of a plethora of applications (e.g., email, web, voice, video) over numerous
transport media (e.g., Ethernet, Wi-Fi, cellular). Graphically, this can be rendered as
an hourglass with IP in the middle: IP being the thin waist of this proverbial hour-
glass. This model has served well; especially since the Internet, over the past three
decades, has been primarily concerned with enabling connectivity: interconnecting
networks across the globe. As the Internet evolves into the Internet of Things, the
focus shifts from connectivity to data. The Internet of Things is primarily about data
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xii Preface

and gaining actionable insights from that data, as discussed above. From a technol-
ogy perspective, this can be achieved with the availability of networking protocols
that meet the requirements and satisfy the constraints of new Internet of Things
devices, and more importantly with the availability of standard interfaces and mech-
anisms for application services including data access, storage, analysis, and man-
agement. How does this translate to the proverbial hourglass? At the very least, a
second thin waist is required which provides a common normalization layer for
application services.

The road to a standards-based Internet of Things is well underway. The industry
has made signi cant strides toward converging on the Internet Protocol as the com-
mon basis. Multiple standards have been de ned or are in the process of being
de ned to address the requirements of interconnecting Things to the Internet.
However, many gaps remain especially with respect to application interoperability,
common programmable interfaces, and data semantics. How the Internet of Things
will bend and mold the IP hourglass in the decades to come will certainly be fasci-
nating to witness. We, as engineers, developers, researchers, business leaders, con-
sumers, and human beings, are in the vortex of this transformation.

In this book, we choose to introduce the Internet of Things (IoT) concepts and
framework in the earlier chapters and avoid painting examples that tie the concepts
to a speci c industry or to a certain system. In later chapters, we provide examples
and use cases that tie the 10T concepts and framework presented in the earlier chap-
ters to industry verticals.

Therefore, we concentrate on the core concepts of 10T and try to identify the
major gaps that need to be addressed to take 10T from the hype stage to concrete
reality. We also focus on equipping the reader with the basic knowledge needed to
comprehend the vast world of 10T and to apply that knowledge in developing verti-
cals and solutions from the ground up, rather than providing solutions to speci ¢
problems. In addition, we present detailed examples that illustrate the implementa-
tion and practical application of abstract concepts. Finally, we provide detailed busi-
ness and engineering problems with answer guides at the end of each chapter.

The following provides a chapter by chapter breakdown of this book s material.

Chapter 1 introduces the foundation of loT and formulates a comprehensive de -
nition. The chapter presents a framework to monitor and control things from any-
where in the world and provides business justi cations on why such monitoring and
control of things is important to businesses and enterprises. It then introduces the 12
factors that make 10T a present reality.

The 12 factors consist of (1) the current convergence of IT and OT; (2) the aston-
ishing introduction of creative Internet-based businesses with emphasis on Uber,
Airbnb, Square, Amazon, Tesla, and the self-driving cars; (3) mobile device explo-
sion; (4) social network explosion; (5) analytics at the edge; (6) cloud computing
and virtualization; (7) technology explosion; (8) digital convergence/transforma-
tion; (9) enhanced user interfaces; (10) fast rate of 10T technology adoption ( ve
times more than electricity and telephony); (11) the rise of security requirements;
and (12) the nonstop Moore s law. The last section of this chapter presents a detailed
history of the Internet.
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Chapter 2 describes the Internet in the Internet of Things. It starts with a
summary of the well-known Open System Interconnection (OSI) model layers. It
then describes the TCP/IP model, which is the basis for the Internet. The TCP/IP
protocol has two big advantages in comparison with earlier network protocols: reli-
ability and exibility to expand. The TCP/IP protocol was designed for the US
Army addressing the reliability requirement (resist breakdowns of communication
lines in times of war). The remarkable growth of Internet applications can be attrib-
uted to this reliable expandable model.

Chapter 2 then compares IP version 4 with IP version 6 by illustrating the limita-
tions of IPv4, especially for the expected growth to 26.3 billion devices with
l0T. IPv4 has room for about 4.3 billion addresses, whereas IPv6, with a 128-bit
address space, has room for 2128 or 340 trillion trillion trillion addresses. Finally,
detailed description of 10T network level routing is described and compared with
classical routing protocols. It is mentioned that routing tables are used in routers to
send and receive packets. Another key feature of TCP/IP routing is the fact that IP
packets travel through an internetwork one router hop at a time, and thus the entire
route is not known at the beginning of the journey. The chapter nally discusses the
10T network level routing that includes Interior and Exterior Routing Protocols.

Chapter 3 de nes the Things in loT and describes the key requirements for
things to be able communicate over the Internet: sensing and addressing. Sensing is
essential to identify and collect key parameters for analysis and addressing is neces-
sary to uniquely identify things over the Internet. While sensors are very crucial in
collecting key information to monitor and diagnose the Things, they typically
lack the ability to control or repair such Things when action is required. The chap-
ter answers the question: why spend money to sense Things if they cannot be
controlled? It illustrates that actuators are used to address this important question in
loT. With this in mind, the key requirements for Things in loT now consist of
sensing, actuating, and unique identi cation. Finally, the chapter identi es the main
sensing technologies that include physical sensors, RFID, and video tracking and
discusses the advantages and disadvantages of these solutions.

Chapter 4 discusses the requirements of 10T which impact networking protocols.
It rst introduces the concept of constrained devices, which are expected to com-
prise a signi cant fraction of new devices being connected to the Internet with
I0T. These are devices with limited compute and power capabilities; hence, they
impose special design considerations on networking protocols which were tradi-
tionally built for powerful mains-connected computers. The chapter then presents
the impact of 10T s massive scalability on device addressing in light of IPv4 address
exhaustion, on credentials management and how it needs to move toward a low-
touch lightweight model, on network control plane which scales as a function of the
number of nodes in the network, and on the wireless spectrum that the billions of
wireless 10T devices will contend for.

After that, the chapter goes into the requirements for determinism in network
latency and jitter as mandated by real-time control applications in 10T, such as fac-
tory automation and vehicle control systems. This is followed by an overview of the
security requirements brought forward by IoT. Then, the chapter turns into the
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requirements for application interoperability with focus on the need for standard
abstractions and application programmatic interfaces (APIs) for application, device
and data management, as well as the need for semantic interoperability to ensure
that all 10T entities can interpret data unambiguously.

Chapter 5 de nes the loT protocol stack and compares it to the existing Internet
Protocol stack. It provides a layer-by-layer walkthrough of that stack and, for each
such layer, discusses the challenges brought forward by the loT requirements of the
previous chapter, the industry progress made to address those challenges, and the
remaining gaps that require future work.

Starting with the link layer, the chapter discusses the impact of constrained
device characteristics, deterministic traf c characteristics, wireless access charac-
teristics, and massive scalability on this layer. It then covers the industry response to
these challenges in the following standards: IEEE 802.15.4, TCSH, IEEE 802.11ah,
LoRaWAN and Time-Sensitive Networking (TSN). Then, shifting to the Internet
layer, the chapter discusses the challenges in Low Power and Lossy Networks
(LLNSs) and the industry work on 6LowPAN, RPL, and 6TiSCH. After that, the
chapter discusses the application protocols layer, focusing on the characteristics and
attributes of the protocols in this layer as they pertain to 10T and highlighting, where
applicable, the requirements and challenges that 10T applications impose on these
protocols. The chapter also provides a survey and comparison of a subset of the
multitude of available protocols, including CoAP, MQTT, and AMQP to name a
few. Finally, in the application services layer, the chapter covers the motivation and
drivers for this new layer of the protocol stack as well as the work in ETSI M2M and
oneM2M on de ning standard application middleware services.

Chapter 6 de nes fog computing, a platform for integrated compute, storage,
and network services that is highly distributed and virtualized. This platform is
typically located at the network edge. The chapter discusses the main drivers for
fog: data deluge, rapid mobility, reliable control, and nally data management and
analytics. It describes the characteristics of fog, which uniquely distinguish it from
cloud computing.

The chapter then focuses on the prerequisites and enabling technologies for fog
computing: virtualization technologies such as virtual machines and containers, net-
work mobility solutions including EVPN and LISP, fog orchestration solutions to
manage topology, things connectivity and provide network performance guarantees,
and last but not least data management solutions that support data in motion and
distributed real-time search. The chapter concludes with the various gaps that
remain to be addressed in orchestration, security, and programming models.

Chapter 7 introduces the 10T Service Platform, which is considered to be the
cornerstone of successful 10T solutions. It illustrates that the Service Platform is
responsible for many of the most challenging and complex tasks of the solution. It
automates the ability to deploy, con gure, troubleshoot, secure, manage, and moni-
tor 10T entities, ranging from sensors to applications, in terms of rmware installa-
tion, patching, debugging, and monitoring to name just a few. The Service Platform
also provides the necessary functions for data management and analytics, temporary
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caching, permanent storage, data normalization, policy-based access control, and
exposure.

Given the complexity of the Services Platform in 10T, the chapter groups the core
capabilities into 11 main areas: Platform Manager, Discovery and Registration
Manager, Communication (Delivery Handling) Manager, Data Management and
Repository, Firmware Manager, Topology Management, Group Management,
Billing and Accounting Manager, Cloud Service Integration Function/Manager,
APl Manager, and nally Element Manager addressing Con guration Management,
Fault Management, Performance Management, and Security Management across
all 1oT entities.

Chapter 8 focuses on de ning the key 10T security and privacy requirements.
Ignoring security and privacy will not only limit the applicability of 1oT but will
also have serious results on the different aspects of our lives, especially given that
all the physical objects in our surroundings will be connected to the network. In this
chapter, the 10T security challenges and loT security requirements are identi ed. A
three-domain loT architecture is considered in the analysis where we analyze the
attacks targeting the cloud domain, the fog domain, and the sensing domain. The
analysis describes how the different attacks at each domain work and what defen-
sive countermeasures can be applied to prevent, detect, or mitigate those attacks.

The chapter ends by providing some future directions for 10T security and pri-
vacy that include fog domain security, collaborative defense, lightweight cryptogra-
phy, lightweight network security protocols, and digital forensics.

Chapter 9 describes 10T Vertical Markets and Connected Ecosystems. It rst
introduces the top loT verticals that include agriculture and farming, energy, enter-
prise, nance, healthcare, industrial, retail, and transportation. Such verticals
include a plethora of sensors producing a wealth of new information about device
status, location, behavior, usage, service con guration, and performance. The chap-
ter then presents a new business model driven mainly by the new information and
illustrates the new business bene ts to the companies that manufacture, support, and
service 10T products, especially in terms of customer satisfaction. It then presents
the key requirements to deliver Anything as a Service in loT followed by a spe-
Ci C use case.

Finally, Chap. 9 combines loT verticals with the new business model and identi-

es opportunities for innovative partnerships. It shows the importance of ecosystem
partnerships given the fact that no single vendor would be able to address all the
business requirements.

Chapter 10 discusses blockchain in loT. It brie y introduces the birth of block-
chain technology and its use in Bitcoin. In addition, it describes Bitcoin as an appli-
cation of blockchain and distinguishes blockchain as a key technology, one that has
various use cases outside of Bitcoin. Next, it dives into how blockchains work and
outlines the features of the technology; these features include consensus algorithms,
cryptography, decentralization, transparency, trust, and smart contracts. The chapter
then introduces how blockchain may impact notable use cases in 10T including
healthcare, energy management, and supply chain management. It reviews the
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advantages and disadvantages of blockchain technology and highlights security
considerations within blockchain and IoT.

Chapter 11 provides an overview of the loT standardization landscape and a
glimpse into the main standards de ning organizations involved in 10T as well as a
snapshot of the projects that they are undertaking. It highlights the ongoing conver-
gence toward the Internet Protocol as the normalizing layer for 10T. The chapter
covers the following industry organizations: IEEE, IETF, ITU, IPSO Alliance, OCF,
IIC, ETSI, oneM2M, AllSeen Alliance, Thread Group, ZigBee Alliance, TIA,
Z-Wave Alliance, OASIS, and LoRa Alliance. The chapter concludes with a sum-
mary of the gaps and provides a scorecard of the industry progress to date.

Chapter 12 de nes open source in the computer industry and compares the devel-
opment cycles of open source and closed source projects. It discusses the drivers to
open source from the perspective of the consumers of open source projects as well
as contributors of these projects. The chapter then goes into discussing the interplay
between open source and industry standards and stresses the tighter collaboration
ensuing among them.

The chapter then provides a tour of open source activities in 10T ranging from
hardware and operating systems to loT Service Platforms.

Finally Appendix A presents a comprehensive 10T Glossary that includes the
de nitions of over 1200 terms using information from various sources that include
key standards and latest research. Appendix B presents examples of 10T Projects.

San Jose, CA, USA Ammar Rayes
Beirut, Lebanon Samer Salam
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Chapter 1
Internet of Things (IoT) Overview

The Internet of Things (10T) has gained signi cant mindshare, let alone attention, in
academia and the industry especially over the past few years. The reasons behind
this interest are the potential capabilities that 10T promises to offer. On the personal
level, it paints a picture of a future world where all the things in our ambient envi-
ronment are connected to the Internet and seamlessly communicate with each other
to operate intelligently. The ultimate goal is to enable objects around us to ef -
ciently sense our surroundings, inexpensively communicate, and ultimately create a
better environment for us: one where everyday objects act based on what we need
and like without explicit instructions.

10T s promise for business is more ambitious. It includes leveraging automatic
sensing and prompt analysis of thousands of service or product-related parameters
and then automatically taking action before a service experience or product opera-
tion is impacted. It also includes collecting and analyzing massive amounts of struc-
tured and unstructured data from various internal and external sources, such as
social media, for the purpose of gaining competitive advantage by offering better
services and improving business processes. This may seem like a bold statement,
but consider the impact that the Internet has already had on education, communica-
tion, business, science, government, climate control, and humanity. Many believe
that 1oT will create the largest technology opportunity that we have ever seen.

The term Internet of Things was rst coined by Kevin Ashton in a presentation
that he made at Procter & Gamble in 1999. Linking the new idea of RFID (radio-
frequency identi cation) in Procter & Gamble s supply chain to the then-red-hot
topic of the Internet was more than just a good way to get executive attention. He
has mentioned, The Internet of Things has the potential to change the world, just
as the Internet did. Maybe even more so. Afterward, the MIT Auto-ID center pre-
sented their 10T vision in 2001. Later, 1oT was formally introduced by the
International Telecommunication Union (ITU) Internet Report in 2005.

= Springer Nature Switzerland AG 2019 1
A. Rayes, S. Salam, Internet of Things From Hype to Reality,
https://doi.org/10.1007/978-3-319-99516-8_1
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10T is gaining momentum, especially in modern wireless telecommunications, as
evidenced in the increasing presence around us of smart objects or things (e.g.,
smartphones, smart watches, smart home automation systems, etc.), which are able
to communicate with each other and collaborate with other systems to achieve cer-
tain goals.

Undeniably, the main power of loT is the high impact it is already starting to
have on business and personal lives. Companies are already employing 10T to create
new business models, improve business processes, and reduce costs and risks.
Personal lives are improving with advanced health monitoring, enhanced learning,
and improved security just to name few examples of possible applications.

1.1 What Is the Internet of Things (IoT)?

Before de ning 10T, it may be worthwhile listing the most generic enablement com-
ponents. In its simple form, 10T may be considered as a network of physical ele-
ments empowered by:

Sensors: to collect information.

Identi ers: to identify the source of data (e.g., sensors, devices).
Software: to analyze data.

Internet connectivity: to communicate and notify.

Putting it all together, 10T is the network of things, with clear element identi ca-
tion, embedded with software intelligence, sensors, and ubiquitous connectivity to
the Internet. 10T enables things or objects to exchange information with the manu-
facturer, operator, and/or other connected devices utilizing the telecommunications
infrastructure of the Internet. It allows physical objects to be sensed (to provide
speci ¢ information) and controlled remotely across the Internet, thereby creating
opportunities for more direct integration between the physical world and computer-
based systems and resulting in improved ef ciency, accuracy, and economic bene t.
Each thing is uniquely identi able through its embedded computing system and is
able to interoperate within the existing Internet infrastructure.

There is no disagreement between businesses and/or technical analysts that the
number of things in 10T will be massive. Gartner says 20 Billion devices will be in
used in 2020. Cisco estimate is 26.3 billion devices (including machine-to-machine
devices, phones, TVs, PCs, tablets, and other connected devices) for the same
period. Others believe this estimate to be overly conservative with the assumption
that any object with a simple microcontroller, modest on-off switch, or even with
QR (Quick Response) code! will be connected to the Internet in the near feature.
Such a view is supported by Moore s Law, with the observation that the number of
transistors in a dense integrated circuit approximately doubles every 18 months, as
we will illustrate in Sect. 1.3.

1Quick Response Code is the trademark for a type of matrix barcode.
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Fig. 1.1 10T de nitionin
its simplest form

The main idea of I0T is to physically connect anything/everything (e.g., sen-
sors, devices, machines, people, animals, trees) and processes over the Internet for
monitoring and/or control functionality. Connections are not limited to informa-
tion sites, they re actual and physical connections allowing users to reach things
and take control when needed. Hence, connecting objects together is not an objec-
tive by itself, but gathering intelligence from such objects to enrich products and
services is.

1.1.1 Background and More Complete 10T De nition

Before we give historical overview of the Internet and consequently delve into the
Internet of Things, it is worthwhile providing a de nition and the fundamental
requirements of 10T as a basis for the inexperienced reader.

We assume that the Internet is well known and bears no further de nition. The
question is what do we really mean by Things? ? Well, things are actually any-
thing and everything from appliances to buildings to cars to people to animals to
trees to plants, etc. Hence, 10T in its simplest form may be considered as the inter-
section of the Internet, things, and data as shown in Fig. 1.1.

A more complete de nition, we believe, should also include Standards and
Processes allowing Things to be connected over the Internet to exchange
Data using industry Standards that guarantee interoperability and enabling use-

ful and mostly automated Processes, as shown in Fig. 1.2.

2Some companies (e.g., Cisco) referred to 10T as the The Internet of Everything. GE used the
term Industrial Internet to refer to enterprise (nonresidential) Internet. Other companies have
called it The Internet of Anything. Other terms used for 10T include Digital Disruptors, The
Nexus of Forces, and The third Platform.
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Fig. 1.2 1oT more
complete de nition

Some companies (e.g., Cisco) refer to 10T as the 10E (Internet of Everything)
with four key components: people, process, data, and Things. In this case, IoE
connects:

People: Connecting people in more relevant ways.

Data: Converting data into intelligence to make better decisions.

Process: Delivering the right information to the right person or machine at the
right time.

Things: Physical devices and objects connected to the Internet and each other for
intelligent decision-making, often called IoT.

They correctly believe that today s Internet is the Internet of People, i.e.,
today s Internet is mainly connecting applications that are used by people. People
are taking action based on noti cations from connected applications. 10T is envi-
sioned to connect things where things (not people) will be taking action, when
needed, by communicating with each other intelligently. I10E is then combining the
Internet of People and the Internet of Things. In this book, and in most of the recent
literature, however, 10T refers to anything and everything (including people).

With this in mind, we can state a more comprehensive de nition of 10T as fol-
lows: 10T is the network of things, with device identi cation, embedded intelligence,
and sensing and acting capabilities, connecting people and things over the Internet.

As we already mentioned above, we Il use the term 10T to refer to all objects/
things/anything connected over the Internet including appliances, buildings, cars,
people, animals, trees, plants, etc.

The basic promise of 10T is to monitor and control things from anywhere in the
world. The rst set of fundamental questions an engineer may ask are: How to moni-
tor and control things from anywhere in the world? Why do we want to do so? Who
will perform the monitoring and control? How is security guaranteed? In the remain-
der of this section, we will provide high-level answers to these questions. More
detailed answers will be provided throughout the various chapters of this book.
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1.1.2 How to Monitor and Control Things from Anywhere
in the World?

Let s start with the rst question. The basic requirements for 10T are the unique
identity per thing (e.g., IP address), the ability to communicate between things
(e.g., wireless communications), and the ability to sense speci c information about
the thing (sensors). With these three requirements, one should be able to monitor
things from anywhere in the world. Another foundation requirement is a medium to
communicate. Such requirement is typically handled by a telecommunications net-
work. Figure 1.3 presents the very basic requirements of an loT solution.

1.1.3 Why Do We Want to Monitor and Control Things?

There are many reasons to monitor and control things remotely over the Internet:
monitoring and controlling things by experts (e.g., a patient s temperature or blood
pressure while the patient is at the comfort of his or her own home); learning about
things by pointing a smartphone to a thing of interest, for instance; searching for
things that search engines (e.g., Google) do not provide today (e.g., where are my
car keys); allowing authorities to manage things in smart cities in an optimal manner
(e.g., energy, driver licenses, and other documents from Department Motor Vehicle,

Fig. 1.3 Basic requirements for an 10T solution
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senior citizen); and, nally, providing more affordable entertainment and games for
children and adults. All of these are examples of huge business and service oppor-
tunities to boost the economic impact for consumers, businesses, governments, hos-
pitals, and many other entities.

1.1.4 Who Will Monitor and Control?

Generally speaking, monitoring and control of 10T services may be done by any
person or any machine. For example, a homeowner monitoring his own home on
a mobile device based on a security system she or he has installed and con g-
ured. The homeowner may also control lights, turn on the air conditioning, shut
off the heater, etc. Another example is for a service provider to monitor and con-
trol services for its customers in a network operations center (NOC) as shown in
Fig. 1.4.

Obviously, security is a major concern to prevent access by non-authorized
people and, more importantly, prevent a malicious hacker from gaining access to
the system and sending old views to the homeowner while a thief is breaking in.
The areas of control are far more critical for enterprise-sensitive applications such
as healthcare monitoring of patients and banking applications, as we will see in
Chap. 8.

Fig. 1.4 Example of monitoring systems in a network operations center
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1.1.5 How Is Security Guaranteed?

Securing 10T is perhaps the biggest opportunity for technology companies and will
remain so for some time in the future. Before 10T, information technology security
professionals worked in a bubble as they literally owned and controlled their entire
networks and secured all devices behind rewalls. With 10T, data will be collected
from external, often mobile, sensors that are placed in public sites (e.g., city streets)
allowing strangers to send harmful data to any network. Bring your own device
(BYOD) is another example where third-party devices and hence noncorporate data
sources are allowed to enter the network. 10T areas that are considered to be most
vulnerable include:

Accessing data during transport (network and transport security). Data will be
transported in 10T networks at all time, for example, from sensors to gateways
and from gateways to data centers in enterprises or from sensors to gateways for
residential services such as video from home monitoring system to the home-
owner s smartphone while he s in a coffee shop. This data may be sniffed by the
man in the middle unless the transport protocols are fully secure and encrypted.
Having control of 10T devices (control of the APIs) allows unauthorized persons
to take full control of entire networks. Examples include shutting down cameras
at home and shutting down patient monitoring systems.

Having access to the 10T data itself. Is the data easily accessible? Is it stored
encrypted? Shared storage in the cloud is another problem where customer a may
log in as customer B and look at his data. Another common problem is spoo ng
data via Bluetooth. Many companies are adding Bluetooth support to their
devices making it more feasible for unauthorized persons to access the device s
data.

Stealing of cial user or network identity (stealing user or network credentials).
Many websites provide default passwords for vendors.

We have dedicated Chap. 8 to 10T security.

1.2 10T Reference Framework

In this book, we will follow a reference framework that divides 10T solutions into
four main levels: 10T devices (things), 10T network (infrastructure transporting the
data), 10T Services Platform (software connecting the things with applications and
providing overall management), and 10T applications (specialized business-based
applications such as customer relation management (CRM), Accounting and Billing,
and Business Intelligence (BI) applications). Control is passed down from one level
to the one below, starting at the application level and proceeding to the 10T devices
level and backup the hierarchy.
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1. 1oT Device Level includes all 10T sensors and actuators (i.e., the Things in 1oT).
The device layer will be covered in Chap. 3.

2. 10T Network Level includes all 10T network components including loT gate-
ways, routers, switches, etc. The (i.e., the Internet in 1oT) will be covered in
Chap. 2.

3. loT Application Services Platform Level includes the key management software
functions to enable the overall management of 10T devices and network. It also
includes main functions connecting the device and network levels with the appli-
cation layer. It will be covered in Chap. 7.

4. 10T Application Level includes all applications operating in the 10T network, and
this will be covered in Chap. 9.

Figure 1.5 shows an overview of the 0T levels. It describes how information is
transferred from one 0T component into another. Advantages of the proposed loT
four-level model include:

Reduced Complexity: It breaks loT elements and communication processes into
smaller and simpler components, thereby helping 10T component development,
design, and troubleshooting.

Standardized Components and Interfaces: The model standardizes the speci ¢
components within each level (e.g., what are the key components for general loT
Services Platform) as well as the interfaces between the various levels. This
would allow different vendors to develop joint solutions and common support
models.

Module Engineering: It allows various types of 10T hardware and software sys-
tems to communicate with each other.

Interoperability between vendors by ensuring the various technology building
blocks can interwork and interoperate.

Accelerate Innovation: It allows developers to focus on solving the main prob-
lem at hand without worrying about basic functions that can be implemented
once across different business verticals.

0T Applications

loT Management
Services Platform

loT Network

loT Gateway

loT Devices

Fig. 1.5 10T levels
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Simpli ed Education: It breaks down the overall complex IoT solution into
smaller more manageable components to make learning easier.

1.3 Why Now? The 12 Factors for a Perfect Storm

IoT has already become a powerful force for business transformation, and its dis-
ruptive impact is already felt across all industries and all areas of society. There is a
perfect storm of market disruptions happening at an unprecedented pace triggered
by technology as well as new business and social requirements. This Section intro-
duces the top 12 factors driving the explosion of 10T as shown in Fig. 1.6.

1.3.1 Convergence of IT and OT

Operation technology (OT) is the world of industrial plants and industrial control
and automation equipment that include machines and systems to run the business,
controllers, sensors, and actuators. Information technology (IT) is the world of end-
to-end information systems focusing on compute, data storage, and networking to
support business operation in some context such as business process automation
systems, customer relation management (CRM) systems, supply chain management
systems, logistics systems, and human resources systems.

Historically, IT and OT were always managed by two separate organizations
with different cultures, philosophies, and set of technologies. IT departments were
originally created by companies to create ef cient and effective forms of telephony
communication among various departments. Then they were extended to provide

OT &IT Technology
Convergence Explosion
Internet-Based Digital
Businesses Transformation
Mobile Enhanced
Explosion ul
Social Media Fast
Explosion Adaption
Analytics Rise of
At Edge Security
Virtualization Moore's
& Cloud Law

Fig. 1.6 10T 12 driving factors
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video and web conferences and network internal communications and secure exter-
nal electronic communications such as emails. Often the nal decision with the
selection of communication systems, website hosting, and backup servers was the
responsibility of the IT department.

OT relies on real-time data that drives safety, security, and control. It depends on
very well-de ned, tested, and trusted processes. Many plants need to run 24 7
with zero downtime (e.g., City Water Filtration System), and thus industrial pro-
cesses cannot tolerate shutdown for software updates. IT is more lenient with soft-
ware updates, introduction of new technologies, etc.

When you take people with an IT background and bring them into an industrial
control system environment, there s a lack of understanding from operations why
they re there and there is a lack of understanding of the speci c controls environ-
ment needs from IT, says Tim Conway, technical director, ICS and SCADA for the
SANS Institute. He points out that typically IT professionals are trained and driven
to perform a task: They work on a box, a VM (virtual machine), a storage area
network, or a rewall. They don t realize that they re a part of a larger control sys-
tem operation, and how the things that they do can impact others.

I0T is having a major impact on OT and the traditional IT operational model.
With the fast introduction of business-speci ¢ technologies (e.g., Internet-based oil
rig monitoring systems), IT operations can no longer scale, keep up with the fast-
evolving requirements, nor provide the required expertise. Traditional IT depart-
ments simply lack the required resources to introduce IoT solutions in a timely
fashion, effectively operate and monitor such solutions, or react to the massive
amount of monitoring data that is generated by loT devices (Fig. 1.7).

The bottom line is that IT is moving fast into plant oors. With the pressure of
10T technology adoption by cutting-edge businesses, OT is forced to accept a greater

e Led by Single CIO
» Centralized

|T » Data Centers
* HR and CRM systems
» Business Applications
» DataAnalysis

4 1

e Led by Business Leaders
 Distributed
oT « Industrial Equipments
* Monitoring Systems
» Control Systems

Fig. 1.7 The merger of IT and OT
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level of integration. Hence, traditional 1T and OT functions are expected to merge
or quickly risk the loss of the business to cutting-edge competitors (why? See
Problem 11). IT operations leaders must move closer to the business and adapt their
employee skill sets, their processes, and their tools to monitor 10T availability and
performance in order to support business initiatives as shown in Fig. 1.7.

1.3.2 The Astonishing Introduction of Creative Internet-Based
Businesses

1.3.2.1 Uber

Many are familiar with Uber s story where the co-founders were attending a confer-
ence in Paris in 2008. Travis Kalanick and Garrett Camp were complaining about
nding a cab especially while carrying luggage and under the rain. When they started
to brainstorm the next day, they came up with three main requirements: the solution
had to be Internet-based (i.e., request and track service from mobile device), it had to
provide the service fast, and the rides had to be picked up from any location.

The key component of Uber s solution is the Internet-based platform connecting
customers (passengers) with the service providers (car drivers). Because the con-
sumers aren t Uber s employees and because there s practically an in nite number
of cars that could potentially join Uber, Uber has the requirement to scale at an
incredibly fast rate at zero marginal cost.

Uber uses sensor technologies in driver s smartphones to track their behaviors. If
you ride with Uber and your driver speeds, breaks too hard, or takes you on a wildly
lengthy route to your destination, it is no longer your word against theirs. Uber is
using Gyrometer and GPS data to track the behavior of its drivers. Gyrometers in
smartphones measure small movements, while GPS combined with accelerometers
shows how often a vehicle starts and stops and the overall speed.

The idea is to gradually improve safety and customer satisfaction, though there s
no word on whether or not you might be able to actively seek out a faster driver if
that s what you re after.

Today Uber is one of the leading transportation services in the world with a mar-
ket value over 20 billion dollars.

1.3.2.2 Airbnb

Airbnb is an Internet-based service for people to list, nd, and rent lodging. It was
founded in 2008 in San Francisco, California, by Brian Check and Joe Gebbia
shortly after creating AirBed and Breakfast during a conference. The original site
offered rooms, breakfast, and business networking opportunity for the conference
attendees who were unable to nd a hotel. In February 2008, technical architect
Nathan Blecharczyk joined Airbnb as the third co-founder. Shortly thereafter, the
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newly created company focused on high-pro le events where alternative lodging
was very limited.

Incredibly similar to the Uber model, Airbnb utilizes a platform business model.
This means they facilitate the exchange between consumers (travelers) and service
providers (homeowners). Airbnb also required a scalable Internet-based platform
supporting from a few customers to hundreds of thousands during major events.
More importantly, Airbnb is partnering with Internet companies (e.g., Nest of
Google) to deliver remote keyless solutions to customers by unlocking doors (with
loT digital keys) over the Internet.

Just like Uber, Airbnb found a multibillion dollar business based on an Internet
platform connecting people and places together that competently disrupted the tra-
ditional hotel business model. These linear businesses have to invest millions into
building new hotels, while Airbnb doesn t have to deal with that.

Just like Uber, today Airbnb is one of the leading hotel services in the world with
a market value close to 20 billion dollars.

1.3.2.3 Square

Square Inc., also San Francisco based, was inspired by Jack Dorsey in 2008 when
his friend, Jim McKelvey, in St. Louis at the time, was unable to complete a $2000
sale of his glass faucets and ttings because he could not accept credit cards. Jack
and Jim started the point-of-sale software nancial services company in 2010. The
company allows small business mobile individuals and merchants to make secure
payments using applications like Square Capital and Square Payroll. The Internet-
based software solution allows customers and small business owners to enter credit
card information manually or to swipe the card via the Square Reader (see Fig. 1.9),
a small plastic device that plugs into the audio jack of supported smart mobile
devices with an interface resembling a traditional cash register.

Fig. 1.8 Examples of Internet-based businesses
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Square has introduced an application that integrates its reader with a smart-
phone s mation sensor. The application can determine that the card reader is failing
by analyzing the motion sensor data to detect movements indicating multiple card
swipes. If the card reader did not read any data during the card swipes, the applica-
tion can deduce that the card reader is broken. This solution allows Square to send
a replacement card reader to swap the broken card in a timely fashion.

Square also launched Square Cash applications allowing individuals and busi-
nesses to transfer money with a unique username. In 2015, Square introduced
Customer Engagement, a suite of CRM tools which includes email marketing ser-
vices. These tools allow businesses to target speci ¢ customer segments with cus-
tomized promotions based on actual purchase history. Square also introduced
Square Payroll tool for small business owners to process payroll for their
employees.

Other nancial companies have also introduced Internet-based mobile payment
solutions including Intuit GoPayment Reader, which is integrated with Intuit s host
of products and software (Fig. 1.10), PayPal Here Reader, and others.

Just like Uber and Airbnb, Square found a novel business based on Internet plat-
form connecting small business owners and customers together that competently
disrupted the traditional small business payment models.

Fig. 1.9 Square credit
card reader. (Source:
Square Inc.)

Fig. 1.10 Intuit
GoPayment Reader.
(Source: Intuit)
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1.3.2.4 Amazon

Amazon.com is the largest Internet retailer company in the world with huge market
cap over $300 billion dollars (as of late 2015). It started, in 1994, as an Internet-
based book seller and swiftly expanded into music, movies, electronics, and house-
hold goods; Amazon utilized the Internet to break the traditional retailer model. It
did not need to stock many of the merchandises it was selling on its website. Instead,
it identi ed matching partner companies and issued customer orders over a secure
Internet-based platform.

Amazon also offers businesses the capability to sell online via Amazon Services.
Another part of its retail strategy is to serve as the channel for other retailers to sell
their products and take a percentage of every purchase.

Retail is only part of Amazon.com business. It also offers cloud-based services
known as Amazon Web Services or AWS with Software as a Services (SaaS),
Platform as a Services (PaaS), and Infrastructure as a Services (laaS) as well as
other types of businesses such as Kindle. Amazon itself de nes its lines of business
in terms of product sales, service sales, cloud services, ful llment, publishing, digi-
tal content subscriptions, advertising, and co-branded credit cards. Analysts have
categorized Amazon s lines of businesses into online retail, Internet services, and
the Kindle ecosystem. Based on April 28, 2016 reporting, AWS alone generated
$8.9 billion in revenue between April 1, 2015, and March 31, 2016 (1 year).

Amazon is perhaps one of the rst companies to develop a set of businesses
based on an Internet platform connecting end customers (e.g., retail customer, busi-
nesses) to products and services (e.g., merchandise, cloud services) thereby disrupt-
ing traditional retail models.

1.3.25 Tesla

Tesla Motors was founded in 2003 by a group of engineers in Silicon Valley with a
mission to develop a successful luxurious electrical car and then invest the resulting
pro ts to make a less expensive electric car. With instant torque, incredible power,
and zero emissions, Tesla s products would be cars without compromise.

Tesla s engineers rst designed a power train for a sports car built around an AC
induction motor, patented in 1888 by Nikola Tesla, the inventor who inspired the
company s name. The resulting Tesla Roadster was launched in 2008 with an incred-
ible range of 245 miles per charge of its lithium ion battery. The Roadster was able
to set a new standard for electric mobility. In 2012, Tesla launched Model S, the
world s rst premium electric sedan.

Tesla is considered as the best example yet of 10T. It did not only bend the tradi-
tional industry manufacturing model to Internet-based model with thousands of sen-
sors (Fig. 1.11), but it also demonstrated the tremendous value of 10T with the 2014
recalls. In early 2014, Traf c Safety Administration published two recall announce-
ments, one for Tesla Motors and one for GM. Both were related to problems that
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Fig. 1.11 Tesla Factory in
Fremont, California.
(Source: Tesla Motors Inc.)

could cause res. Teslas x was conducted for 29,222 cars as an over-the-air
software update without requiring owners to bring their cars to the dealer.

1.3.2.6 Self-Driving Cars

Self-driving cars are no longer a fantasy. There are already thousands of self-driving
cars with features that allow them to brake, speed, and steer with limited or no driver
interaction. Business Insider believes that 10 million self-driving cars will be on the
road by the year 2020.

Self-driving cars can be divided into two main categories: semiautonomous and
fully autonomous. A semiautonomous car performs certain self-driving tasks (e.g.,
fully brakes when it gets too close to an object, drives itself on the freeway), while
a fully autonomous car drives itself from origin to destination without any driver
interaction. Fully autonomous cars are further divided into user-operated and driver-
less. Because of regulatory and insurance questions, user-operated cars are expected
to be available by 2018 2019 (pending regulatory and insurance issues), while driv-
erless fully autonomous cars will be available at a later date.

Safety is considered one of the biggest advantages of self-driving cars. In the
6 years Google has had self-driving cars on the road with over 1.5 million miles,
only 17 minor incidents have been reported, and none of those, prior to the February
2016 incident, were the self-driving car fault.

In general, self-driving cars are equipped with a large number of sensors includ-
ing laser range nders (to measure a subject s distance and take photos that are in
sharp focus), radars, and video cameras collecting information from the road.
They re also equipped with actuators to control steering and braking. The collected
data (from sensors, radars, and video) is promptly processed with the positional
information from the car s GPS unit and the navigation system to determine its posi-
tion and to build a three-dimensional model of its surroundings.

The resulting model is then processed by the car s control system to make navi-
gation decisions. Self-driving car control systems typically use stored maps to nd
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Fig. 1.12 Google self-driving car. (Source: Google)

optimal path to destination, avoid obstacles, and send decisions to the car s actua-
tors. 10T applies to interactions and communications between self-driving care
components, between the car and roadside infrastructure, as well as among self-
driving cars (Fig. 1.12).

Finally, it is worth noting that there are various other examples of companies that
have used the Internet for new and creative business models, with various levels of
success, including Scoop Inc. for carpooling and Pandora in the music industry.

1.3.3 Mobile Device Explosion.

There is an unprecedented explosion in the number of new things being connected
to the Internet every day, where it isn t just sheer volume of mobile devices and sen-
sors, but things that normally haven t been connected to the network, such as those
found in manufacturing, utilities, and transportation, are all becoming networked
devices. Because of the mobile explosion that has touched our home and work lives,
we ve already seen over 300,000 mobile applications developed in the past 3 years
resulting in close to 11B downloads.

Mobile data traf c is expected to grow 18-fold in the next 5 years. According to
Cisco s Visual Networking Index, smartphone traf c is set to grow from 1.74 exa-
byte per month in 2014 to more than 18 exabyte per months in 2019 as shown in
Fig. 1.10. Cisco further estimates that smartphones will account for 75% of mobile
traf cin 2019, up from 69% in the past year.

The increase in mobile data traf c is driven by two factors: the increase in the
number of users and the data consumption per user. The average smartphone will
expectedly generate 4 GB of traf ¢ per month in 2019, a vefold increase over last
year s global average. This growth will de nitely be fueled by IoT connecting things
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Fig. 1.13 Smartphone traf c over time

with people and more importantly allowing people to monitor and control things
from anywhere in the world in real time. Figure 1.13 shows smartphone traf c
growth (in exabyte per second) between 2014 and 2019 based on data published by
Statista.

1.3.4 Social Network Explosion

Social networks, such as Facebook, Instagram, Twitter, and YouTube, and the adop-
tion of cloud-based services, such as Amazon s AWS and Salesforce.com, are all
examples of the large-scale migration to the cloud across virtually every industry. In
fact, two thirds of all data center traf ¢ will be from the cloud in 3 years. All of this
leads to data explosion, where, already, the data being created on the Internet each
day is equal to half of all the data that has been accumulated since the dawn of
humanity (Fig. 1.14).

1.3.5 Analytics at the Edge

Before introducing the different versions of analytics, it s important to de ne the
terms: big data, structured data, and unstructured data. Big data refers to the
extremely large amount of data being generated and accumulated by IT systems as
the result of the operation of an associated system. The latter could be a product,
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Fig. 1.14 Examples of
social network explosion

process, service, etc. This massive amount of data can be analyzed to identify pat-
terns and gain insights into the operation of the associated system. The analysis
often involves applying statistical techniques since human processing is not viable
due to the sheer volume of the data.

Structured data refers to organized data that can t in rows and columns.
Examples of such data include customer data, sales data, and stock records.
Structured data is often high value, cleansed, and indexed. Unstructured data, on the
other hand, is dif cult to organize or bring together. Examples of unstructured data
include images, X-rays, video, social media data, and some machine outputs mixed
with text.

Analytics 1.0 refers to the process of collecting structured data from various
sources and sending the collected data to a centralized location to be correlated and
analyzed using prede ned queries and descriptive/historic views. Businesses and
enterprises have been collecting structured data from internal systems (e.g., CRM,
Sale Records, RMA Records, and Case Records), sending such data to a centralized
data center to be stored in traditional tables and databases. The data is then parsed
and often correlated with other types of data to produce business intelligence (e.g.,
offer discounts for customers in a certain location due to large unused inventory).
The process of collecting, transferring, correlating, and analyzing the structured
data can take hours or days.

Analytics 1.0 then evolved to Analytics 2.0 or big data and analytics with action-
able insight. Analytics 2.0 basically collects structured and unstructured data from
various sources but still sends the collected data to a centralized location to be cor-
related and analyzed using complex queries along with forward-looking and pred-
icative views this time. Examples of unstructured data for enterprises include call
center logs, mobility data, and social media data where users are conversing and
providing feedback about an enterprise s service, product, or solutions.
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Table 1.1 Comparison of key factors for Analytics 1.0, 2.0, and 3.0

Analytics 1.0 Analytics 2.0 Analytics 3.0

Collected data type | Structured Structured and Structured and
unstructured unstructured

Data analysis Centralized data Centralized data center | At edge and in data
location center center
Time to analyze Days hours Hours minutes Seconds microseconds
data
Data volume Small data Big data Big data

With the deployment of complex systems to capture and analyze big data in a
datacenter, the overall process of collecting, transferring, correlating, and analyzing
the structured and structured data is reduced to minutes or seconds.

Today, massive amounts of data are being created at the edge of the network, and
the traditional ways of performing analytics over that data are no longer viable.
Minutes or even seconds of delay in data processing are no longer effective for
many businesses. Take, for example, a sensor in an oil rig. If the pressure were to
drop substantially, the rig needs to be shut off instantaneously and before the system
breaks and causes a major disaster.

Companies are realizing that they just cannot keep moving massive amounts of
data to centralized data stores. The data is too big, is changing too fast, and is too
geographically distributed. Certain analysis must be performed in real time and can-
not withstand the delays of sending the raw data to a centralized data center to be
analyzed and then send back the result to the source. In addition, certain industries
(e.g., Healthcare, Defense) have the requirement to analyze the data close to the
source due to data privacy or security.

Analytics 3.0 allows companies to collect, parse, analyze, and correlate (with
stored data) structured as well as unstructured data at or close to the edge (the source
of the data). To support this, companies have introduced massive solutions (hard-
ware and software) that allow enterprises to capture, process, and analyze data at the
edge. Can you think of examples of such companies (see problem 15)?

Analytics 1.0, 2.0, and 3.0 are compared in Table 1.1 and in Fig. 1.15: Table 1.1
shows a comparisons of key factors, while Fig. 1.15 displays a process summary.

1.3.6 Cloud Computing and Virtualization

Up until recently, enterprises (companies or businesses) were forced to deploy and
manage their own computing infrastructures. Cloud computing, which was intro-
duced in 2008, allows enterprises to outsource their computing infrastructure fully
or partially to public cloud provides (e.g., Amazon AWS, Microsoft Azure, Google
Compute Engine). Recent data showed that the average network computing and
storage infrastructure for a start-up in year 2000 was $5 million. The cost in year
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Fig. 1.15 Analytics 1.0, 2.0, and 3.0

2016 has dropped to $5 thousand. This enormous 99% decline in cost was made
possible by cloud computing and vitalization.

Public Cloud providers deliver cloud services, on demand, over the Internet.
Enterprises pay only for the CPU cycles, storage, or bandwidth they consume.

Enterprises also have the choice to deploy Private Cloud solutions in their own
data centers and deliver computing services to their internal sub-businesses/users.
Such model offers exibility and convenience while preserving management, con-
trol, and security to their IT departments.

Cloud computing may be also offered in a Hybrid Cloud model that consists of a
combination of public and private clouds allowing enterprises to create a scalable
solution by utilizing the public cloud infrastructure while still preserving full con-
trol over critical data.

Cloud computing is attractive to many enterprises allowing them to self-provision
their own services for any type of workload on demand. They can start small and
then scale up almost instantly with minimum expertise and pre-planning, while they
pay only for what they use, typically, in addition to a basic subscription charge.

Cloud computing has been classi ed into three main service categories:
Infrastructure as a Service (laaS), Platform as a Service (PaaS), and Software as
Service (SaaS). PaaS, for instance, allows enterprises to utilize a third-party plat-
form and permits them to focus on developing and managing their own software
applications without the complexity of building and maintaining the required
infrastructure.

Cloud computing has been made possible by the advent of virtualization tech-
nologies. Rather than dedicating distinct IT infrastructure (e.g., servers, storage
nodes, networking nodes) to a single business entity (e.g., customer or enterprise),
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virtualization allows cloud providers to divide a physical machine (e.g., server) into
multiple virtual entities thereby creating an isolated virtual server, a virtual storage
device, and virtual network resources for each enterprise, all running over the same
shared physical IT infrastructure. Virtual machines are one form of virtualization that
allows running multiple operating systems over the same physical server hardware.

Containers are another form of virtualization. In containers, the virtualization
layer runs as a service on top of a common operating system kernel. The operating
system s kernel runs on the hardware node with several isolated guest process
groups installed on top of it. The isolated guest process groups are called containers.
They share the same operating system kernel but are completely isolated at the
application level.

Containers are intended to run separate applications. Examples of containers
include Linux containers (LXC) and open-source Docker.

As with Analytics (Sect. 1.3.5), Cloud may be divided into Cloud 1.0 and Cloud
2.0. Cloud 1.0 is SaaS, PaasS, and laaS. Cloud 2.0 is Cloud 1.0 with machine learn-
ing to extract business intelligence from the data using algorithms that learn from
data pattern. It should be noted that traditional techniques and machine learning
programs work without speci c instructions on where to look for data pattern.

1.3.7 Technology Explosion

10T hardware (e.g., sensors, inexpensive computers such as Raspberry Pi, open
source microcontrollers such as Arduino) and software technologies are not only
being developed faster than ever before but with much lower prices. Such devices
are already transforming user behaviors and creating new business opportunities.
Business leaders are realizing that unless their organizations quickly adapt to such
changes, their businesses will soon become irrelevant or inef cient to survive in an
increasingly competitive marketplace.

1.3.8 Digital Convergence/Transformation

Digital convergence has initially started with a limited scope: move to paperless
operation, and save trees. Now, it is transforming the future in profound ways.
Digital convergence is being adopted by key industries with extended goals to move
to digital operation, extract data from various sources including the devices and
processes that are enabled by digitization, and then analyze the extracted data and
correlate it with other data sources to extract intelligence that improves products,
customer experience, security, sales, etc. Many healthcare organizations (e.g.,
Kaiser Permanente) have been using digital convergence with extended goals of
improving the patient experience, improving population health, and reducing
healthcare costs.
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With the connection of 50 billion smart objects to the Internet by 2020, compa-
nies are realizing the upcoming challenges and are adding to their executive boards
the role of a Chief Digital Of cer (CDO) who can oversee the full range of digital
strategies and drive change across the organization. CDOs are expected to signi -
cantly impact existing systems, solutions, and business processes and more impor-
tantly intrinsically enable new types of innovation and creativity.

1.3.9 Enhanced User Interfaces

User experience (UX) or human to machine interaction, where applicable, is very
essential for the success of 10T. A core 10T UX principle is meeting the basic needs
for the usage of a product or a service without aggravation or dif culty.
Overengineering or including too much intelligence into products can back re and
be counterproductive. User interfaces that are frustrating to use and slow to extract
relevant information can lead to customer desertion. A toaster, for example, ulti-
mately exists to make toast. But if we overengineer with too much information,
switches, and options, we risk building products that are so annoying that our cus-
tomers won t want to use them.

There is now a wealth of technology and markup languages (e.g., HTML 5) that
allow software engineers to adapt key UX principles and meet the so-called KISS
(keep it short and simple) principle. KISS states that most systems work best if they
are kept simple. Top UX principles include:

Simple and Easy Principle: Best UX system is a system without Ul. Simplicity
should be a key goal in design, and unnecessary complexity should be avoided.
Make sure you reduce the user s cognitive workload whenever possible. Make
sure the Ul is consistent/stable, intuitive, and establish a clear visual hierarchy.
Contextual Principle: Make sure that users are contextually aware of where they
are within a system.

Human Principle: Make sure the Ul provides human interactions above the
machine-like interactions.

Engagement Principle: Make sure that the Ul fully engages the user, delivers
value, and provides a strong information sense.

Beauty and Delight Principle: Make sure the UX is enjoyable and make the user
wants to use the system or service.

1.3.10 Fast Rate of 10T Technology Adoption (Five
Times More than Electricity and Telephony)

Many of us are changing our mobile devices and tablets at faster rate than ever
before. Experts believe that there was a point of in exion sometime between 2009
and 2010, where the number of connected devices began outnumbering the planet s
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Fig. 1.16 Global IP traf c growth, 2015 2020. (Source: 2016 Cisco VIN)

human population. And these aren t just laptops, mobile phones, and tablets they
also include sensors and everyday objects that were previously unconnected.
Surveys and detailed analysis indicated that the adoption rate of such technology is
ve times faster than that of electricity and telephony growth. Traditionally the
adoption of technology was always proportional to population growth. Hence, 10T
adoption gap is expected to widen exponentially over the next several years, with
the number of sensors, objects, and other things. This is best illustrated by global
IP traf ¢ growth, as shown in Fig. 1.16. According to June 2016 Cisco Visual
Networking Index (VNI) forecast, global IP traf ¢ in 2015 stands at 72.5 exabytes
(EB, 10*® byte) per month and will nearly triple by 2020, to reach 194.4 EB per
month. Consumer IP traf c will reach 162.2 EB per month, and business IP traf c
will surpass 32.2 EB per month by 2020.
Adding all of these physical objects to IP networks imposes new and novel
requirements on existing networking models. ITC will need to deal with those
requirements in a relatively short order.

1.3.11 The Rise of Security Requirements

Protection of business and personal data and systems has been an issue since the
inception of data networks. With the commercialization of the Internet, security
concerns expanded to cover personal privacy, nancial transactions, and the threat
of cyber robbery. Today, security of the network is being expanded to include safety
or physical security.

Many of us are buying and deploying smart gadgets all over our homes. Examples
include smart cameras that notify our smartphones during business hours when
movement is detected, smart doors that open remotely, and the smart fridges that
notify us when we are short of milk. Imagine now the level of control that an attacker
can gain by hacking those smart gadgets if the security of those devices were to be
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overlooked. In fact, the damage caused by cyber-attacks in the 10T era will have a
direct impact on all the physical objects that you use in your daily life. The same
applies to smart cars as the number of integrated sensors continues to grow rapidly
and as the wireless control capabilities increase signi cantly over time, giving an
attacker who hacks a car the ability to control the windshield wipers, the radio, the
door lock, and even the brakes and the steering wheel of the vehicle. Our bodies
won t also be safe from cyber-attacks. In fact, researchers have shown that an
attacker can control remotely implantable and wearable health devices (e.g., insulin
pumps and heart pacemakers) by hacking the communication link that connects
them to the control and monitoring system.

1.3.12 The Nonstop Moore s Law

It is possible to summarize Moore s Law impact with three key observations:

1. Over the history of computing hardware, computer power has been doubling
approximately every 18 months. This relates to the fact that the number of tran-
sistors in a dense integrated circuit has been growing by twofold every 18 months
since the transistor was invented in 1947 by John Bardeen, Walter Brattain, and
William Shockley in Bell Labs, as shown in Fig. 1.17.

Now, the largest existing networks in 2016 contain millions of nodes and bil-
lions of connections. Human brains, on the other hand, are about a hundred thou-
sand times more powerful. A human brain has one hundred thousand billion
nodes and a hundred trillion connections. Hence, with Moore s Law, a computer
should be as powerful as the human brain in about 25 years!

2. Silicon transistor storage technology size has continued to shrink over the years
and is approaching atomic level. For years now, we ve been putting more power
and more storage on the same size device. To illustrate this idea, the number of
all transistors in all PCs in 1995, a peak year for Microsoft, was about 800 tril-
lion transistors. Today, 800 trillion transistors are included in one weekend s
sales of Apple s iPhones.

3. The price of the transistor is being reduced by more than 50% every year. In
1958 Fairchild Semiconductor procured its rst order for 100 transistors at $150
apiece from IBM s Federal Systems Division. Today, you can buy over one mil-
lion transistors for 8 cents. Figure 1.17 shows such trend over time.

There is no exact number for the estimated 10T revenue for the next 10 years, but
all industry leaders have agreed that the opportunity is indeed huge.

A study by General Electric, which likened the 10T trend to the industrial revolu-
tion of the eighteenth and nineteenth centuries, concluded that the 10T over the next
20 years could add as much as US $15 trillion to the global gross domestic product
(GDP) which is roughly the size of today s US economy.

As we mentioned before, Cisco believes there will be 32 billion devices con-
nected to the Internet by 2020. That translates to four devices for every person of the
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Fig. 1.17 Moore s Law: (a) transistor size over time, (b) transistor price over time

8 billion people that are expected to be around in a few years. To help put that in
more perspective, Cisco also came out with the estimate of 8.7 billion devices that
were connected to the Internet in 2012. These devices mainly comprise of the PCs,
laptops, tablets, and phones in the world. But other types of devices will soon domi-
nate the collection of the Internet of Things, such as sensors and actuators. Counting
the number of miniscule chips, Intel and IDC believe that the number of 10T devices
will reach 200 billion in 2020.

By the end of the decade, a nearly ninefold increase in the volume of devices on
the Internet of Things will mean that signi cant infrastructure investment and mar-
ket opportunities will exist in this sector. Cisco believes that it will translate to a
$14-trillion industry. This includes $2.5T in asset utilization, $2.5T in employees
productivity, $2.7T in supply chain logistics, $3.7T in customer expenditure, and
$3T in innovations.
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Table 1.2 10T units installed base by category, excluding automotive

Category 2014 2015 2016 2020

Consumer 2277 3023 4024 13,509
Generic business 623 815 1092 4408
Vertical business 898 1065 1276 2880
Grand Total 3807 4902 6392 20,797

Source Gartner, 2015

Gartner, Inc. has published the number of things connected over the Internet as
shown in Table 1.2. Without automotive, the total number of expected loT installed-
based devices is estimated to be close to 21 billion in 2020. This includes 4.9 billion
in 2015 and 6.4 billion connected things in use in 2016 (about 7% from 2015).
These numbers are fueled by major digital shifts by the forces of mobile, cloud
computing, and social media combined with I0T. Many businesses feel that they are
at a competitive disadvantage unless they pursue 10T. Gartner believes consumer
applications will drive the number of connected things, while enterprises will
account for most of the revenue. They estimate that 4 billion connected things will
be in use in the consumer sector in 2016 and will reach over 13 billion in 2020
(Table 1.2). The automotive sector is also expected to show a very high growth rate
(over 90% annually).

A separate analysis from Morgan Stanley believes that the number can actually
be as high as 75 billion and also claims that there are 200 unique consumer devices
or equipment that could be connected to the Internet.

Regardless of which study to agree with, the bottom line is that the stakes are
high and people will be the bene ciaries of this new loT economy. Using loT-
developed innovations, for example, we can reduce waste, protect our environment,
boost farm production, get early warnings of structural weaknesses in bridges and
dams, and enable remotely controlled lights, sprinkler systems, washing machines,
sensors, actuators, and gadgets.

This revolution is based on the transformational role of digital technologies, in
particular Internet-based cloud, mobility, and application technologies. But the real
power of 10T is moving from an open-loop world characterized by people in the
process to one that will be an automated closed loop. In this model, humans will
only intervene in the process as an exception, for example, if a robot, jet engine,
driverless truck, or gas turbine require a part within itself to be changed (in some
cases, even these will be automated!).

There s no reason to doubt that devices connected to 10T will soon be ooding
the mass market. We Il see compact, connected sensors and actuators make their
way onto everyday consumer electronics and household appliances and on general
infrastructure.

Networks and semiconductor manufacturers no doubt will bene t from this
movement, but big data vendors should also be cheering, with any and all things
connected to the Internet that opens up more real-time data inventory to sell
(Fig. 1.18).
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1.4 History of the Internet

Before the advent of the Internet, the world s main communication networks were
based on circuit-switching technology: the traditional telephone circuit, wherein
each telephone call is allocated a dedicated, end-to-end, electronic connection
between the two communicating stations (stations might be telephones or comput-
ers). Circuit-switching technology was not suitable for computer networking.

The history of the Internet begins with the development of electronic computers
in the 1950s where the initial concepts of packet switching were introduced in
several computer science laboratories. Various versions of packet switching were
later announced in the 1960s. In the early 1980s, the TCP/IP (Transmission Control
Protocol/Internet Protocol) stack was introduced. Then, the commercial use of the
Internet started in the late 1980s. Later, the World Wide Web (WWW) became avail-
able in 1991, which made the Internet more popular and stimulated the rapid growth.
The Web of Things (WoT), which based on WW\W, is considered a part of 10T.

To illustrate the importance of packet-switching technologies, consider com-
puter A (in Los Angeles) wants to communicate with Computer B (in New York)
in a circuit-switched network. One common way is to select a path in the network
connecting computers A and B. In this case, the selected path would be dedicated
to A and B for the duration of their message exchange. The problem with circuit
switching is that the line is tied up regardless of how much information is
exchanged (i.e., no other computers are allowed to utilize the line between A and
B even with free bandwidth). Unlike voice traf c, circuit switching is a problem
for computers because their information exchange is typically bursty rather
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than smooth or constant. Two computers might want to exchange a le, but after
that le is exchanged, the computers may not engage in communication again for
quite some time.

Packet switching was introduced as the alternative technology to circuit switch-
ing for computer communications. It has been reported that packet-switching work
was done during the time of the Cold War, and a key part of motivation for develop-
ing packet switching was the design of a network that could withstand a nuclear
attack. Such theory was denied by the Advanced Research Projects Agency Network
(ARPANET), an early packet-switching network adopter and the rst network to
implement the Internet protocol suite TCP/IP. However, the later work on inter-
networking emphasized robustness and survivability, including the capability to
withstand losses of large portions of the underlying networks.

To understand the fundamental of packet switching, consider sending a container
of goods from Los Angeles to New York City. Rather than sending the entire con-
tainer over a particular route, it is divided into packages (called packets). Packets
are assembled, addressed, and sent in a particular way such that:

The packets are numbered so they can be reassembled in the correct sequence at
the destination.

Each packet contains destination and return addresses.

The packets are transmitted over the network of routes as capacity becomes
available.

The packets are forwarded across the network separately and do not necessarily
follow the same route; if a particular link of a given path is busy, some packets
might take an alternate route.

Packet switching is a generic philosophy of network communication, not a spe-
ci ¢ protocol. The protocol used by the Internet is called TCP/IP. The TCP/IP pro-
tocol was invented by Robert Kahn and Vint Cerf. The IP in TCP/IP stands for
Internet protocol: the protocol used by computers to communicate with each other
on the Internet. TCP is responsible for the data delivery of a packet, and IP is respon-
sible for the logical addressing. In other words, IP obtains the address, and TCP
guarantees delivery of data to that address. Both technologies became the technical
foundation of the Internet.

The earliest ideas for a computer network, intended to allow general communica-
tionsamong computer users, were formulated by computer scientist J. C. R. Licklider
of Bolt, Beranek, and Newman (BBN), in April 1963, in memoranda discussing the
concept of the Intergalactic Computer Network. Those ideas encompassed many
of the features of the contemporary Internet. In October 1963, Licklider was
appointed head of the Behavioral Sciences and Command and Control programs at
the Defense Department s Advanced Research Projects Agency (ARPA). He con-
vinced lvan Sutherland and Bob Taylor that this network concept was very impor-
tant and merited development, although Licklider left ARPA before any contracts
were assigned for development [5].

Devices using the Internet must implement the IP stack. Packets that follow the
IP speci cation are called IP datagrams. These datagrams have two parts: header
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information and data. To continue with the letter analogy, think of the header as the
information that would go on an envelope and the data as the letter that goes inside
the envelope. The header information includes such things as total length of the
packet, destination IP address, source IP address, time to live (the time to live is
decremented by routers as the packet passes through them; when it hits zero, the
packet is discarded; this prevents packets from getting into an in nite loop and
tying up the network), and error checking information.

The IP packets are independent of the underlying hardware structure. In order to
travel across different types of networks, the packets are encapsulated into
frames. The underlying hardware understands the particular frame format and
can deliver the encapsulated packet.

The TCP in TCP/IP stands for Transmission Control Protocol. This is a protocol
that, as the name implies, is responsible for assembling the packets in the correct
order and checking for missing packets. If packets are lost, the TCP endpoint
requests new ones. It also checks for duplicate packets. The TCP endpoint is
responsible for establishing the session between two computers on a network.
The TCP and IP protocols work together.

An important aspect of packet switching is that the packets have forwarding and
return addresses. What should an address for a computer look like? Since it is a
computer and computers only understand binary information, the most sensible
addressing scheme is one based on binary numbers. Indeed, this is the case, and
the addressing system used by IP version 4 software is based on a 32-bit IP
address, and IP version 6 is based on 128-bit IP address as will be explained in
Chap. 2 (Fig. 1.19).

Fig. 1.19 Circuit switched vs. packet switched
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1.5 Summary

We d like to conclude this chapter by restating our de nition of 10T as the network
of things, with clear element identi cation, embedded with software intelligence,
sensors, and ubiquitous connectivity to the Internet. 10T is empowered by four main
elements: sensors to collect information, identi ers to identify the source of data,
software to analyze the data, and Internet connectivity to communicate and enable
noti cations. Sensors may be physical (e.g., sensors capturing the temperature) or
logical (e.g., embedded software measurements such as CPU utilization). 10T s ulti-
mate goal is to create a better environment for humanity, where objects around us
know what we like, what we want, and what we need and act accordingly without
explicit instructions.

10T is fueled by explosion in technologies including the IT and OT convergence;
the introduction of Internet-based business at a fast rate; the explosion in smart
mobile devices; the explosion in social networking applications; the overall technol-
ogy explosion; the massive digital transformation; the enhanced user interfaces
allowing people to communicate by a simple touch, voice command, or even an
observing command; the faster than ever technology adoption; the increased demand
for security applications and solutions; and of course Moore s Law. Securing 10T is
viewed as a challenge and colossal business opportunity at the same time with areas
that embrace securing the data at rest, securing the transport of the data, securing
APls/interfaces among systems and various sources of data, and of course control-
ling sensors and applications.

Problems and Exercises

1. What is the simple de nition of 1oT? What is the more complete de nition ?
What s the main difference?

2. 1oT components were listed for the simple de nition to include the intersection
of the Internet, Things, and data. Process and standards were added to the com-
plete de nition. Why are process and standards important for the success of
oT?

3. What are the main four components that empower [0T? List the main function
of each component.

4. What is 10T s promise? What is 10T s ultimate goal?

5. Cisco estimated that the 1oT will consist of almost 30 billion objects by 2020.
Others have higher estimates. What was their logic?

6. What is Moore s Law? When was it rst observed? Why is it relevant to 10T?

7. In atable, list the 12 factors that are fueling loT with a brief summary of each
factor.

8. What are the top three challenges for 1oT? Why are those challenges also con-
sidered as opportunities?
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11.

12.

13.
14.

15.
16.
17.
18.
19.

20.
21.
22.

23.

24,

25.
26.

What is BYOD? Why is it considered a security threat for the network?

. How do companies deal with BYOD today? List an example of BYOD

system.

Why is operation technology (OT) under pressure to integrate with information

technology (1T)?

Uber is using smartphone Gyrometer data to monitor speeding drivers. What is
Gyrometer ? How does it work? Where was it rst used?

What is KISS? What are the top ve principles for KISS user experience?

Section 1.3.10 stated the following three facts: (i) over the history of computing

hardware, computer power has been doubling every 18 months, (ii) biggest net-

works we have today have millions of nodes and billions of connection, and

(iif) @ human brain has a hundred thousand billion nodes and a hundred trillion

connections. It then stated that using (i) (ii), in year 2015, a computer should

be as powerful as a human brain in about 25 years! How did the author arrive at

25? How long would it take if the computer power was doubling every 2 years

instead of 18 months and why?

What are the key four differences between Analytics 1.0, 2.0, and 3.0?

List examples of solutions that offer Analytics 3.0.

What are the top three be ts of cloud computing? What do they mean?

In a table format, compare laaS, PaaS, and SaaS. List an example for each.

What are the main differences between virtual machines and containers in vir-

tualization? Provide an example of container technology. Which approach do

you prefer and why?

List two main functions that TCP/IP protocol, the bread and butter of today s

Internet.

Why do we need both TCP and IP protocols?

It is often said by User Experience Experts that the Best Interface for a system

is no User Interface. What does such statement mean? When does it typically

apply? Provide an example in networking technologies.

This question has four parts:

(@) What is circuit-switched technology? What is packet-switched
technology?

(b) What are circuit-switched networks and packet-switched networks used
for? List an example of each use.

(c) Why did we need packet-switched technology?

(d) In atable, list three main differences between packet switching and circuit
switching?

(e) Which approach is better for the Internet and why?

What is a connection-oriented protocol? What is a connectionless protocol?
Provide an example of each.

Some companies use the term IoE instead of loT. What is their logic?

What is Cloud 1.0 and Cloud 2.0? What is the main difference between cloud
1.0and cloud 2.0? How does machine learning differ from traditional approaches
to extract business intelligence form the data?
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27. Circuit-switched networks are designed with either frequency-division multi-
plexing (FDM) or time-division multiplexing (TDM). For TDM link, time is
divided into frames of xed duration, and each frame is divided onto a xed
number of time slots as shown below (for a network link supporting up to three
connections/circuits).

1213|112 |3|1|2|3|1|2]|3

Slot Slot Slot | Slot Slot Slot | Slot  Slot  Slot | Slot  Slot SIotE

<+<— Frame —>i{<— Frame —>{«<— Frame —*i<— Frame —>

When the network establishes a connection across a link, the network dedicates
one time slot in every frame to this connection. These slots are dedicated for the sole
use of that connection, with one time slot available for use (in every frame) to trans-
mits the connection s data.

(a) How does FDM work in circuit-switched networks?

(b) What is the typical frequency band in tradition circuit-switched-based tele-
phone networks/public-switched telephone network (PSTN)?

(c) Compare FDM with TDM.

(d) Draw FDM and TDM for a tradition circuit-switched network link supporting
up to ve connections/circuits.

28. Refer again to problem 27 above. Let s assume that all links in the circuit-
switched network are T1 (i.e., have a bit rate of 1.536 Mbps with 24 slots) and
use TDM.

(a) Assuming setup and propagation delays are zero, how long does it take to send a
le of 1.280M bits from Host A to Host B? How about from Host A to Host C?

Do you expect the answer to be the same or different and why?
(b) Let s also assume that it takes 500 ms to establish an end to-end circuit before
Host A can begin to transmit the le and 250 ms for a propagation delay between
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any two adjacent routers. How long does it take to send a le form Host A to
Host B?

(c) What is the difference between transmission delay and prorogation delay?

Which delay is a function of the distance between the routers?
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Chapter 2
The Internet in 10T

Reliable and ef cient communication is considered one of the most complex tasks
in large-scale networks. Nearly all data networks in use today are based on the Open
Systems Interconnection (OSI) standard. The OSI model was introduced by the
International Organization for Standardization (1SO), in 1984, to address this com-
plex problem. ISO is a global federation of national standards organizations repre-
senting over 100 countries. The model is intended to describe and standardize the
main communication functions of any telecommunication or computing system
without regard to their underlying internal structure and technology. Its goal is the
interoperability of diverse communication systems with standard protocols. The
OSl is a conceptual model of how various components communicate in data-based
networks. It uses divide and conquer concept to virtually break down network
communication responsibilities into smaller functions, called layers, so they are
easier to learn and develop. With well-de ned standard interfaces between layers,
OSI model supports modular engineering and multi-vendor interoperability.

2.1 The Open System Interconnection Model

The OSI model consists of seven layers as shown in Fig. 2.1: Physical (layer 1),
Data Link (layer 2), Network (layer 3), Transport (layer 4), Session (layer 5),
Presentation (layer 6), and Application (layer 7). Each layer provides some well-
de ned services to the adjacent layer further up or down the stack, although the
distinction can become a bit less de ned in layers 6 and 7 with some services over-
lapping the two layers.

OSI Layer 7 Application Layer: Starting from the top, the Application Layer is
an abstraction layer that speci es the shared protocols and interface methods
used by hosts in a communications network. It is where users interact with the
network using higher-level protocols such as DNS (Domain Naming System),
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Fig. 2.1 OSlI layers and .
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HTTP (Hypertext Transfer Protocol), Telnet, SSH, FTP (File Transfer Protocol),
TFTP (Trivial File Transfer Protocol), SNMP (Simple Network Management
Protocol), SMTP (Simple Mail Transfer Protocol), X Windows, RDP (Remote
Desktop Protocol), etc.

OSI Layer 6 Presentation Layer: Underneath the Application Layer is the
Presentation Layer. This is where operating system services (e.g., Linux, Unix,
Windows, MacOS) reside. The Presentation Layer is responsible for the delivery
and formatting of information to the Application Layer for additional processing
if required. It ensures that the data can be understood between the sender and
receiver. Thus it is tasked with taking care of any issues that might arise where
data sent from one system needs to be viewed in a different way by the other
system. The Presentation Layer releases the Application Layer of concerns
regarding syntactical differences in data representation within the end-user sys-
tems. Example of a presentation service would be the conversion of an EBCDIC-
coded text computer le to an ASClI-coded le and certain types of encryption
such as Secure Sockets Layer (SSL) protocol.

OSl Layer 5 Session Layer: Below the Presentation Layer is the Session Layer.
The Session Layer deals with the communication to create and manage a session
(or multiple sessions) between two network elements (e.g., a session between
your computer and the server that your computer is getting information from).
OSI Layer 4 Transport Layer: The Transport Layer establishes and manages
the end-to-end communication between two end points. The Transport Layer
breaks the data, it receives from the Session Layer, into smaller units called
Segments. It also ensures reliable data delivery (e.g., error detection and retrans-
mission where applicable). It uses the concept of windowing to decide how much
information should be sent at a time between end points. Layer 4 main protocols
include Transmission Control Protocol (TCP) and User Datagram Protocol
(UDP). TCP is used for guarantee delivery applications such as FTP and web
browsing applications, whereas UDP is used for best effort applications such as
IP telephony and video over IP.

OSI Layer 3 Network Layer: The Network Layer provides connectivity and
path selection (i.e., IP routing) based on logical addresses (i.e., IP addresses).
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Hence, routers operate at the Network Layer. The Network Layer breaks up the
data it receives from the Transport Layer into packets, which are also known as
IP datagrams, which contain source and destination IP address information that
is used to forward the datagrams between hosts and across networks.! The
Network Layer is also responsible for routing of IP datagrams using IP addresses.
A routing protocol speci es how routers communicate with each other, exchang-
ing information that enables them to select routes between any two nodes on a
computer network. Routing algorithms determine the speci ¢ choice of routes.
Each router has a priori knowledge only of networks attached to it directly. A
routing protocol shares this information rst among immediate neighbors and
then throughout the network. This way, routers gain knowledge of the topology
of the network. The major routing protocol classes in IP networks will be cov-
ered in Sect. 2.5. They include interior gateway protocol type 1, interior gateway
protocol type 2, and exterior gateway protocols. The latter are routing protocols
used on the Internet for exchanging routing information between autonomous
systems.
It must be noted that while layers 3 and 4 (Network and Transport Layers) are
theoretically separated, they are typically closely related to each other in prac-
tice. The well-known Internet Protocol name TCP/IP comes from the Transport
Layer protocol (TCP) and Network Layer protocol (IP).
Packet switching networks depend upon a connectionless internetwork layer in
which a host can send a message without establishing a physical connection with
the recipient. In this case, the host simply puts the message onto the network with
the destination address and hopes that it arrives. The message data packets may
appear in a different order than they were sent in connectionless networks. It is
the job of the higher layers, at the destination side, to rearrange out of order
packets and deliver them to proper network applications operating at the
Application Layer.
OSI Layer 2 Data Link Layer: The Data Link Layer de nes data formats for
nal transmission. The Data Link Layer breaks up the data it receives into frames.
It deals with delivery of frames between devices on the same LAN using Media
Access Control (MAC) Addresses. Frames do not cross the boundaries of a local
network. Internetwork routing is addressed by layer 3, allowing data link proto-
cols to focus on local delivery, physical addressing, and media arbitration. In this
way, the Data Link Layer is analogous to a neighborhood traf ¢ cop; it endeavors
to arbitrate between parties contending for access to a medium, without concern
for their ultimate destination. The Data Link Layer typically has error detection
(e.g., Cyclical Redundancy Check (CRC)). Typical Data Link Layer devices
include switches, bridges, and wireless access points (APs). Examples of data
link protocols are Ethernet for local area networks (multi-node) and the Point-to-
Point Protocol (PPP).

LIP packets are referred to as IP datagrams by many experts. However, some experts used the
phrase stream to refer to packets that are assembled for TCP and the phrase datagram to pack-
ets that are assembled for UDP.
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Table 2.1 Summary of key functions, devices, and protocols of the OSI layers

Examples of main Examples of main
OSl layer | Main function devices protocol
Application | Provides network services to Server, laptops, PCs | HTTPS, FTP, Telent,
the end host s applications SSH
Presentation | Ensures the data can be N/A Data encoding, data
understood between two end formatting, and
hosts serialization
Session Manages multiple sessions N/A Connection
between end hosts management, error
recovery
Transport Establishes end-to-end Firewalls TCP, UDP

connectivity and ensures
reliable data delivery

Network Connectivity and path selection | Routers, rewalls IPv4, IPv6
based on logical addresses
Data link De nes data format for Switches, APs IEEE 802.1 (Ethernet),
transmission PPP
Physical De nes physical media access | Fiber optics, category | IEEE 802.3
and properties 5 cables, coaxial
cables

OSI Layer 1  Physical Layer: The Physical Layer describes the physical media
access and properties. It breaks up the data it receives from the Data Link Layer
into bits of zeros and ones (or off and on signals). The Physical Layer basi-
cally de nes the electrical or mechanical interface to the physical medium. It
consists of the basic networking hardware transmission technologies. It princi-
pally deals with wiring and caballing. The Physical Layer de nes the ways of
transmitting raw bits over a physical link connecting network nodes including
copper wires, ber-optic cables, optical wavelength, and wireless frequencies.
The Physical Layer determines how to put a stream of bits from the Data Link
Layer on to the pins for a USB printer interface, an optical ber transmitter, or a
radio carrier. The bit stream may be grouped into code words or symbols and
converted to a physical signal that is transmitted over a hardware transmission
medium. For instance, it uses +5 volts for sending a bit of 1 and 0 volts for a bit
of 0 (Table 2.1).

2.2 End-to-End View of the OSI Model

Figure 2.2 provides an overview of how devices theoretically communicate in the
OSI mode. An application (e.g., Microsoft Outlook on a User A's computer) pro-
duces data targeted to another device on the network (e.g., User B s computer or a
server that User A is getting information from). Each layer in the OSI model adds
its own information (i.e., headers, trailers) to the front (or both the front and the end)
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Fig. 2.2 Illustration of OSI model

of the data it receives from the layer above it. Such process is called Encapsulation.
For instance, the Transport Layer adds a TCP header, the Network Layer adds an IP
header, and the Data Link Layer adds Ethernet header and trailer.

Encapsulated data is transmitted in protocol data units (PDUs): Segments on the
Transport Layer, Packets on the Network Layer, and Frames on the Data Link Layer
and Bits on the Physical Layer, as was illustrated in Fig. 2.2. PDUs are passed down
through the stack of layers until they can be transmitted over the Physical Layer.
The Physical Layer then slices the PDUs into bits and transmits the bits over the
physical connection that may be wireless/radio link, ber-optic, or copper cable. +5
volts are often used to transmit 1 s and 0 volts are used to transmit 0 s on copper
cables. The Physical Layer provides the physical connectivity between hosts over
which all communication occurs. The Physical Layer is the wire connecting both
computers on the network. The OSI model ensures that both users speak the same
language on the same layer allowing sending and receiving layers (e.g., networking
layers) to virtually communicate. Data passed upward is decapsulated before being
passed further up. Such process is called decapsulation. Thus, the Physical Layer
chops up the PDUs and transmits the PDUs over the physical connection.

2.3 Transmission Control Protocol/Internet Protocol
(TCP/ 1IP)

TCP/IP (Transmission Control Protocol/Internet Protocol) is a connection-oriented
transport protocol suite that sends data as an unstructured stream of bytes. By using
sequence numbers and acknowledgment messages, TCP can provide a sending node
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with delivery information about packets transmitted to a destination node. Where
data has been lost in transit from source to destination, TCP can retransmit the data
until either a timeout condition is reached or until successful delivery has been
achieved. TCP can also recognize duplicate messages and will discard them appro-
priately. If the sending computer is transmitting too fast for the receiving computer,
TCP can employ ow control mechanisms to slow data transfer. TCP can also com-
municate delivery information to the upper-layer protocols and applications it sup-
ports. All these characteristics make TCP an end-to-end reliable transport protocol.

TCP/IP was in the process of development when the OSI standard was published
in 1984. The TCP/IP model is not exactly the same as OSI model. OSI is a seven-
layered standard, but TCP/IP is a four-layered standard. The OSI model has been
very in uential in the growth and development of TCP/IP standard, and that is why
much of the OSI terminology is applied to TCP/IP.

The TCP/IP Layers along with the relationship to OSI layers are shown in
Fig. 2.3. TCP/IP has four main layers: Application Layer, Transport Layer, Internet
Layer, and Network Access Layer. Some researchers believe TCP/IP has ve layers:
Application Layer, Transport Layer, Network Layer, Data Link Layer, and Physical
Layer. Conceptually both views are the same with Network Access being equivalent
to Data Link Layer and Physical Layer combined.

2.3.1 TCP/IP Layer 4: Application Layer

As with the OSI model, the Application Layer is the topmost layer of TCP/IP model.
It combines the Application, Presentation, and Session Layers of the OSI model.
The Application Layer de nes TCP/IP application protocols and how host programs
interface with Transport Layer services to use the network.

Layer 7 Application

Layer 6 Presentation Application Layer 4
Layer 5 Session

Layer 4 Transport Transport Layer 3
Layer 3 Network Internet Layer 2
Layer 2 Data Link Network Layer 1
Layer 1 Physical Interface

OSI Layers TCP/IP Layers

Fig. 2.3 Relationship between OSI reference model and TCP/IP
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2.3.2 TCP/IP Layer 3: Transport Layer

The Transport Layer is the third layer of the four-layer TCP/IP model. Its main
tenacity is to permit devices on the source and destination hosts to carry on a con-
versation. The Transport Layer de nes the level of service and status of the connec-
tion used when transporting data. The main protocols included at the Transport
Layer are TCP (Transmission Control Protocol) and UDP (User Datagram Protocol).

2.3.3 TCP/IP Layer 2: Internet Layer

The Internet Layer of the TCP/IP stack packs data into data packets known as IP
datagrams, which contain source and destination address information that is used to
forward the datagrams between hosts and across networks. The Internet Layer is
also responsible for routing of IP datagrams.

The main protocols included at the Internet Layer are IP (Internet Protocol),
ICMP (Internet Control Message Protocol), ARP (Address Resolution Protocol),
RARP (Reverse Address Resolution Protocol), and IGMP (Internet Group
Management Protocol).

The main TCP/IP Internet Layer (or Networking Layer in OSI) devices are rout-
ers. Routers are similar to personal computers with hardware and software compo-
nents that include CPU, RAM, ROM, ash memory, NVRAM, and interfaces.
Given the importance of the router srole in 0T, we Il use the next section to describe
its main functions.

Router Main Components

There are quite a few types and models of routers. Generally speaking, every router
has the same common hardware components as shown in Fig. 2.4. Depending on the
model, router s components may be located in different places inside the router.

1. CPU (Central Processing Unit): CPU is an older term for microprocessor, the
central unit containing the logic circuitry that preforms the instruction of a rout-
er s program. It is considered as the brain of the router or a computer. CPU is
responsible for executing operating system commands including initialization,
routing, and switching functions.

2. RAM (Random Access Memory): As with PCs, RAM is a type of computer mem-
ory that can be accessed randomly; that is, any byte of memory can be accessed
without touching the preceding bytes. RAM is responsible for storing the instruc-
tions and data that CPU needs to execute. This read/write memory contains the
software and data structures that allow the router to function. RAM is volatile
memory, so it loses its content when the router is powered down or restarted.
However, the router also contains permanent storage areas such as ROM, ash
memory, and NVRAM. RAM is used to store the following:
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Fig. 2.4 Router main components

(a) Operating system: The software image (e.g., Cisco s 10S) is copied into
RAM during the boot process.

(b) Running Con g le: This le stores the con guration commands that
cisco 10S software is currently using on the router.

(c) IP routing tables: Routing tables are used to determine the best path to route
packets to destination devices. It Il be covered in Sect. 2.5.3.

(d) ARP cache: ARP cache contains the mapping between IP and MAC
addresses. It is used on routers that have LAN interfaces such as Ethernet.

(e) Buffer: Packets are temporary stored in a buffer when they are received on
congested interface or before they exit an interface.

3. ROM (Read-Only Memory): As the name indicates, read-only memory typically
refers to hardwired memory where data (stored in ROM) cannot be changed/
modi ed except with a slow and dif cult process. Hence, ROM is a form of
permanent storage used by the router. It contains code for basic functions to start
and maintain the router. ROM contains the ROM monitor, which is used for
router disaster recovery functions such as password recovery. ROM is nonvola-
tile; it maintains the memory contents even when the power is turned off.

4. Flash Memory: Flash memory is nonvolatile computer memory that can be elec-
trically stored and erased. Flash is used as permanent storage for the operating
system. In most models of Cisco router, Cisco 10S software is permanently
stored in ash memory.

5. NVRAM (Nonvolatile RAM): NVRAM is used to store the startup con guration

le startup con g, which is used during system startup to con gure the soft-
ware. This is due to the fact that NVRAM does not lose its content when the
power is turned off. In other words, the router s con guration is not erased when
the router is reloaded.
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Recall that all con guration changes are stored in the runningcon g lein
RAM. Hence, to save the changes in the con guration in case the router is
restarted or loses power, the running con g must be copied to NVRAM, where
it is stored as the startup con guration le.

Finally, NVRAM contains the software Con guration Register, a con gu-
rable setting in Cisco 10S software that determines which image to use when
booting the router.

6. Interfaces: Routers are accessed and connected to the external world via the
interfaces. There are several types of interfaces. The most common interfaces
include:

(a) Console (Management) Interface: Console port or interface is the manage-
ment port which is used by administrators to log on to a router directly (i.e.,
without using a network connection) via a computer with an RJ-45 or mini-
USB connector. This is needed since there is no display device for a router.
The console port is typically used for initial setup given the lack of initial
network connections such as SSH or HTTPS. A terminal emulator applica-
tion (e.g., HyperTerminal or PuTTy) is required to be installed on the PC to
connect to router. Console port connection is a way to connect to the router
when a router cannot be accessed over the network.

(b) Auxiliary Interface: Auxiliary port or interface allows a direct, non-network
connection to the router, from a remote location. It uses a connector type to
which modems can plug into, which allows an administrator from a remote
location to access the router like a console port. Auxiliary port is used as a
way to dial in to the router for troubleshooting purposes should regular con-
nectivity fail. Unlike the console port, the auxiliary port supports hardware

ow control, which ensures that the receiving device receives all data before
the sending device transmits more. In cases where the receiving device s
buffers become full, it can pass a message to the sender asking it to tempo-
rarily suspend transmission. This makes the auxiliary port capable of han-
dling the higher transmission speeds of a modem.

Much like the console port, the auxiliary port is also an asynchronous
serial port with an RJ-45 interface. Similarly, a rollover cable is also used for
connections, using a DB-25 adapter that connects to the modem. Typically,
this adapter is labeled MODEM.

(c) USB Interface: It is used to add a USB ash drive to a router.

(d) Serial Interfaces (Asynchronous and Synchronous): Con guring the serial
interface allows administrators to enable applications such as wide area net-
work (WAN) access, legacy protocol transport, console server, and remote
network management.

(e) Ethernet Interface: Ethernet is the most common type of connection com-
puters use in a local area network (LAN). Some vendors categorize Ethernet
ports into three areas:

(i) Standard/Classical Ethernet (or just Ethernet): Usual speed of Ethernet
is 10 Mbps.
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Fig. 2.5 Example of a router s rear panel. (Source: Cisco)

(ii) Fast Ethernet: Fast Ethernet was introduced in 1995 with a speed of
100Mbps (10x faster than standard Ethernet). It was upgraded by
improving the speed and reducing the bit transmission time. In standard
Ethernet, a bit is transmitted in 1 second, and in Fast Ethernet it takes
0.01 microseconds for 1 bit to be transmitted. So, 100Mbps means
transferring speed of 100 Mbits per second.

(iii) Gigabit Ethernet: Gigabit Ethernet was introduced in 1999 with a speed of
1000 Mbps (10x faster than Fast Ethernet and 100x faster than classical Ethernet) and
became very popular in 2010. Gigabit Ethernet maximum network limit is 70 km if
single-mode ber is used as a medium. Gigabit Ethernet is deployed in high-capacity
backbone network links. In 2000, Apple s Power Mac G4 and PowerBook G4 were
the rst mass-produced personal computers featuring the 1000BASE-T connection
[2]. It quickly became a built-in feature in many other computers.

Faster Gigabit Ethernet speeds have been introduced by vendors including 10 Gbps
and 100 Gbps, whichis supported, for example, by the Cisco Nexus 7700 F3-Series
12-Port 100 Gigabit Ethernet module (Fig. 2.5).

Table 2.2 outlines the main functions of each of the router s components.

2.3.4 TCP/IP Layer 1: Network Access Layer

The Network Access Layer is the rst layer of the four-layer TCP/IP model. It com-
bines the Data Link and the Physical Layers of the OSI model. The Network Access
Layer de nes details of how data is physically sent through the network. This
includes how bits are electrically or optically signaled by hardware devices that
interface directly with a network medium, such as coaxial cable, optical ber, radio
links, or twisted pair copper wire. The most common protocol included in the
Network Access Layer is Ethernet. Ethernet uses Carrier Sense Multiple Access/
Collision Detection (CSMA/CD) method to access the media, when Ethernet oper-
ates in a shared media. Such Access Method determines how a host will place data
on the medium.



2.4 10T Network Level: Key Performance Characteristics 47

Table 2.2 Main functions of the router s component

Router \olatile/

component Main function nonvolatile

CPU Executes operating system commands: initialization, routing, | Nonvolatile
and switching functions

RAM Stores the instruction and data that CPU needs to execute \olatile
(considered the working area of memory storage used by the
CPU)
Stores: runningcon g e, routing tables, ARP cache, and
buffer

ROM Contains code for basic functions to start and maintain the Nonvolatile
router

Flash Permanently stores the operating system (e.g., where a router | Nonvolatile

nds and boots its IOS image)

NVRAM Stores the startup con g le, holds con guration register Nonvolatile
software

Interfaces/ Routers are accessed and connected to the external world via N/A

ports the interfaces

Transport

Internet

Network
Interface

TCP/IP Layers IoT Levels

Fig. 2.6 Mapping of 10T reference framework to TCP/IP Layers

2.4 10T Network Level: Key Performance Characteristics

As we illustrated in Chap. 1, the 10T reference framework consists of four main
levels: 10T Device Level (e.g., sensors and actuators), IoT Network Level (e.g., loT
gateways, routers, switches), 10T Application Services Platform Level (the loT
Platform, Chap. 7), and loT Application Level.

The 10T Network Level is in fact the TCP/IP Layers as shown in Fig. 2.6. It
should be noted that we have removed TCP/IP s Application Layer to prevent over-
lap with the 10T Application Level.

In this section we Il discuss the most important performance characteristics of
0T network elements. Such features are essential in evaluating and selecting 1oT
network devices especially 10T gateways, routers, and switches.
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10T Network Level key characteristics may be grouped into three main areas:
end-to-end delay, packet loss, and network element throughput. Ideally, engineers
want the 10T network to move data between any end points (or source and destina-
tion) instantaneously, without any delay or packet loss. However, the physical laws
in the Internet constrain the amount of packets that can be transferred between end
points per second (known as throughput), present various types of delays to transfer
packets from source to destination, and can indeed lose packets.

2.4.1 End-to-End Delay

End-to-end delay across the 10T network is perhaps the most essential performance
characteristic for real-time applications especially in wide area networks (WAN)
that connect multiple geographies. It may be de ned as the amount of time (typi-
cally in fractions of seconds) for a packet to travel across the network from source
to destination (e.g., from host A to host B as shown in Fig. 2.7). Measuring the end-
to-end delay is not a trivial task as it typically varies from one instance to another.
Engineers, therefore, are required to measure the delay over a speci ¢ period of
time and report the average delay, the maximum delay, and the delay variation dur-
ing such period (known as jitter). Hence, jitter is de ned as the variation in the delay
of received packets between a pair of end points.

In general, there are several contributors to delay across the network (as shown
in Fig. 2.7). The main ones are the following:

Processing delay: which is de ned as the time a router takes to process the packet
header and determine where to forward the packet. It may also include the time
needed to check for bit-level errors in the packet (typically in the order of
microseconds).

Host B
Host A

Queueing
Delay

Propagation
Delay

Aejag Buissadoid
Aejaqg uoissiwsuel |

Fig. 2.7 End-to-end delay from host A to host B with illustration at router A
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Queuing delay: which is de ned as the time the packet spends in router queues
as it awaits to be transmitted onto the outgoing link. Clearly Queuing delay
depends on the number of earlier-arriving packets in the same queue (typically in
the order of microseconds to milliseconds).

Transmission delay: which is de ned as the time it takes to push the packet s bits
onto the link. Transmission delay of packet of length L bits is de ned L/R where
R is the transmission rate of a link between two devices. For example, for a
packet of length 1000 bits and a link of speed of 100 Mbps, the delay is 0.01 mil-
liseconds. (Transmission delay is typically in the order of microseconds to
milliseconds.)

Propagation delay: which is de ned as the time for a bit (of the packet) to propa-
gate from the beginning of a link (once it leaves the source router) to reach its
destination router. Hence, Propagation delay on a given link depends on the
physical medium of the link itself (e.g., twisted pair copper, ber, coaxial cable)
and is equal to the distance of the link (between two routers) divided by the
propagation speed (e.g., speed of light). (Propagation delay is typically in the
order of milliseconds). It should be noted that unlike Transmission delay (i.e., the
amount of time required to push a packet out), Propagation delay is independent
of the packet length.

Hence, the total delay (d+o), between two end points, is the sum of the Processing
delay (dprocess), the Queuing delay (dguewe), the Transmission delay (drrans), and the
Propagation delay (derop) across utilized network elements in the path, i.e.,

D d d d d

Total Process Queue Trans Prop

End-to-end delay is typically measured using Traceroute utility (available on
many modern operating systems) as well as vendor-speci c tools (e.g., Cisco s IP
SLA (service-level agreement) that continuously collects data about delay, jitter,
response time, and packet loss). What is the other utility/command that returns only
the nal roundtrip times from the destination point (see Problem 27)?

A Traceroute utility s output displays the route taken between two end systems,
listing all the intermediate routers across the network. For each intermediate router,
the utility also shows the roundtrip delay (from source to the intermediate router)
and time to live (a mechanism that limits the lifetime of the traceroutes packet).
Other advantageous of Traceroute utility includes troubleshooting (showing the net-
work administrator bottlenecks and why connections to a destination server are
poor) and connectivity (showing how systems are connected to each other and how
a service provider connects to the Internet).

Figure 2.8 shows a simple example of Traceroute utility to trace a path from a
client (connected to router A) to the server. In this case, the client enters the com-
mand traceroute 10.1.3.2. Traceroute utility will display four roundtrip delays,
based on three different test packets, sent from the client s computer to router A,
client s computer to router B, client s computer to router C, and nally client s com-
puter to the server.
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10.1.0.2 10.1.1.2 10.1.2.2 10.1.3.2

Client ' ' ' t

10.1.0.1 10.1.1.1 10.1.2.1 10.1.3.1
Server

Fig. 2.8 Traceroute example

The output shows that the roundtrip delay from the client s computer to router A
(ingress port) is 1 msec for the rst test packet, 2 msec for the second test packet,
and 1 msec for the third and nal test. It should be noted that three test packets is
a typical default value in Traceroute tool and can be adjusted as needed. Also, other
parameters may be reported by the tool (e.g., time to live (TTL)) depending on the
user s tool con gurations.

A# trceroute 10.1.3.2

Type escape sequence to abort.
Tracing the route to 10.1.3.2

110.1.0.2 1 msec, 2 msec, 1 msec
210.1.1.2 13 msec, 14 msec, 15 msec
310.1.2.2 26 msec, 31 mesec, 29 msec
4 10.1.3.2 41 msec, 43 mesec, 44 msec

2.4.2 Packet Loss

Packet loss occurs when at least one packet of data travelling across a network fails
to reach its destination. In general, packets are dropped and consequently lost
when the network is congested (i.e., one of the network elements is already operat-
ing at full capacity and cannot keep up with arriving packets). This is due to the
fact that both queues and links have nite capacities. Hence, a main reason for
packet loss is link or queue congestion (i.e., a link between two devices, and its
associated queues, is fully occupied when data arrives). Another reason for packet
loss is router performance (i.e., links and queues have adequate capacity, but the
device s CPU or memory is fully utilized and not able to process additional traf c).
Less common reasons include faulty software deployed on the network device
itself or faulty cables.

It should be noted that packet loss may not be as bad as it rst seems. Many
applications are able to gracefully handle it without impacting the end user, i.e.,
the application realizes that a packet was lost, adjusts the transfer speed, and
requests data retransmission. This works well for le transfer and emails. However,
it does not work well for real-time applications such as video conferencing and
voice over IP.
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2.4.3 Throughput

Throughput may be de ned as the maximum amount of data moved successfully
between two end points in a given amount of time. Related measures include the
link and device speed (how fast a link or a device can process the information) and
response time (the amount of time to receive a response once the request is sent).

Throughput is one of the key performance measures for network and computing
devices and is typically measured in bits per second (bps) or gigabits per second
(Gbps) at least for larger network devices. The system throughput is typically calcu-
lated by aggregating all throughputs across end points in a network (i.e., sum of
successful data delivered to all destination terminals in a given amount of time).

The simplest way to show how throughput is calculated is through examples.
Assume host A is sending a data le to host B through three routers and the speed
(e.g., maximum bandwidth) of link i is R; as shown in Fig. 2.9. Also assume that
each router speed (processing power) is higher than the speed of any link and no
other host is sending data. In this example, the throughput is

min R,,R,,R,andR, .

Thus if R; = R, = R; = 10Mbps and R, = 1Mbps, the throughput is 1 Mbps.

Estimating the throughput is more complicated when multiple paths are allowed
in the network. Figure 2.10, for instance, shows that data from host A to host B may
take path Ry, Ry, Rs, and R, or Ry, Rs, Rg, and R,,

Using the pervious example assumptions (i.e., the speed of each router is higher
than the speed of any link and no other host is sending data) and the following new
assumptions:

R, =R3;=Rs =Rs = 10 Mbps.

R; =R, =1 Mbps.

Data is equally divided between the two paths.

R, R, R; R,

Host A Host B

Fig. 2.9 Throughput fora le transfer from host A to host B with a single route

Re

Host A Host B

Fig. 2.10 Throughput for a le transfer from host A to host B with multiple routes
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The throughput for this example is still 1 Mbps.
Now, if links R, and R, are upgraded to 100 Mbps, i.e.,

R, = R; = Rs = Rs = 10 Mbps.
R; =R, =100 Mbps.
Data is equally divided between the two paths.

Then, the throughput will be 20 Mbps (see Problem 25).

2.5 Internet Protocol Suite

As we mentioned earlier, TCP/IP provides end-to-end connectivity specifying how
data should be packetized, addressed, transmitted, routed, and received at the desti-
nation. Table 2.3 lists top (partial list) protocols at each layer.

The objective of this chapter is not to provide an exhaustive list of the TCP/IP
protocols but rather to provide a summary of the key protocols that are essential for
loT.

The remainder of this chapter focuses on the main Internet Layer address proto-
cols, namely, IP version 4 and IP version 6. It then describes the main Internet rout-
ing protocols, namely, OSPF, EIRGP, and BGP.

2.5.1 10T Network Level: Addressing

As we mentioned earlier in this chapter, Internet Protocol (IP) provides the main
internetwork routing as well as error reporting and fragmentation and reassembly of
information units called datagrams for transmission over networks with different
maximum data unit sizes. IP addresses are globally unique numbers assigned by the
Network Information Center. Globally unique addresses permit IP networks any-
where in the world to communicate with each other. Most of existing networks
today use IP version 4 (IPv4). Advanced networks uses IP version 6 (IPv6).

Table 2.3 Examples of Internet protocol suite (partial list)

TCP/IP Layer Top Protocols

Application Layer | BGP, DHCP, DNS, HTTP, IMAP, LDAP, MGCP, POP, ONC/RPC, RTP,
RTSP, RIP, SIP, SNMP, SSH, Telnet, SSL, SMTP (Email), XMPP

Transport Layer | TCP, UDP, DCCP, SCTP, RSVP

Internet Layer IPv4, IPv6, ICMP, ICMPV6, IGMP, IPSec, OSPF, EIGRP

Network Interface | ARP, PPP, MAC
Layer
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2.5.1.1 1P Version 4

IPv4 addresses are normally expressed in dotted-decimal format, with four numbers
separated by periods, such as 192.168.10.10. It consists of 4-octets (32-bit) number
that uniquely identi es a speci ¢ TCP/IP (or 10T) network and a host (computer,
printer, router, IP-enabled sensor, any device requiring a network interface card)
within the identi ed network. Hence, an IPv4 address consists of two main parts:
the network address part and the host address part. A subnet mask is used to divide
an IP address into these two parts. It is used by the TCP/IP protocol to determine
whether a host is on the local subnet or on a remote network.

2.5.1.1.1 IPv4 Subnet Mask

It is important to recall that in TCP/IP (or 10T) networks, the routers that pass pack-
ets of data between networks do not know the exact location of a host for which a
packet of information is destined. Routers only know what network the host is a
member of and use information stored in their route table to determine how to get
the packet to the destination host s network. After the packet is delivered to the
destination s network, the packet is delivered to the appropriate host. For this pro-
cess to work, an IP address is divided into two parts: network address and host
address.

To better understand how IP addresses and subnet masks work, IP addresses
should be examined in binary notation. For example, the dotted-decimal IP address
192.168.10.8 is (in binary notation) the 32 bit number 11000000.10101000.000010
10.00001000. The decimal numbers separated by periods are the octets converted
from binary to decimal notation.

The rst part of an IP address is used as a network address and the last part as a
host address. If you take the example 192.168.10.8 and divide it into these two parts,
you get the following: 192.168.10.0 network address and .8 host address or
192.168.10.0 network address and 0.0.0.8 host address.

In TCP/IP, the parts of the IP address that are used as the network and host
addresses are not xed, so the network and host addresses above cannot be deter-
mined unless you have more information. This information is supplied in another
32-bit number called a subnet mask. In the above example, the subnet mask is
255.255.255.0. It is not obvious what this number means unless you know that
255 in binary notation equals 11111111, so, the subnet mask is:

11111111.11111111.11111111.0000000

Lining up the IP address and the subnet mask together, the network and host por-
tions of the address can be separated:
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11000000.10101000.00001010.10001000  IP address 192.168.10.8
11111111.11111111.11111111.00000000  Subnet mask 255.255.255.0

The rst 24 bits (the number of ones in the subnet mask) are identi ed as the
network address, with the last 8 bits (the number of remaining zeros in the subnet
mask) identi ed as the host address. This gives you the following:

11000000.10101000.00001010.00000000  Network address 192.168.10.0
00000000.00000000.00000000.00001000  Host address 000.000.000.8

2.5.1.1.2 IPv4 Classes

Five classes (A, B, C, D, and E) have been established to identify the network and
host parts. All the ve classes are identi ed by the rst octet of IP address. Classes
A, B, and C are used in actual networks. Class D is reserved for multicasting (data
is not destined for a particular host; hence there is no need to extract host address
from the IP address). Class E is reserved for experimental purposes.

Figure 2.11 shows IPv4 address formats for classes A, B, and C. Class A net-
works provide only 8 bits for the network address eld and 24 bits for host address.
It is intended mainly for use with very large networks with large number of hosts.
The rsthbitofthe rstoctetisalways setto 0 (zero). Thus the rst octet ranges from
1 to 127, i.e,, 00000001 011111111. Class A addresses only include IP starting
from 1.x.x.x to 126.X.x.x only. The IP range 127.x.X.x is reserved for loopback IP
addresses. The default subnet mask for class A IP address is 255.0.0.0 which implies
that class A addressing can have 126 networks (2 2) and 16777214 hosts (2% 2).

[<— 8Bits —>]<— 8Bits —>|

8 Bits —>! !

<€— 8 Bits —>

=<_ Network Bits —>= < Host Bits >:
'ﬁ——— Network Bits A,: < Host Bits ———>=
:'ﬁ Network Bits >=<— Host Bits -9’

Fig. 2.11 1Pv4 address formats for classes A, B, and C
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Class B networks allocate 16 bits for the network address eld and 16 bits for the
host address led. An IP address which belongs to class B has the rst two bits in
the rst octet set to 10, i.e., 10000000 10111111 or 128 191 in decimal. Class B
IP addresses range from 128.0.x.x to 191.255.x.x. The default subnet mask for class
B is 255.255.x.x. Class B has 16384 (2!#) network addresses and 65534 (26 2) host
addresses.

Class C networks allocate 24 bits for the network address eld only 8 bits for the
host eld. Hence, the number of hosts per network may be a limiting factor. The rst
octet of Class C IP address has its rst 3 bits set to 110, that is: 1110 0000 1110
1111 or 224 239 in decimal.

Class C IP addresses range from 192.0.0.x to 223.255.255.x. The default subnet
mask for Class C is 255.255.255.x. Class C gives 2097152 (2%') Network addresses
and 254 (28 2) Host addresses.

Finally, IP networks may also be divided into smaller units called subnetworks
or subnets for short. Subnets provide great exibility for network administrators.
For instance, assume that a network has been assigned a Class A address and all the
nodes on the network use a Class A address. Further assume that the dotted-decimal
representation of this network s address is 28.0.0.0. The network administrator can
subdivide the network using sub-netting by borrowing bits from the host portion
of the address and using them as a subnet eld.

2.5.1.2 1P Version 6

IPv4 has room for about 4.3 billion addresses, which is not nearly enough for the
world s people, let alone 10T with a forecast of 20 billion devices by 2020. In 1998,
the Internet Engineering Task Force (IETF) had formalized the successor protocol:
IPv6. IPv6 uses a 128-bit address, allowing 2'% or 340 trillion trillion trillion
(3.4 10%) addresses. This translates to about 667 102! (667 sextillion) addresses
per square meter in earth. Version 4 and version 6 protocols are not designed to be
interoperable, complicating the transition to IPv6. However, several IPv6 transition
mechanisms have been devised to permit communication between IPv4 and IPv6
hosts.

IPv6 delivers other bene ts in addition to a larger addressing space. For example,
permitting hierarchical address allocation techniques that limit the expansion of
routing tables simpli ed and expanded multicast addressing and service delivery
optimization. Device mobility, security, and con guration aspects have been con-
sidered in the design of IPv6.

I. IPv6 Addresses Are Broadly Classi ed Into Three Categories:

Unicast addresses: A unicast address acts as an identi er for a single interface.
An IPv6 packet sent to a unicast address is delivered to the interface identi ed
by that address.
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Multicast addresses: A multicast address acts as an identi er for a group/set of
interfaces that may belong to different nodes. An IPv6 packet delivered to a
multicast address is delivered to the multiple interfaces.

Anycast addresses: Anycast addresses act as identi ers for a set of interfaces
that may belong to different nodes. An IPv6 packet destined for an anycast
address is delivered to one of the interfaces identi ed by the address.

2.5.2 |Pv6 Address Notation

The IPv6 address is 128 bits long. It is divided into blocks of 16 bits. Each 16-bit
block is then converted to a 4-digit hexadecimal number, separated by colons. The
resulting representation is called colon-hexadecimal. This is in contrast to the 32-bit
IPv4 address represented in dotted-decimal format, divided along 8-bit boundaries,
and then converted to its decimal equivalent, separated by periods.

Il. IPV6 Example
Binary Form
0111000111011010000000001101001100000000000000000010111100111011

0000001010101010000000001111111111111110001010001001110001011011
16-Bit Boundaries Form
0111000111011010 0000000011010011 0000000000000000 0010111100111011
0000001010101010 0000000011111111 11111110001010001001110001011011
16-Bit Block Hexadecimal and Delimited with Colons Form
71DA:00D3:0000:2F3B:02AA:00FF:FE28:9C5B.
i.e., (0111000111011010), = (71DA)4, (0000000011010011), = (D3);6, and so
on.
Final Form (16-Bit Block Hexadecimal and Delimited with Colons Form,
Simpli ed by Removing the Leading Zeros).

71DA:D3:0:2F3B:2AA:FF:FE28:9C5B

2.5.3 10T Network Level: Routing

Routers use routing tables to communicate: send and receive packets among them-
selves. TCP/IP routing speci es that IP packets travel through an internetwork one
router hop at a time. Hence, the entire route is not known at the beginning of the
journey. Instead, at each stop, the next router hop is determined by matching the
destination address within the packet with an entry in the current router s routing
table using internal information.
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Before describing the main routing protocols in the Internet today, it is important
to introduce a few fundamental de nitions.

Static Routes: Static routes de ne speci c paths that are manually con gured
between two routers. Static routes must be manually updated when network
changes occur. Static routes use should be limited to simple networks with pre-
dicted traf ¢ behavior.

Dynamic Routes: Dynamic routing requires the software in the routing devices
to calculate routes. Dynamic routing algorithms adjust to changes in the network
and repeatedly select best routes. Internet-based routing protocols are dynamic in
nature. Routing tables should be updated automatically to capture changes in the
network (e.g., link just went down, link that was down is no up, link speed
update).

Autonomous System (AS): It is a network or a collection of networks that are
managed by a single entity or organization (e.g., Department Network). An AS
may have multiple subnetworks with combined routing logic and common rout-
ing policies. Routers used for information exchange within AS are called interior
routers. They use a variety of interior routing protocols such as OSPF and
EIGRP. Routers that move information between autonomous systems are called
exterior routers, and they use the exterior gateway protocol such as Border
Gateway Protocol (BGP). Interior routing protocols are used to update the rout-
ing tables of routers within an AS. In contrast, exterior routing protocols are used
to update the routing tables of routers that belong to different AS. Figure 2.12
shows an illustration of two autonomous systems connected by BGP external
routing protocol.

Routing Table: Routing tables basically consist of destination address and next
hop pairs. Figure 2.13 shows an example of a typical Cisco router routing table

Fig. 2.12 Example of AS1
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Codes: C - connected,

S - static,

I - IGRP,

R - RIP,

M - mobile,

B - BGP

D - EIGRP,

EX - EIGRP external,

0 - OSPF,

IA - OSPF inter area

N1 - OSPF NSSA external type 1,
N2 - OSPF NSSA external type 2
E1 - OSPF external type 1,

E2 - OSPF external type 2,

E - EGP,

i - IS-1S,

su - IS-1S summary,

L1 - IS-IS level-1,

L2 - 1S-1S level-2

ia - IS-IS inter area,

* - candidate default,

U - per-user static route,

o - ODR,

P - periodic downloaded static route

Gateway of last resort is not set

24.0.0.0/16 is subnetted, 1 subnets

29.1.0.0 [110/65] via 51.29.23.12, 08:01:39, FastEthernet0/1
51.0.0.0/24 is subnetted, 1 subnets C

51.34.23.0 is directly connected, FastEthernet0/1

Fig. 2.13 Example of a routing table

using the command show ip route . Itlists the set of comprehensive codes
including various routing schemes. Figure 2.13 also shows that the rst entry is
interpreted as meaning to get to network 29.1.0.0 (subnet 1 on network 24), the
next stop is the node at address 51.29.23.12. We Il refer to this gure as we
introduce various routing schemes.

Distance Vector Routing: A vector in distance vector routing contains both dis-
tance and direction to determine the path to remote networks using hop count as
the metric. A hop count is de ned as the number of hops to destination router or
network (e.g., if there two routers between a source router and destination router,
the number of hops will be three). All neighbor routers will send information
about their connectivity to their neighbors indicating how far other routers are
from them. Hence, in distance vector routing, all routers exchange information
only with their neighbors (not with all routers). One of the weaknesses of dis-
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tance vector protocols is convergence time, which is the time it takes for routing
information changes to propagate through all the topology.

Link-State Routing: Contrast to distance vector, link-state routing requires all
routers to know about the paths reachable by all other routers in the network. In
this case, link-state data is ooded to the entire router in AS. Link-state routing
requires more memory and processor power than distance vector routing. Also,
link-state routing can degrade the network performance during the initial discov-
ery process, as it requires ooding the entire network with link-state advertise-
ments (LSAS).

2.5.3.1 Interior Routing Protocols

Interior gateway protocols (IGPs) operate within the con nes of autonomous sys-
tems. We will next describe only the key protocols that are currently popular in
TCP/IP networks. For additional information, the reader is encouraged to peruse the
references at the end of the chapter.

A. Routing Information Protocol (RIP): RIP is perhaps the oldest interior distance
vector protocol. It was developed by Xerox Corporation in the early 1980s. It
uses hop count (maximum is 15) and maintains times to detect failed links. RIP
has a few serious shortcomings: it ignores differences in line speed, line utiliza-
tion, and other metrics. More signi cantly, RIP is very slow to converge for
larger networks, consumes too much bandwidth to update the routing tables, and
can take a long time to detect routing loops.

B. Enhanced Interior Gateway Routing Protocol (EIGRP): Cisco was the rst com-
pany to solve RIP s limitations by introducing the interior gateway routing pro-
tocol (IGRP) rst in the mid-1980s. IGRP allows the use of bandwidth and
delay metrics to determine the best path. It also converges faster than RIP by
preventing sharing hop counts and avoiding potential routing loops caused by
disagreement over the next routing hop to be taken.

Cisco then enhanced IGRP to handle larger networks. The enhanced IGRP
(EIGRP) combines the ease of use of traditional distance vector routing proto-
cols with the fast rerouting capabilities of the newer link-state routing protocols.
It consumes signi cantly less bandwidth than IGRP because it is able to limit
the exchange of routing information to include only the changed information.

C. Open Shortest Path First (OSPF): Open Shortest Path First (OSPF) was devel-
oped by the Internet Engineering Task Force (IETF) in RFC-2328 as a replace-
ment for RIP. OSPF is based on work started by John McQuillan in the late
1970s and continued by Radia Perlman and Digital Equipment Corporation in
the mid-1980s. OSPF is widely used as the Interior Router protocol in TCP/IP
networks. OSPF is a link-state protocol, so routers inside an AS only broadcast
their link-states to all the other routers. It uses con gurable least cost parameters
including delay, data rate/link speed, cost, and other parameters. Each router
maintains a database topology of the AS to which it belongs. In OSPF every
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router calculates the least cost path to all destination networks using Dijkstra s
algorithm. Only the next hop to the destination is stored in the routing table.

OSPF maintains three separate tables: neighbor table, link-state database
table, and routing table.

Neighbor Table: Neighbor table uses the so-called Hello Protocol to build
neighbor relationship. The relationship is used to exchange information with
all neighbors for the purpose of building the link-state DB table. When a new
router joins the network, it sendsa Hello message periodically to all neigh-
bors (typically every few seconds). All neighbors will also send Hello mes-
sages. The messages maintain the state of the neighbor tables.

Link-State DB Table: Once the neighbor tables are built, link-state advertise-
ments (LSAs) will be sent out to all neighbors. LSAs are packets that contain
information about networks that are directly connected to the router that is
advertising. Neighboring routers will receive the LSAs and add the informa-
tion to the link-state DB. They then increment the sequence number and for-
ward LSASs to their neighbors. Hence, LSAs are prorogated from routers to all
the neighbors with advertised information about all networks connected to
them. This is considered the key to dynamical routing.

Routing Table: Once the link-state DB tables are built, Dijkstra s algorithm
(sometimes called the Shortest Path First Algorithm) is used to build the rout-
ing tables.

Integrated Intermediate System to Intermediate System (I1S-1S): Integrated IS-IS
is similar in many ways to OSPF. It can operate over a variety of subnetworks,
including broadcast LANs, WANSs, and point-to-point links. IS-IS was also
developed by IETF as an Internet Standard in RFC 1142.

2.5.3.2 Exterior Routing Protocols

Exterior Routing Protocols provide routing between autonomous systems. The two
most popular Exterior Routing Protocols in the TCP/IP are EGP and BGP.

A

B.

Exterior Gateway Protocol (EGP): EGP was the rst exterior routing protocol
that provided dynamic connectivity between autonomous systems. It assumes
that all autonomous systems are connected in a tree topology. This assumption
is no longer true and made EGP obsolete.

Border Gateway Protocol (BGP): BGP is considered the most important and
widespread exterior routing protocol. Like EGP, BGP provides dynamic connec-
tivity between autonomous systems acting as the Internet core routers. BGP was
designed to prevent routing loops in arbitrary topologies by preventing routers
from importing any routes that contain themselves in the autonomous system s
path. BGP also allows policy-based route selection based on weight (set locally
on the router), local preference (indicates which route has local preference and
BGP selects the one with the highest preference), network or aggregate (chooses
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the path that was originated locally via an aggregate or a network), and shortest
AS Path (used by BGP only in case it detects two similar paths with nearly the
same local preference, weight and locally originated or aggregate addresses) just
to name a few.

BGP s routing table contains a list of known routers, the addresses they can reach,
and a cost metric associated with the path to each router so that the best available
route is chosen. BGP is a layer 4 protocol that sits on top of TCP. It is simpler
than OSPF, because it doesn t have to worry about functions that TCP addresses.
The latest revision of BGP, BGP4 (based on RFC4271), was designed to handle
the scaling problems of the growing Internet.

2.6 Summary

This chapter focused on the Internet inthe Internet of Things. It started with an
overview of the well-known Open System Interconnection Model Seven Layers
along with the top devices and protocols. It showed how each layer divides the data
it receives from end-user applications or from layer above it into protocol data units
(PDUs) and then adds additional information to each PDU for tracking. This pro-
cessed is called the Encapsulation. Examples of PDUs include Segments on the
Transport Layer, Packets on the Network Layer, and Frames on the Data Link Layer.
PDUs are passed down through the stack of layers until they can be transmitted over
the Physical Layer. The OSI model ensures that both users speak the same language
on the same layer allowing sending and receiving layers to virtually communicate.
Data passed upward is decapsulated, with the decapsulation process, before being
passed further up to the destination server, user, or application.

Next, it described the TCP/IP model which is the basis for the Internet. The TCP/
IP protocol has two big advantages in comparison with earlier network protocols:
reliability and exibility to expand. In fact, the TCP/IP protocol was designed for
the US Army addressing the reliability requirement (resist breakdowns of commu-
nication lines in times of war). The remarkable growth of Internet applications can
be attributed to its xable expandability model.

The chapter then introduced the key 10T Network Level characteristics that
included end-to-end delay, packet loss, and network element throughput. Such char-
acteristics are vital for network design and vendor selection. The chapter next com-
pared IP version 4 with IP version 6. It showed the limitation of IPv4, especially for
the expected 50 billion devices for 10T. IPv4 has room for about 4.3 billion addresses,
whereas IPv6, with a 128-bit address, has room for 228 or 340 trillion trillion trillion
(3.4 10%®) addresses. Finally detailed description of 10T Network Level routing was
described and compared with classical routing protocols. It was mentioned that rout-
ing tables are used in routers to send and receive packets. Another key feature of TCP/
IP routing is the fact that that IP packets travel through an internetwork one router hop
at a time an thus the entire route is not known at the beginning of the journey.
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Problems and Exercises

10.
11.
12.

13.

14.

15.
16.

17.

18.

19.
20.

. Ethernet and Point-to-Point Protocol (PPP) are two examples of data link pro-

tocols listed in this chapter. Name two other data link protocols.

Provide an example of Session Layer protocol.

In a table format, compare the bandwidth, distance, interference rating, cost and
security of (1) twisted pair, (2) coaxial cabling, and (3) ber optical cabling.
A. What are the main components of a router? B. Which element is considered
the most essential? C. Why?

What is the main function of NVRAM? Why is such function important to
operate a router?

. How do network administrators guarantee that changes in the con guration are

not lost in case the router is restarted or loses power?

What is a disaster recovery function in a router? Which router s sub-component
contains such function?

Many argue that routers are special computers but built to handle internetwork
traf c. List three main differences between routers and personal computers.

. There are no input devices for router like a monitor, a keyboard, or a mouse.

How does a network administrator communicate with the router? List all pos-
sible scenarios. What are the main differences between such interfaces?

How many IPv4 addresses are available? Justify your answer.

What is the ratio of the number of addresses in IPv6 compared to IPv4?

IPv6 uses a 128-bit address, allowing 2% addresses. In decimal, how many
IPv6 addresses exist? How many IPv6 addresses will each human have? Why
do we need billions of addresses for each human being?

How many IPv6 address will be available on each square meter of earth?
What are the major differences between interior and exterior routing
protocols?

What is distance vector protocol? Why is it called a vector? Where is it used?
When would you use static routing and when would use dynamic routing?
Why?

Most IP networks use dynamic routing to communicate between routers but
may have one or two static routes. Why would you use static routes?

We have mentioned that in TCP/IP networks, the entire route is not known at
the beginning of the journey. Instead, at each stop, the next router hop is deter-
mined by matching the destination address within the packet with an entry in
the current router s routing table using internal information. IP does not provide
for error reporting back to the source when routing anomalies occur.

A. Which Internet Protocol provides error reporting?
B. List two other tasks that this protocol provides?

Why is EGP considered to be obsolete for the current Internet?
In a table, compare the speed and distance Standard Ethernet, Fast Ethernet,
and Giga Ethernet. Why is Ethernet connection limited to 100 meters?



Problems and Exercises 63

21.
22.

23.

24,
25.

26.

Why the Internet does require both TCP and IP protocols?

Are IPv4 and IPv6 protocols designed to be interoperable? How would an
enterprise transition from IPv4 to IPv6?

What are the four different reasons for packet loss? List remediation for each
reason.

List two factors that can affect throughput of a communication system.

Figure 2.10 (in Section 2.4.3) stated the throughput between host A and host B
is 20 mbps with the assumptions:

R, = R; = Rs = Rg = 10Mbps.
R; = R, = 100Mbps.
Data is equally divided between the two paths.

How did the authors arrive at 20 Mbps?
Assuming host A is transferring a large le to host B. What is the throughput
between host A and host B for the network shown below?

A. Assumptions:

The speed of each router is higher than the speed of any link in the network.
No other host is sending data.

R, =R; = Rs = R = R; = Rg = 10Mbps.

R; =R, =1 Mbps.

Data is equally divided between the three paths.

B. Assumptions:

The speed of each router is higher than the speed of any link in the
network.

No other host is sending data.

R2 = R3=R5=R6 =R7 = R8 = 10Mbps.

R1 = R4 =100 Mbps.

Data is equally divided between the three paths.

C. Assumptions:

The speed of each router is 1 Mbps.

No other host is sending data.

R2 = R3=R5=R6 =R7 = R8 = 10Mbps.

R1 = R4 =100 Mbps.

Data is equally divided between the three paths.
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27. What is Traceroute? What does it typically report? What are the main advanta-
geous of trace route? What is the main difference between Traceroute and Ping?

28. For the network shown below, assume the network administer is interested in
measuring the end-to-end delay from router A to the server.

A. What is the Traceroute command? Hence, Traceroute command is sent
from router A directly (i.e., via the shown connected terminal).
B. Which device will send their delays?

29. What is time to live command? Why is it needed?
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Chapter 3
The Things in 10T: Sensors and Actuators

Check for
updates

3.1 Introduction

The Internet of Things (IoT) was de ned in Chap. 1 as the intersection of the
Internet, Things, and Data. Processes and standards were also added for a more
comprehensive 10T de nition. Things were de ned as anything and everything
stretching from appliances to buildings to cars to people to animals, to trees, to
plants, etc.

Chapter 1 further categorized 10T into four main levels: 10T devices, I0T net-
work, 10T services platform, and 10T applications. Each level has its own medium
and protocols.

This chapter rstde nesthe Things in loT and then describes the key require-
ments for things to be able communicate over the Internet. The two main require-
ments for Things in loT are sensing and addressing. Sensing is essential to identify
and collect key parameters for analysis, and addressing is necessary to uniquely
identify things over the Internet. While sensors are very crucial in collecting key
information to monitor and diagnose the Things, they typically lack the ability to
control or repair such Things when overhaul is needed. This raise the question:
why spend money to sense Things if they cannot be controlled? Actuators have
been introduced to address this important question in 10T. With this in mind, the key
requirements for Things in 10T now consist of sensing, actuating, and unique
identi cation as shown in Figs. 3.1 and 3.2. It should be noted that sensing and
actuating capabilities may be supported on the same device.

= Springer Nature Switzerland AG 2019 67
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Fig. 3.1 Thing inloT: de nition view
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loT Services Platform

loT Network

Chapter 3 Area of Focus

Fig. 3.2 Things inloT: IoT level view

3.2 10T Sensors

3.2.1 De nition

A sensor is a device (typically electronic) that detects events or changes in its physi-
cal environment (e.g., temperature, sound, heat, pressure, ow, magnetism, motion,
chemical and biochemical parameters) and provides a corresponding output. Most
sensors take analog inputs and deliver digital, often electrical, outputs. Because the
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sensing element, on its own, typically produces analog output, an analog-to-digital
converter is often required.

Sensors are comparable to the human ve senses. They form the front end of the
l0T devices, i.e., Things. Sensors are very crucial in every loT vertical (e.g., smart
cities, smart grid, healthcare, agriculture, security and environment monitoring, and
smart parking) as they bridge the world s physical objects with the Internet.

Sensors may be very simple with a core function to collect and transmit data or
smart by providing additional functionality to Iter duplicate data and only notify
the 10T gateway when very speci ¢ conditions are met. This requires some pro-
graming logic to be present on the sensor itself. In this case, an 10T sensing device
requires at least three elements sensor(s), microcontrollers, and connectivity to
send Itered data to 10T gateway or other systems. Figure 3.3 shows the components
for smart sensor.

Sensors may collect large amounts of data at any time and from any location and
transmit it over an 10T network in real time. The data is then analyzed and possibly
correlated with other business intelligence databases to provide business insight or
enhanced awareness of the environment, bringing onward opportunities and/or
gains in ef ciency and productivity.

Fig. 3.3 Components of
smart sensors loT

Gateway
Electrical Signal—o—————-- »

Transceiver
(Data Transmission)

Microcontroller
(Data Processing)

Sensing Element
(Data Collection)

Physical Signal ====a-- S

Environment
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3.2.2  Why Sensors

As we mentioned above, a sensor s main purpose is collecting data from its sur-
rounding environment and providing output to its adjoining devices (e.g., gateways,
actuators) or applications. Sensors typically collect data using physical interfaces
(inputs) that sense the environment and then convert input signals into electrical
signals (outputs) that are understood by the communication and computing devices.
Output signals are then processed by the gateways and/or by applications of the loT
Platform. In some instances, sensors outputs are processed directly by a light-
weight application.

3.2.3 Sensor Types

There are many types of proprietary and nonproprietary sensors. The current 10T
trend is to move away from proprietary and closed systems and embrace I1P-based
sensor networks. This allows native connectivity between wireless sensor networks
and the Internet, enabling smart objects to participate in l10T. IP-based sensor net-
works require each device to be uniquely identi able with a unique IP address so
that it can be easily identi able over a large network. Building an all-IP infrastruc-
ture from scratch, however, would be dif cult because many different sensor and
actuator technologies (both wired and wireless) have already been deployed over
the years.

There are many different types of sensors across various technologies. The most
common of which include:

(a) Temperature Sensors: Temperature is perhaps the most commonly measured
conservational quantity. This is anticipated since most physical, electronic,
chemical, mechanical, and biological systems are affected by temperature.
There are four types of temperature sensors:

Thermocouple Sensors: A thermocouple is a device consisting of two differ-
ent and dissimilar conductors in contact. It produces a voltage as a result of
the thermoelectric effect. Thermocouple sensor is made by joining two dis-
similar metals at one end.

Resistance Temperature Detector (RTD) Sensors: RTDs are temperature
sensing devices whose resistance changes with temperature. They have been
used for many years to measure temperature in laboratory and industrial pro-
cesses and have developed a reputation for accuracy, repeatability, and
stability.

Thermistors: Similar to the RTD, the thermistor is a temperature sensing
device whose resistance changes with temperature. Thermistors, however,
are made from semiconductor materials. Resistance is determined in the
same manner as the RTD, but thermistors exhibit a highly nonlinear resis-
tance vs. temperature curve.
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Fig. 3.4 Examples of
temperature sensors and
applications

Semiconductor Sensors: They are classi ed into different types like voltage
output, current output, digital output, resistance output silicon, and diode
temperature sensors. Modern semiconductor temperature sensors offer high
accuracy and high linearity over an operating range of about55 Cto+150 C
( 58t0302 F).They can also include signal processing circuitry within the
same package as the sensor, thereby avoiding the need to add compensation
circuits. Figure 3.4 shows examples of temperature sensor.

(b)Pressure Sensors: Pressure sensors are used to measure the pressure of gases or
liquids including water level, ow, speed, and altitude. Practical examples
include sensors for pumps and compressors, hydraulic systems, and refrigera-
tors. A pressure sensor typically acts as a transducer where it generates a signal
as a function of the pressure imposed. Hence, pressure sensors are also called
pressure transducers, pressure transmitters, and pressure senders, among other
names.

Touchscreen smartphones, tablets, and computers come with various pressure sen-
sors. Whenever slight pressure is applied on the touch screen through a nger, tiny
pressure sensors (typically multiple sensors located at the corners of the screen; see
Fig. 3.5) determine where exactly pressure is applied and consequently generate an
output signal that informs the processor. Pressure sensors have also been widely
used in automotive applications to measure uid level, airbag, and antilock braking
system, in biomedical applications to sense blood pressure, in aviation to maintain
a balance between the atmospheric pressure and the control systems of the air-
planes, and in submarines to estimate depth and ensure proper operation of elec-
tronic systems and other components. Figure 3.5 shows examples of pressure
Sensors.

(c) Flow Sensors: Flow sensors are used to detect and record the rate of uid ow in
a pipe or a system. They are also used to measure the ow/transfer of heat caused
by the moving medium. Sensing and measuring the ow is critical for many
applications ranging from bereave machine to more serious applications such as

ow monitoring for high-purity acids.

A good example about the importance of ow sensing and monitoring is the
water crisis in Flint, Michigan, United States, which started in April 2014 and
resulted in criminal charges led against three people in regard to the crisis by
Michigan Attorney General in April 2016.
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Fig. 3.5 Examples of
pressure sensors. (Source:
Force Sensing & Fitbit)

Fig. 3.6 Examples of ow
sensor

Flint basically changed its water source from treated Detroit Water that was sourced
from the great lakes and the Detroit River to the Flint River. Of cials basically had
failed to detect a very high lead contamination creating a serious public health dan-
ger. The acidic Flint River water caused lead from aging pipes to leak into the water
supply, causing extremely elevated levels of the heavy metal. Thousands of children
were exposed to drinking water with very high levels of lead, and many experienced
health problems (Fig. 3.6).

(d)Level Sensors: Level sensors are used to measure the level of uids continuously
or at point values. The element to be measured can be inside a container (Fig. 3.7)
or can be in its natural form such as a well in an oil rig.

There are many uses for level sensors. Ultrasonic level sensors, for instance, are
used for non-contact level sensing of highly viscous liquids and even bulk solids.
They are also widely used in water treatment applications for pump control and
open-channel ow measurement. Another example is the capacitance level sensors
to measure the presence of a variety of solids and liquids using radio frequency
signals in the capacitance circuit.

(e) Imaging Sensors: Imaging sensors are sophisticated sensors used in digital cam-
eras, medical imaging machines, and night vision equipment. They are utilized
to measure image information by capturing and then converting variable attenu-
ation of waves into signals (Fig. 3.8).

(f) Noise Sensors: High noise can have damaging effects on humans (e.g., cardio-
vascular) as well as animals (e.g., hearing loss). Such noise is often caused by
machines, airplanes, trains, construction, and loud music especially in closed
spaces.
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Fig. 3.7 Examples of level
sensors with Wi-Fi propane
remote monitoring.
(Source: Tank Utility)

Fig. 3.8 Examples of imaging sensors. (Source: e2v & DGDL)

(¢))

(h)

Many government agencies have started installing noise sensors to measure
noise pollutions or the so-called noise disturbance (excessive noise that may
harm humans or animals).

Ambient noise sensors continuously monitor noise levels in surrounding

environments. When the noise level change, they send electronical signal to an
overall ambient noise system to take action. Such action may be an automatic
action (e.g., adjust music level) or a simple noti cation to authorities.
Air Pollution Sensors: Many governments have established agencies to monitor
and control the air quality in major cities. For instance, the United States has
established the EPA (Environmental Protection Agency), in 1970, with a mis-
sion to protect Americans from signi cant health risks by providing accurate
environmental information to its citizens.

Air pollution sensors detect and monitor the presence of air pollution in the
surrounding environment. They focus on ve main components: ozone, particu-
late matter, carbon monoxide, sulfur dioxide, and nitrous oxide.

Proximity and Displacement Sensors: Proximity sensors detect the presence or
absence of objects using electromagnetic elds, light, or sound. There are many
types, each suited to speci ¢ applications and environments:

Inductive Sensors: Used for close-range detection of ferrous material.
Capacitive Sensors: Used for close-range detection of nonferrous material.
Photoelectric Sensors: Used for long-range target detection.
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Table 3.1 Examples of proximity sensor types

Sensor Sensing

technology range Main use

Inductive 4 40 mm | Ferrous metal (e.g., iron, aluminum, copper) close-range detection
Capacitive 3 60 mm | Nonferrous material (e.g., wood, plastic liquid) close-range detection
Photoelectric |1 60 mm | Material long-range target detection

Ultrasonic 3 30 mm | Material long-range target detection with challenges (e.g., rough

service, multiple colors)

Ultrasonic Sensors: Used for long-range detection of targets with dif cult
surface (Table 3.1).

(i) Infrared Sensors: Infrared sensors are used to track an object s movement. They
produce and receive infrared waves in the form of heat.

(J) Moisture and Humidity Sensors: Moisture and humidity sensors (sometimes
referred to as hygrometer sensors) are used to measure and report the relative
humidity in the air. They use capacitive measurement by relying on electrical
capacitance.

(K)Speed Sensors: Speed sensors are commonly used to detect the speed of trans-
port vehicles. Examples include wheel speed sensors, speedometers, Doppler
radar, and laser surface velocimeter.

There are so many other types of sensors. Examples include acceleration sensors,
biosensors, gas and chemical sensors, mass sensor, tilt sensors, and force
Sensors.

3.2.4 Sensor Characteristics

Most IoT applications require smaller and smarter sensors with advanced function-
ality to collect more data, low-power processors, longer battery life, faster response
time, and shorter time to market. Sensors are expected to be dynamic in their natural
surroundings with embedded ability to collect real-time data.

In general, sensors can be either self-directed (autonomous) where they work on
their own once they are installed or user-controlled where collection conditions are
preprogrammed by the user depending on their needs. Finally, sensors should also
have the capability to send the collected data (or a subset of it) to the appropriate
system via the 10T gateway as we illustrated in Fig. 3.2.

10T sensors are expected to have the following characteristics:

1. Data Filtering: A sensor s core function is the ability to collect and send data to
the loT gateway or other appropriate systems. Sensors are not expected to per-
form deep analytical functions. However, simple ltering techniques may be
required. Onboard data (or signal) processing microcontroller (as shown in
Fig. 3.3) makes a smart sensor smarter. The microcontroller Iters the data /
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signals before transmission to the 10T gateway or control network. It basically
removes duplicate or unwanted data or noise before transferring the data.

As we mentioned in Sect. 3.2.3, non-autonomous Sensors are custom-
programmed to produce alerts automatically when certain conditions are met
(e.g., temperature is above 70 F in a data center). They often integrate VVLSI
technology and MEMS devices to reduce cost and optimize integration.

. Minimum Power Consumption: Several factors are driving the requirements for

low-power consumptions in 10T. Sensors for multiple 10T verticals (e.g., smart
grid, railways, and roadsides) will be installed in locations that are dif cult to
reach to replace batteries.
Compact: Space will also be limited for most 10T verticals. As such, sensors
need to tinsmall spaces.

. Smart Detection: An important sensing category for the 10T is remote sensing,

which consists of acquiring information about an object without making physi-
cal contact with it; the object can be nearby or several hundred meters away.
Multiple technology options are available for remote sensing, and they can be
divided into three broad functions:

Presence or proximity detection when just determining the absence or
presence of an object is suf cient (e.g., security applications). This is the sim-
plest form of remote sensing.

Speed measurement when the exact position of an object is not required,
but accurate speed is (e.g., traf ¢ monitoring applications).

Detection and ranging  when the position of an object relative to the sensor
must be determined precisely and accurately (e.g., vehicle collision
avoidance).

High Sensitivity: Sensitivity is generally the ratio between a small change in
electrical output signal and a small change in physical signal. It may be
expressed as the derivative of the transfer function (the functional relationship
between input signal and output signal) with respect to physical signal.
Sensitivity indicates how much the output of the device changes with unit
change in input (quantity to be measured). For example, if the voltage of a tem-
perature sensor changes by 1 mV for every 1 C change in temperature, then the
sensitivity of the sensor is said to be 1 mVv/ C.

Linearity: Linearity is the measure of the extent to which the output is linearly
proportional to the output. Nonlinearity is the maximum deviation from a linear
transfer function over the speci ed dynamic range.

Dynamic Range: The range of input signals which may be converted to electri-
cal signals by the sensor. Outside of this range signals cause unsatisfactory
accuracy.

Accuracy: The maximum expected error between measured (actual) and ideal out-
put signals. Manufacturers often provide the accuracy in the datasheet, e.g., high-
quality thermometers may list accuracy to within 0.01% of full-scale output.
Hysteresis: When a sensor does not return the same output value when the input
stimulus is driven up or down. The width of the expected error in terms of the
measured quantity is de ned as the hysteresis.
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10. Limited Noise: All sensors produce some level of noise traf ¢ with their output
signals. Sensor noise is only an issue if it impacts the performance of the 10T
system. Smart sensors must Iter out unwanted noise and be programmed to
produce alerts on their own when critical limits are reached. Noise is generally
distributed across the frequency spectrum. Many common noise sources pro-
duce a white noise distribution, which is to say that the spectral noise density is
the same at all frequencies.

11. Wide Bandwidth: Sensors have nite response times to instantaneous changes
in physical signal. Also, many sensors have decay times, which represent the
time after a step change in input signal for the sensor output to decay to its
original value. The bandwidth of a sensor is the frequency range between these
two frequencies. When a sensor is utilized to collect measurements, it is recom-
mended to use sensors with the widest possible bandwidth. This ensures that
the basic measurement system is capable of responding linearly over the full
range of interest. The disadvantage, however, is that wider bandwidth may
result in sensor response to unwanted frequency.

12. High Resolution: The resolution of a sensor is de ned as the smallest detectable
signal uctuation. It is the smallest change in the input that the device can
detect. The de nition of resolution must include some information about the
nature of the measurement being carried out.

13. Minimum Interruption: Sensors must operate normally at all time with zero or
near-zero interruption and be programmed to produce instant alerts on their
own when their normal operation is interrupted.

14. Higher Reliability: Higher reliability sensor provides the assurance to rely on
the accuracy of the output measurements.

15. Ease of Use: Ease of use is considered the top requirement for any electronic
system nowadays. Clear examples we have all experienced are Apple s iPhone
vs. competitor devices with the same functionality. Users are willing to pay
more for easy-to-use devices, and sensors are no exceptions. The best user
interface is no user interface where sensors are expected to work by them-
selves once they re connected.

Other characteristics include some data storage and self-warning of anomalous
symptoms.

3.3 RFID

Another way of capturing information from Things is through the use of RFID
(radio-frequency identi cation). RFID is not a sensor but a mechanism to capture
information pre-embedded into the so-called Tag of a thing or an object using
radio waves.

RFID consists of two parts: a tag and a reader. Further, the tag has two parts: a
microchip that stores and processes information and an antenna to receive and trans-
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mit a signal. The tag contains the speci c serial number for one speci c object. The
reader reads the information encoded on a tag, using a two-way radio transmitter-
receiver, by emitting a signal to the tag using an antenna. The tag responds with the
information written in its memory. The reader will then transmit the read results to

an RFID computer program.

An RFID-based solution has some advantages over older reader-tag-based solu-

tions, such as barcode, including:

RFID tag does not need to be within direct line of sight of the reader and can be
read from a distance up to 12 m for passive ultrahigh frequency (UHF) system.
Battery-powered tags typically have a reading range of 100 m.

RFID data on the tag can be modi ed based on business needs. The barcode data
is very dif cult to change once deployed.

RFID tags are durable. Barcodes, in comparison, are printed on a product for
everyone to see. They can be damaged or changed. RFID tags are hidden and
may be reused across multiple products. Also RFID tags are capable of storing
much more data.

RFID data may be encrypted on the tag, thereby preventing unauthorized users
from changing the data or counterfeiting.

RFID systems can read hundreds of tags simultaneously. This is signi cant in a retail
store as it saves the staff valuable time that they can spend on higher-value tasks.

Figure 3.9 shows the RFID main components: a programmable RFID tag for

storing data, a reader with an antenna to read the tags, and an application software
hosted on a computer to analyze the data.

Fig. 3.9 RFID main
components

RFID

Application

RFID Reader
with Antenna
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Like any other technology, RFID has a number of disadvantages, but they are
relatively minor. A top disadvantage is the susceptibility of the tags to jamming by
blocking the RFID radio waves, for instance, by wrapping the tags with metallic
material such as aluminum foil. Metallic ink on book covers can also affect the
transmission of the radio waves.

Another potential disadvantage is the interference between multiple readers and
tags if the overall system is not set up appropriately. Each RFID reader basically
scans all the tags it picks up in its range. This may create a mix-up between tag
information (e.g., charging a customer for items in someone else s shopping carts
within the same range).

3.3.1 RFID Main Usage and Applications

RFID is already used by a large number of applications. Top examples include:

Access Control and Management: Many companies and government agencies
are using RFID tags in identi cation badges, replacing earlier magnetic stripe
cards. With RFID, employees as well as authorized guest may be greeted by their
name on a screen or by a voice message upon entering a building. Companies are
currently using data collected from the information associated with each employ-
ee s badge to plan for workplace optimization.

RFID tags are also widely used for electronic toll collections (e.g., California s
E-ZPass) eliminating major delay on toll roads. Electronic toll collection system
determines if the passing vehicle is enrolled in the program, automatically issues
traf ¢ citations for those that are not, and automatically withdraws the toll
charges from the accounts of registered car owners.

Passport: Many departments of state around the world (e.g., the United States,
Canada, Norway, Malaysia, Japan, and many EU countries) are using RFID
passports that can be read from a reader located up to 10 m away. In this case,
passports are designed with an electronic tag that contains main information with
a digital picture of the passport holder. Most solutions are also adding a thin
metal lining to make it more dif cult for unauthorized readers to scan information
when the passport is closed. Standards for RFID passports have been established
by the International Civil Aviation Organization, and are contained in ICAO
Document 9303 (6th edition, 2006).

Healthcare: With 2014 veteran complaints including allegations that 40 veterans
may have died waiting for care at a Phoenix VA hospital, many hospitals or agen-
cies, including the US Department of Veterans Affairs, have already started or
announced plans to deploy RFID in hospitals across the United States to improve
healthcare.

RFID-based solutions in healthcare have started in private and public hospitals
across the world, at least several years before the veteran s complaints, to track
and manage expensive mobile medical equipment thereby allowing hospital staff
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to track in real-time data relevant to healthcare equipment or personnel, monitor
environment conditions, and more importantly protect healthcare workers from
infections and other hazards.

Logistics and Supply Chain Tracking: Major retailers in the world (e.g., Walmart),
as well as the US Department of Defense, have published requirements that their
vendors place RFID tags on all shipments to improve supply chain management.
Such requirements allow retailers to manage their merchandise without manual
data entry. RFID can also help with automatic electronic surveillance and self-
checkout process for consumers. Finally, many factories are tracking their prod-
ucts throughout the manufacturing process using RFIDs to better estimate
delivery dates for customers.

Athletic and Sport Event Timing: Tracking the exact timing of runners in mara-
thons or races is crucial, and often a portion of a second makes a difference.
Athletic Timing is one of the most widespread use cases of RFID. Many runners
are not even aware that they re being timed with RFID technology. Experts use
such fact as an evidence of RFID s seamless ability to enhance consumer
experience.

Animal Tracking: Since the outbreak of mad cow disease, RFID has become
critical in animal identi cation management, although RFID animal tagging
started at least a decade before the disease. Some governments (i.e., Australia)
are now requiring all cattle, sheep, and goats sold to be RFID tagged.

Other Applications: RFID is also used for airport baggage tracking logistics,
interactive marketing, laundry management for employers with huge number of
uniforms (e.g., casinos), item level inventory tracking, conference attendee track-
ing, material management, IT asset management, library system, and real-time
location system.

3.4 Video Tracking

Video tracking is the process of capturing and analyzing the video feeds, frame by
frame, of a particular object or person over a short time interval. It is used to mea-
sure and analyze movements, visual attention, as well as behavior. Video tracking is
used for customer identi cation, surveillance, augmented reality, traf c control, and
medical imaging.

It is yet another mechanism to identify and monitor things when sensors or
RFID tags are not available. Video tracking may also be used in conjunction with
sensors and/or RFID to provide a more comprehensive solution.

Unlike preinstalled sensors and RFID tags in things, video tracking can be
turned on instantly. However, video tracking does have a major weakness, with
today s technology. Video tracking is often time-consuming. It requires analyzing
large amounts of video traf c and, in many cases, correlation with historical data, to
arrive at accurate conclusions. Another challenge to video tracking is the complex
object/image recognition techniques. This is a huge area of research in machine
learning today.
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3.4.1 Video Tracking Applications

Retailers: Many retailers have started using video tracking solutions, often in con-
junction with Wi- access point data (how?; see problem 22), to increase sales and
provide a better customer experience. Video traf c¢ is analyzed using complex
algorithms that track eye movements and identify xation (e.g., desirability,
obsession, and attraction to a product) and glissades (e.g., wobbling movements).
The collected data is then Itered against well-established business rules to deter-
mine an internal action (e.g., change location of merchandize, add more checkout
lines) or external action (e.g., offer the customer a certain discount).

Determining the business rules is a very challenging problem. Many companies
use advanced systems and techniques (e.g., machine learning, analysis of social
media data, arti cial intelligence) or hire a marketing rm to survey a large num-
ber of customers to arrive at such rules. Example of new rules is the fact that the
faster a shopper nds the rst item she/he needs, the more she/he purchases in
such category. This dispels the pervious myth that the more time a shopper
spends in a particular area, the more she/he buys.

Video tracking is also used to improve the overall shopping experience in the
store as a service differentiation especially if the store is a bit more expensive
than similar stores in the area. The analysis of multiple grocery store traf c¢ indi-
cated that customers did not mind paying a bit more for faster checkout lines
with friendly cashiers, bright lights, and clean belts. Analyzed data also indicated
that the vast majority of customers do not pay attention to internal signs inside
the store.

Banking: Similar to retailers, banks have also started using video tracking solu-
tions, often combined with Wi-Fi data. Access to Wi-Fi data in banks is easier
given that most of the customers download the bank s mobile app on their
smartphones. With the right setting, mobile apps often allow the bank to track the
whereabouts of the customer.

Banks use the data to quickly identify the customer (often before he lines in the
queue). Depending on the priority of such customer (e.g., has large sums of
money deposited at the bank), special greeting may be zero-wait private service
if offered by the bank manager.

Other Uses: The applications of video tracking with advanced backend analytics
are unlimited, ranging from physical monitoring and security to traf ¢ manage-
ment and control and to augmented reality where an actual view is augmented by
a computer-generated sensual input such as video.
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3.4.2 Video Tracking Algorithms

To perform video tracking, an algorithm analyzes sequential video frames and out-
puts the movement of targets between the frames. There is a variety of algorithms,
each having its own strengths and weaknesses. Considering the intended application
is important when choosing which algorithm to use. There are two major compo-
nents of a visual tracking system: target representation and localization and Itering
and data association.

Target representation and localization is mostly a bottom-up process. These
methods give a variety of tools for identifying the moving object. Locating and
tracking the target object successfully is dependent on the algorithm. For example,
using blob tracking is useful for identifying human movement because a person s
pro le changes dynamically [6]. Typically, the computational complexity for these
algorithms is low. The following are some common target representation and local-
ization algorithms:

Kernel-based tracking (mean-shift tracking [7]): an iterative localization proce-
dure based on the maximization of a similarity measure (Bhattacharyya
coef cient).

Contour tracking: detection of object boundary (e.g., active contours or
Condensation algorithm). Contour tracking methods iteratively evolve an initial
contour initialized from the previous frame to its new position in the current frame.
This approach to contour tracking directly evolves the contour by minimizing the
contour energy using gradient descent.

Filtering and data association is mostly a top-down process, which involves
incorporating prior information about the scene or object, dealing with object
dynamics, and evaluation of different hypotheses. These methods allow the tracking
of complex objects along with more complex object interaction like tracking objects
moving behind obstructions [8]. Additionally, the complexity is increased if the
video tracker (also named TV tracker or target tracker) is not mounted on rigid
foundation (onshore) but on a moving ship (offshore), where typically an inertial
measurement system is used to pre-stabilize the video tracker to reduce the required
dynamics and bandwidth of the camera system [9]. The computational complexity
for these algorithms is usually much higher. The following are some common Iter-
ing algorithms:

Kalman Iter: an optimal recursive Bayesian lter for linear functions subjected
to Gaussian noise. It is an algorithm that uses a series of measurements observed
over time, containing noise (random variations) and other inaccuracies, and pro-
duces estimates of unknown variables that tend to be more precise than those based
on a single measurement alone [10].

Particle Iter: useful for sampling the underlying state-space distribution of non-
linear and non-Gaussian processes.
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3.5 loT Actuators

3.5.1 De nition

An actuator is a type of motor that is responsible for controlling or taking action in
a system. It takes a source of data or energy (e.g., hydraulic uid pressure, other
sources of power) and converts the data/energy to motion to control a system.

3.5.2 Why Actuators?

As mentioned in Sect. 3.2, sensors are responsible to sense changes in their sur-
roundings, collect relevant data, and make such data available to monitoring sys-
tems. Collecting and displaying data by a monitoring system is useless unless such
data is translated into intelligence that can be used to control or govern an environ-
ment before a service is impacted. Actuators use sensor-collected and analyzed data
as well as other types of data intelligence (see problem 11) to control 10T systems,
for example, shutting down gas ow when the measured pressure is below a certain
threshold.

3.5.3 Actuator Types

Electrical Actuators: Electric actuators are devices driven by small motors that
convert energy to mechanical torque. The created torque is used to control cer-
tain equipment that requires multi-turn valves or to control gates. Electric actua-
tors are also used in engines to control different valves. Figure 13 shows an
example of electrical liner actuator.

Mechanical Linear Actuators: Mechanical actuators convert rotary motion to
linear motion. Devices such as screws and chains are utilized in this conversion.
The simplest example of mechanical liner actuators is referred to as the screw
where leadscrew, screw jack, ball screw, and roller screw actuators all operate on
the same principle: by rotating the actuator s nut, the screw shaft moves in a line.
Figure 14 shows an example of screw jack.

Hydraulic Actuators: Hydraulic actuators are simple devices with mechanical
parts that are used on linear or quarter-turn valves. They are designed based on
Pascal s Law: when there is an increase in pressure at any point in a con ned
incompressible uid, then there is an equal increase at every point in the con-
tainer. Hydraulic actuators comprise of a cylinder or uid motor that utilizes
hydraulic power to enable a mechanical process. The mechanical motion gives
an output in terms of linear, rotary, or oscillatory motion. Hydraulic actuators can
be operated manually, such as a hydraulic car jack, or they can be operated
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through a hydraulic pump, which can be seen in construction equipment such as
cranes or excavators.

Pneumatic Actuators: Pneumatic actuators work on the same concept as hydrau-
lic actuators except compressed gas is used instead of liquid.

Manual Actuators: Manual actuator employs levers, gears, or wheels to enable
movement, while an automatic actuator has an external power source to provide
motion to operate a valve automatically. Power actuators are a necessity on
valves in pipelines located in remote areas.

3.5.4 Controlling 10T Devices

There are two main philosophies to monitor and control 10T devices: local control
and global control. The rst approach requires an intelligent local controller (e.g.,
home s thermostat to control furnace and air conditioning system). The second
approach is to move the control onto the cloud and simply embed inexpensive sen-
sors everywhere (e.g., in this case, thermostat is eliminated altogether), and instead
put temperature sensors around the house. An extension of this would be to pull the
controller boards out of the furnace and air conditioner connect their inputs and
outputs to the Internet as well, so a cloud application can directly read their states
and control their subsystems.

Clearly this approach requires many more, much ner-grained connected
devices. And it offers the possibility of control strategies that would not be possible
for an isolated thermostat. You could use ambient weather conditions, forecasts, and
the current locations of the residents as inputs, for example, to determine an opti-
mum strategy for making life comfortable while saving energy.

We believe the right approach is a combination of the two approaches depending
on the speci ¢ loT vertical and environment. This area will be covered in more
details in Chapter 9.

3.6 How Things Are Identi ed in 1oT?

As we mentioned in Chap. 2, the most convenient way to identify every 10T devices
is to assign unique IP address to each sensor and actuator. However, IPv4 addresses
are expensive and limited. IPv6 addresses are not widely deployed yet. In addition,
many sensors and actuators are not IP enabled. 10T gateways, however, do have
unique IP addresses. Hence, non-1P-enabled sensors and actuators may be identi ed
by their associated gateways.

Chapter 5 will provide compressive details of various sensing protocols and
illustrate how loT sensors and actuator will be tracked and identi ed.
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3.7 Summary

This chapter de ned the Things in IoT. Three main techniques to identify things
were discussed in details: embedded hardware sensors that sense the thing or sur-
rounding environment and notify a client application, RFIDs with a tag to store
information on a thing and a reader to read such information and pass them to an
application to analyze, and nally video tracking. The advantages and disadvan-
tages of these solutions were discussed. Once the data is analyzed (from sensors or
other sources), loT actuators are responsible for controlling or taking action if
required. Finally, we have discussed the procedure to identify various devices in loT
networks.

Problems and Exercises

1. Listthe top three requirements for Things in loT? What is the purpose behind
these requirements?

2. Why are actuators required in 10T networks?

3. What is the de nition of a sensor in 10T? Why is there a need for A/D convert-
ers in most sensors?

4. Why are sensors required to convert physical signals into electrical signal?

5. In atable, list and compare the various types of actuators. Which actuator type
is considered to be environmentally friendly and why?

6. What are the key differences between sensors and actuators?

7. Chapter 1 (Sect. 1.2) mentioned that connecting objects together is not an
objective by itself. Chapter 3 (Sect. 3.1 and 3.5.2) mentioned that collecting
data from sensors is not an objective by itself either. What is the business objec-
tive for connecting things and collecting data? How to achieve such objective?

8. What are the two main uses of ow sensors?

9. In atable format, list the key functionality of all sensors (A through 1) listed in
Sect. 3.2.3. Which sensor type is considered to be the least sophisticated, and
which type is considered to be the most sophisticated? Why?

10. What is an autonomous sensor? When does it notify neighboring system(s) or
IoT gateway? What is the difference between autonomous and user-
controller sensors?

11. Inatable, list and compare the ten characteristics of good sensors. Which char-
acteristic you believe is the most important and why?

12. It was mentioned in Sect. 3.3 that actuators use sensor-collected and analyzed
data as well as other types of data intelligence to control 10T systems. What is
data intelligence? Provide two examples of data intelligence.
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13.
14.
15.
16.

17.

18.

19.
20.
21.
22.

23.

24,
25.

What is the de nition of sensitivity and dynamic range? What are the typical

units of sensitivity and dynamic range?

What is hysteresis? What is a typical unit of hysteresis?

How do touch screens operate with the presence of touch sensors?

In a table, list ve examples of industries where pressure sensors are used. In

each case, list at least one main application.

Some people have raised concerns about the potential invasion of privacy in

RFID-enabled solutions (e.g., track the whereabouts of a person who checked

out an RFID-enabled library book). Is this a major concern? How would you

address it?

Athletic Timing: Athletic Timing is one of the most popular use cases of RFID,

but often race participants never realize they re being timed using RFID tech-

nology. How does it work?

Describe how RFID works for laundry management. List three bene ts.

Provide an example of how RFID works for interactive marketing.

How does RFID track the real-time location of assets or employees? What other

technology can be used to track an employee location in real time?

How do retailers use Wi-Fi access point data in conjunction with video tracking

to improve sales and customer experience?

This chapter discussed three different ways to obtain information from loT
Things : sensors, RFID, and video tracking. In a table, compare the three tech-

nologies addressing:

(a) Advantages

(b) Disadvantages

(c) Key requirements for the things
(d) Two applications

What are transducers? How are they related to sensors and actuators?

Wind speed sensors typically involve a rotating element that is set in motion by
wind. These sensor report the frequency of rotation of that moving element. An
application receiving the frequency readings needs to apply a "transfer func-
tion" to translate the frequency to actual wind speed. In the weather monitoring
station at VVancouver International Airport, two wind speed sensors are installed:
an RM Young 05103 Wind Sensor and a Vaisala WM30 Wind Sensor. The  rst
has the following transfer function: Wind Speed (m/s) = 0.0980 * Frequency.
The second has this transfer function: Wind speed (m/s) = 0.699 *
Frequency 0.24.

(a) Ifthe RM Young sensor is reporting frequency of 20 Hz, and assuming both
sensors are measuring the same wind speed value, then what would be the
frequency reported by the Vasiala sensor?

(b) What would be the actual wind speed measured?
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Chapter 4
loT Requirements for Networking
Protocols

The success of the Internet is attributed, in part, to the Internet Protocol stack that
offers two key characteristics:

A normalization layer (the IP layer), which guarantees system interoperability
while accommodating a multitude of link layer technologies, in addition to a
plethora of application protocols. IP constitutes the thin waist of the proverbial
hourglass that is the Internet s protocol stack.

Layered abstractions that hide the speci cs of a given layer from the one above
or below it. Such abstractions de ne contracts or slip surfaces allowing inno-
vations in one layer to proceed independent of the adjacent layers.

As researchers and technologists started delving into the world of 10T, it was
relatively straightforward to justify the bene ts of employing a similar layered
architectural approach for the 10T protocol stack. However, a topic of lively debate
emerged in whether the Internet Protocol stack was suited for the 10T or whether a
new stack was needed. In the late 1990s and early 2000s, many researchers in the

eld of wireless sensor networks did not shy away from denouncing IP networking
as unsuitable for that application domain.

It was deemed that the requirements of 10T were suf ciently different to warrant
a white canvas approach, rather than reusing the Internet technology, which fell
short of addressing the requirements in a number of areas. The decade and a half
that followed witnessed an evolution of the IP stack to address many of the cited
requirements for sensor networks and the shortcomings of IP technologies at the
time.

In this chapter, we will discuss the key 0T requirements and their impact on
each of the layers of the protocol stack. In the next chapter, we take a layer-by-layer
view and discuss the industry s efforts, to date, to address these requirements. \We
will also discuss the gaps that remain for further study and require future
solutions.

= Springer Nature Switzerland AG 2019 89
A. Rayes, S. Salam, Internet of Things From Hype to Reality,
https://doi.org/10.1007/978-3-319-99516-8_4



90 4 loT Requirements for Networking Protocols
4.1 Support for Constrained Devices

The devices that are to be connected to the network in the 10T span a wide gamut of
capabilities and characteristics along the facets of computational power, mobility,
size, complexity, dispersion, power resource, placement, and connectivity patterns.
These and other device characteristics impose a set of requirements and restrictions
on the network infrastructure used for interconnecting them. In particular, the
devices computational capabilities, as well as their power resources, introduce
challenging requirements for IP networking technologies.

Stepping back and examining the devices that have traditionally connected to the
Internet, one can easily categorize them as homogeneous in terms of being fully
capable computers or peripherals (e.g., servers, desktops, laptops, printers, etc.) that
have an endless source of power (e.g., mains powered or equipped with recharge-
able batteries). In the loT, this homogeneity no longer holds: on one end of the
spectrum are devices with very limited processing power which scavenge energy
from their environment (e.g., pressure sensors), and on the other end are devices
with powerful processors, a generous amount of memory, and replenishable power
sources (e.g., smartphones).

Small devices with limited processing, memory, and power resources are referred
to as constrained devices. Generally speaking, a constrained device is limited in one
or more of the following dimensions:

Maximum code complexity (ROM/Flash).

Size of run-time state and buffers (RAM).

Amount of computation feasible in a speci ¢ period of time ( processing
power ).

Available power resources.

Management of user interface and accessibility in deployment (ability to set
security keys, update software, etc.)

IETF RFC 7228 de nes a taxonomy of constrained devices based on the rst two
dimensions above, which recognizes three classes of devices as depicted in Table 4.1
below.

Class 0 devices are the most severely constrained in memory and processing
power. In general, such devices do not have the resources to connect to an IP net-
work directly and will leverage the services of helper devices such as proxies or
gateways for connectivity. For example, sensor motes fall under this class.

Class 1 devices are highly constrained in terms of code space and processing
capacity; however they are capable of connecting to an IP network directly, without

Table 4.1 Classes of Name | Data size Code size
;ggztramed devices in RFC Class 0 | <<10 KB <<100 KB
Class 1 | ~10 KB ~100 KB

Class 2 | ~50 KB ~250 KB



4.2 Massive Scalability 91

the help of gateways, as long as they are parsimonious with state memory, code
space, and often power expenditure for protocol and application usage . As such,
these devices face challenges in running certain demanding IPs such as BGP, OSPF,
HTTP, or Transport Layer Security (TLS) and in exchanging data using verbose
data serialization formats such as XML.

Class 2 devices are less constrained when compared to the rst two classes and
are capable of running the same IP stack that runs on general compute nodes today.
Nevertheless, these devices can still bene t from lightweight and ef cient commu-
nication stacks since the resources may then be directed toward applications in lieu
of networking.

Another dimension that characterizes constrained devices is power and/or energy
resource constraints. These could be attributed to a number of factors such as the
device size, primary mode of use, cost, operational environment, etc. Again, with
this dimension, there is a spectrum of possibilities ranging from devices that harvest
energy from the environment to battery-powered devices where the batteries are
replaceable or rechargeable, to non- eld replaceable battery-powered devices
(which are discarded past the battery s lifetime), and to mains-powered devices.
Energy consumption is a major issue for 10T devices. Research studies suggest that
communication is over three orders of magnitude more expensive in terms of energy
consumption than performing local processing functions. This is especially the case
when wireless communication is used, where the radio takes the lion s share of the
energy consumed by the device. To this reason, a common strategy employed by
power-constrained devices is to remain in sleep mode with no network connectivity
for extended periods of time and to connect only long enough to send the local data
either based on periodic timers or asynchronous triggers (e.g., when new data is
present or an event is detected).

To address the requirements of constrained devices, lightweight, energy-ef cient,
and bandwidth-conscious communication protocols are required across all the lay-
ers of the protocol stack.

4.2 Massive Scalability

Based on an estimate conducted by Cisco, about 99.4% of the physical objects in
the world, which could potentially be connected to the Internet, are still uncon-
nected. Conversely, this means that only about 10 billion out of approximately 1.5
trillion global objects are connected. The number of devices connected to the
Internet is projected to surpass 26 billion devices by 2020 (Fig. 4.1). The majority
of this growth will be due to smart objects and things connecting to the Internet.
This massive scalability imposes requirements on various aspects of the loT proto-
col stack, in the areas of device identi cation and addressing, name resolution,
security, control plane (e.g., routing protocols), data plane forwarding, as well as
manageability.



92 4 loT Requirements for Networking Protocols

Fig. 4.1 Growth of connected devices. (Source: Cisco)

4.2.1 Device Addressing

The goal of the I0T is to build a uniform network that integrates and uni es all the
communication systems between smart objects in the world. To realize the full
potential of this vision, the interconnected things need to be individually address-
able for ubiquitous communication between systems. In many current deployments
of smart objects, the interconnection of things to the Internet, when available, is
through gateways or proxies. In this sense, the connected things are proverbial
second-class citizens of the Internet. Realizing the 10T vision requires that a global
IP address be assigned to each one of the billions of devices that will be connected.
Taking into account the fact that the IPv4 address space was completely depleted by
February 1, 2011, it becomes clear that the massive scalability of the 10T will accel-
erate the transition of the Internet to IPV6.

4.2.2 Credentials Management

Security credentials management (e.g., shared key distribution, certi cate manage-
ment, etc.) poses a signi cant challenge in today s Internet. The addition of billions
of devices to the network with 10T will only compound the problem further. Manual
mechanisms currently employed for credentials management (e.g., through pre-
con guration) are not going to be viable in 10T due to two reasons: the sheer num-
ber of devices and the limitations in (or complete lack of) user interfaces on
constrained devices. The number of devices renders the use of pre-shared keys
impractical for production deployments, especially when the devices have rudimen-
tary user interfaces or no user interface at all.

The massive scalability of the 10T calls for lightweight, low-touch, and highly
automated credentials management mechanisms.
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4.2.3 Control Plane

The Internet encompasses diverse networks running different control plane proto-
cols for the purpose of discovering topology information, communicating connec-
tivity status or link health, signaling session or connection state, guaranteeing
quality of service, and, among other things, quickly reacting to faults. These proto-
cols maintain distributed state that is synchronized using message exchanges
between peering nodes. In some cases, these peering relationships are hierarchical
in nature (e.g., a client-server model) or at (e.g., overlay peers). The behavior of
the control plane functions together with the syntax and semantics of the messages
exchanged de nes the speci cs of the control plane protocol. As the number of
nodes participating in a given protocol increases, both the amount of state to be
maintained by each node increases and the volume of messages required for keep-
ing the distributed state tables in synchronization grows. Beyond a speci ¢ limit,
attempts to scale a speci ¢ control plane protocol typically lead to adverse side
effects on the protocol s convergence time, the node resources, and the overall net-
work response. The scalability of the 10T calls for elastic control plane mechanisms
that can accommodate the massive number of connected devices.

4.2.4 Wireless Spectrum

As the Internet of Things continues to evolve, one fact remains constant: these
things require connectivity. This global network of objects, sensors, actuators, etc.
must be connected to the Internet in some way, and in many cases wirelessly. The
wireless spectrum is a nite resource, and the licensed portion of this spectrum is
both expensive and scarce. With billions of devices coming online over the coming
decade or so, many of these devices will be contending for the airwaves.

As of now, many loT systems operate in unlicensed radio frequencies, namely,
the industrial, scienti c, and medical (ISM) bands, for example, the 900 MHz band
for Electronic Product Code (EPC), one of the standards for radio-frequency identi-

cation (RFID); the 13.56 megahertz (MHz) band for near- eld communications
(NFC) supporting mobile payments; and the sub-125 kilohertz (kHz) band for phys-
ical security systems (video surveillance and access control). These technologies
achieve connectivity using a range of different, and in some ways competing, wire-
less protocol standards, such as Zigbee, Z-Wave, Bluetooth LE, and Wi-Fi, all of
which were designed to work in the unlicensed spectrum. There are no spectrum
bottlenecks for these bands yet, even though Wi-Fi services are approaching the
point where they are maximizing the number of channels that can be t into the
allotted spectrum. However, when it comes to the licensed bands used for cellular
communication (e.g., the GSM bands de ned in 3GPP TS 45.005), the bottlenecks
become more pronounced, especially with the accelerating growth in data traf c
over cellular networks. The term spectrum crunch has been used in recent years
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Fig. 4.2 Global machine-to-machine growth and migration from 2G to 3G and 4G. (Source: Cisco
VNI Mobile, 2015)

to refer to this issue. There are two variables at play here: growth in the number of
endpoints as well as growth in the volume of traf c¢ per endpoint, both of which
contribute to the spectrum crunch phenomenon. Research by Cisco shows that glob-
ally, mobile M2M connections will grow from 495 million in 2014 to more than 3
billion by 2019, a sevenfold growth. Global mobile data traf ¢ grew 69% in 2014
reaching 2.5 exabytes per month at the end of 2014, up from 1.5 exabytes per month
at the end of 2013. Further, it is projected that global mobile data traf ¢ will increase
nearly tenfold between 2014 and 2019 (Fig. 4.2).

4.3 Determinism

One of the value propositions of 10T is that the technology will allow for better
observation and monitoring of the physical world and will also enable the auto-
mated change of that world through closed-loop actuation. 0T opens up the door
for supporting use cases that demand mission critical networking with high require-
ments for real-time response as well as overall network, protocol, and device robust-
ness. Some of these use cases emerge from industrial automation, such as monitoring
systems, movement detection systems for use in process control (i.e., process manu-
facturing), and factory automation (i.e., discrete manufacturing). Other use cases
have a much broader scope that spans mission-critical automation (e.g., rail control
systems), motion control (e.g., wind turbines), vehicular networks (e.g., infotain-
ment, power train, driver assistance), etc. With the increasing demand for connectiv-
ity and multimedia in transportation in general, use cases and applications are
emerging in all elements of the vehicle from head units to rear seat entertainment
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modules, and to ampli ers and camera modules. While these use cases are aimed at
less critical applications than industrial automation, they do share common
requirements.

These use cases all share the common requirement to support real-time informa-
tion transfer: the time it takes for each packet to traverse a path from its source to its
destination should be determined; that is, the process must be deterministic. Systems
with control loops involving endpoints communicating over a network can function
properly only if the networks connecting those endpoints guarantee determinism
(imagine what would happen if a network delays a packet carrying a control vari-
able for a high-speed CNC mill).

In this context, a network is said to support determinism and is thereby deemed
to bea deterministic network, if the worst-case communication latency and jitter
of messages of interest are decidable based on a reasonable model of the network.
A model is considered reasonable when it suf ciently represents reality for the tar-
get use cases of the networking system. Determinism does not imply speed. In con-
trol functions, both speed and determinism are required. Speed is required to attain
the highest possible throughput. Determinism, on the other hand, is required to
specify a level of quality for the throughput, i.e., the highest-speed throughput that
is in fact usable by the application.

Deterministic Networking enables the migration of applications that have so far
relied on special-purpose non-packet-based ( eldbus) technologies (e.g., HDMI,
CAN bus, Pro bus, etc.) to Internet Protocol technologies to support both these new
applications, in addition to existing IP network applications, over the same physical
network (Fig. 4.3). When applied in the context of industrial applications, this leads
to what is dubbed as the OT/IT convergence. Operational technology (OT) refers

Fig. 4.3 Deterministic vs. guaranteed vs. best effort traf c
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to industrial networks, which, due to their different goals, have evolved in silo but
in a manner that is substantially different from information technology (IT) net-
works. With OT, the focus has been on transporting fully characterized traf ¢ ows,
over asmall area (e.g., plant oor), in a well-controlled environment with a bounded
latency, extraordinarily low frame loss, and very narrow jitter.

Experience with custom control and automation networks, as well as proprietary
audio/video networks, has shown that these applications require one or more of the
following characteristics: time synchronization of all hosts and network elements
(routers, bridges, etc.) and accurate in the range of 10 nanoseconds to 10 microsec-
onds, depending on the application. The applications also require support for criti-
cal packet ows that need guarantees of the minimum and maximum latency
end-to-end across the network. Such ows can be either unicast or multicast and can
in total consume more than half of the available bandwidth of the network, thereby
eliminating the possibility of relying on over-provisioning. The applications man-
date packet loss ratios that are at least in the range of 1.0e-9 to 1.0e-12. Furthermore,
the traf c for these applications cannot be subjected to throttling, congestion feed-
back, or stochastic network-imposed transmission delay.

4.4 Security and Privacy

The ubiquity of 10T and its potential to extend into all aspects of human life, whether
in transportation, healthcare, home automation, industrial control, etc., make guar-
anteeing security and privacy paramount. With traditionally of ine systems and
applications being connected to the Internet, they quickly become targets for attacks
that will only continue to grow in magnitude and sophistication. Such targets cover
a multitude of industry segments, and the potential impact of security attacks could
lead to signi cant damage and even loss of life.

While the threats in 10T may, at the outset, seem largely similar to those in more
traditional IT environments, the potential impact of those threats is more profound.
This is why threat analysis and risk assessment efforts are key in 10T to measure the
impact of a security incident or breach.

A fundamental pillar in securing the 10T is around mechanisms to authenticate
device identity. As was discussed in Sect. 4.1, many loT devices are constrained
devices, which lack the required processing, memory, storage, and power require-
ments to support state-of-the-art authentication protocols. The state-of-the-art
encryption and authentication protocols are based on cryptographic suites such as
Advanced Encryption Standard (AES) for con dential data transport, Rivest-
Shamir-Adleman (RSA) for digital signatures and key transport, and Dif e-Hellman
(DH) for key negotiations and management. While these protocols are battle-proven
in deployments, they suffer from two shortcomings when it comes to applying them
to 10T. The rst shortcoming is that these protocols are resource hungry and gener-
ally demand high-capability compute platforms. Appropriate reengineering is
required to accommodate constrained devices. The second shortcoming is that the
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authentication and authorization protocols are high-touch, requiring user input for
provisioning and con guration. In many loT deployments, access to the devices
will be limited or impractical, thereby requiring that the initial con guration be
tamper-proof throughout the usable lifespan of the devices, and such lifespan could
extend to many years.

In order to address these shortcomings, new lightweight authentication and
authorization protocols are required which leverage the experience of today s strong
encryption/authentication algorithms but are capable of running on constrained
devices.

Encryption is the cornerstone of network security protocols. The effectiveness of
encryption algorithms generally decreases with time due to a humber of factors
including Moore s Law (availability of stronger compute to crack the encryption),
public disclosure of inherent vulnerabilities with prolonged exposure to attacks,
wide adoption (which increases the attack surface), etc. This creates an interesting
predicament for the use of encryption in 10T: deployed devices may outlive the
effectiveness of the encryption mechanisms embedded within them. For instance, a
smart meter in a home can operate for 50 years, whereas the encryption protocol
may lose its effectiveness in about half of that time.

Other aspects of security that need to be considered for 10T include:

Data privacy levels and geo-fencing of data (i.e., limiting access to data to spe-
ci clocales).

Strong identities.

Strengthening of base network infrastructure such as the Domain Name System
(DNS) with DNSSEC and DHCP to prevent attacks.

Adoption of protocols that are more tolerant to delay or transient connectivity
(such as delay-tolerant networks).

Privacy is a major issue even in today s Internet. User data is collected for a mul-
titude of purposes such as targeted advertisements, purchase recommendations, and
even national security. 10T will exacerbate the importance of preserving privacy
because many applications generate traceable signatures of the behavior of indi-
viduals and their physical location. Some loT applications even involve highly sen-
sitive personal information, such as medical records. For these types of applications,
it is imperative to decouple the device from the owner s identity while still provid-
ing robust mechanisms for device ownership veri cation and device identity authen-
tication. Shadowing is one mechanism proposed to achieve this. Effectively, digital
shadows enable the user s objects to act on his or her behalf, storing just a virtual
identity that contains information about his or her attributes. As a matter of fact,
identity management in the loT paves the way to increase security by applying a
combination of diverse authentication methods for humans and machines. For
instance, biometric data combined with a physical object could be used as grant
access by unlocking a door.

The importance of security in 10T cannot be overstated. More details on this
topic are covered in Chap. 8.
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4.5 Application Interoperability

M2M deployments, in one form or another, have existed for over two decades now.
However, the vision of the Internet of Things is far from being a reality, and the
technology is yet to realize its full market potential. The complexity of developing,
deploying, and managing loT applications remains a key challenge for the industry.
It constitutes a challenge for network operators who are trying to offer pro table
services tailored to the 10T market, for application developers building vertical-
speci c applications, as well as for service providers who are trying to speed time
to market, reduce costs, and simplify robust application deployment. This complex-
ity drives up the cost of building IoT solutions.

The problem of complexity, and associated high cost, can be attributed in part to
the closed nature of the solutions, which are developed in vertical-speci c silos,
thereby leading to each solution provider having to implement all the building
blocks required for a minimum viable product, as opposed to reusing standard and
open components. The resulting solutions are almost ubiquitously characterized by
having strong coupling between application entities. Here, we use the term applica-
tion entity to refer to an instance of application logic that may be implemented in
hardware (analogue or digital), software, rmware, etc. Thus, an application entity
denotes any 10T endpoint responsible for producing or consuming data and spans
the entire gamut from a sensor/actuator to a cloud application.

The closed nature of existing 10T solutions renders them not only expensive to
implement initially but also expensive and dif cult to maintain and evolve over
time. This is primarily because application code often needs to be updated or
changed in the scenario where a device is swapped with another that is functionally
equivalent albeit manufactured by a different vendor, let alone the scenario where a
new device type needs to be integrated into the solution.

The above challenges lead to the requirement for application-level interoperabil-
ity for the 1oT. This requirement can be further broken down into requirements for
abstractions and standard application programmatic interfaces (APIs) as well as
requirement for semantic interoperability.

45.1 Abstractions and Standard APIs

Realizing the full vision of the 1oT will be dif cult unless the application program-
matic interfaces (APIs) that control the functionalities of the devices and smart
objects adhere to common standards that guarantee interoperability. To reach full
API interoperability, the industry must converge on mechanisms for identifying the
data that application entities will share and methods for sharing it. APIs expose the
data that enables disparate devices to be composed in innovative ways to create new
and interesting work ows. With the availability of standard APIs, it is possible to
introduce abstractions for common IoT functions, including:
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Fig. 4.4 Abstractions and APIs

Device management (activation, triggering, authentication, authorization, soft-
ware/ rmware update, etc.)

Data management (read, write, subscribe, notify, delete, etc.)

Application management (start, stop, debug, upgrade, etc.)

The abstractions provide logical representations of the functions while hiding all
implementation nuances and variations. They de ne service contracts that are gov-
erned by the syntax and semantics of the APIs and which formally specify the meth-
ods for interaction with modules supplying those functions. In other words, the use
of standard APIs introduces slip surfaces that eliminate coupling between func-
tionally discrete modules of a given 10T solution. This allows modules supplied by
different IoT vendors to seamlessly interwork and integrate into a cohesive system.
A given module can be replaced by another supplied by a different vendor as long
as it subscribes to the standard APl governing the associated slip surfaces between
the system s building blocks (Fig. 4.4).

4.5.2 Semantic Interoperability

Semantic interoperability guarantees that application entities in the 10T can access
and interpret data unambiguously. Providing unambiguous data descriptions that
can be machine processed and interpreted by application entities is one of the key
enablers of automated information communications and interactions in 10T.
Without semantic interoperability among communicating systems, sharing loT
data in a useful way is impossible. Semantic interoperability guarantees a common
vocabulary that paves the way for accurate and reliable communication between



100 4 loT Requirements for Networking Protocols

Fig. 4.5 Simple loT ontology

applications and systems. This uent machine-to-machine communication depends
on the ability of different systems to map data to shared semantics, or meaning. If
we were to use the analogy of a pyramid to visualize the different tiers of applica-
tion interoperability, the base of that pyramid would be syntactic or structural
interoperability: it de nes the structure or format of data exchange between applica-
tions. Structural interoperability is a prerequisite; it is necessary but not suf cient
for two applications to successfully work together. The top part of the pyramid is
reserved to semantic interoperability. It deals with the content of the messages
exchanged and their associated meaning, not just the message formats.

Semantic interoperability can be achieved in a number of ways. One is through
the development of pervasive and common information models, or ontologies (Fig
4.5), that capture the knowledge associated with a speci c vertical domain. Another
is through providing semantic mediators, or translators, that perform conversion of
the information to a format that the application entity understands.

4.6 Summary

The Internet Protocol (IP) stack was among the factors that contributed to the suc-
cess of the Internet. While this IP stack provides a strong foundation for building the
10T, a number of shortcomings need to be addressed to meet the peculiar require-
ments of 10T. These requirements include support for resource-constrained devices
that have very limited compute capabilities and limited power; support for the mas-
sive scalability of 10T, with billions of connected devices; the need for deterministic
networks to support real-time mission critical applications; the requirement for
lightweight security protocols and ensuring data privacy; and nally the require-
ment for application interoperability through the use of APIs and uni ed data
semantics.
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Problems and Exercises

wn

©oo~N UM

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.
21.

What are constrained devices? Name their classes and characteristics.

What makes a network deterministic ?

In what three areas does the massive scalability of loT impact networking
protocols?

What is the importance of standard APIs in the success of 10T?

Why is scalability a major requirement for 1oT protocols?

What is an ontology? Why are ontologies applicable in the 10T?

Name three key loT requirements that have impact on networking protocols.
What characteristics of the IP stack contributed to the success of the Internet?
Was the choice of the Internet as the underlying network for 10T always a given
or agreed upon fact?

Name the various options by which 10T devices can be supplied with power.
Describe the characteristics of Class 0-constrained devices.

What is semantic interoperability ? Why is it important in 10T?

How does scalability impact the network control plane? Explain the various
dimensions impacted.

How much of the IPv4 address space is still available for allocation?

What common 1oT functions can be abstracted through APIs in order to sim-
plify application development and improve the time to market new loT applica-
tions and services?

What types of applications can be migrated to IP technologies with the advent
of Deterministic Networking?

Which is more expensive in terms of power consumption: Communication or
local processing? What does this imply to 10T devices?

How does the addition of billions of devices to the internet affect the wireless
spectrum?

How does the complexity of developing, deploying, and managing IoT applica-
tions today affect the state of the industry?

What makes existing credentials management techniques inadequate for 10T?
What are two shortcomings of the state-of-the-art security protocols (for
authentication/authorization/encryption) when applied to the [0T?
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Chapter 5
loT Protocol Stack: A Layered View

The loT protocol stack can be visualized as an extension of the TCP/IP layered
protocol model and is comprised of the following layers (refer to Fig. 5.1):

Physical layer

Link layer

Network layer

Transport layer
Application Protocols layer
Application Services layer

Note that the Application layer of the TCP/IP protocol stack is expanded into two
layers in the 10T protocol stack: Application Protocols and Application Services. It
is as if the proverbial narrow waist of the hourglass is being extended further up
the stack to provide interoperability between heterogeneous things.

5.1 Link Layer

In this section we will examine the impact of the IoT requirements on the Link layer
through a combined view of the challenges that those requirements impose on net-
working technologies, industry efforts to address those challenges, and remaining

gaps.

5.1.1 Challenges

The challenges that the 10T presents to the Link layer of the protocol stack can be
broadly categorized into the following four areas: device characteristics, traf c
characteristics, access characteristics, and scalability (Fig. 5.2).
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Fig. 5.1 loT protocol stack

Fig. 5.2 Link layer challenges. (Source Cisco BRKIOT-2020, 2015)

On the device characteristics front, the 10T will encompass a wide spectrum of
things that span from fully capable (non-constrained) compute nodes to highly
constrained devices. The latter typically have limited energy resources to spend on
processing and communication. As discussed earlier, network communication is
typically more power consuming when compared to local processing. Hence, com-
munication technologies need to be optimized to accommodate low-power devices.
Implementation of protocols at all layers of the protocol stack can affect energy
consumption. However, the Link layer, in particular, has a signi cant impact due to
the fact that this layer is responsible for the nuances of the physical transmission
technology, framing, media access control, and retransmissions. For instance, it is
reported that, depending on the link load, between 50% and 80% of the communica-
tion energy is used for repairing lost transmissions at the MAC layer.
The traf ¢ characteristics of 10T endpoints vary widely depending on the appli-
cation s demands and nature of devices. Some applications have relaxed require-
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ments on packet loss, latency, and jitter (e.g., a meteorological monitoring
application), whereas others have very tight availability, latency, and jitter tolerance
(e.g., a jet engine control application). It is worth noting here the contrast between
the meteorological monitoring and jet engine control applications: both applications
may be using the same types of devices (temperature sensors, pressure sensors) and
observing the same physical entities (temperature, pressure). However, it is the
applications requirements that dictate the traf c characteristics that the network
must deliver. By the same token, some 10T devices generate short bursty traf c
(e.g., point of sale terminal), whereas other devices generate long-tailed traf ¢ (e.g.,
video camera). The dichotomy in traf ¢ characteristics, between solutions that
expect determinism and those that can withstand best-effort (random) communica-
tions, creates drivers for Link layer technologies that support deterministic and
Time-Sensitive Networking.

The access characteristics of 10T endpoints become increasingly diverse as the
footprint of the network grows beyond traditional IT environments, dominated by
familiar local area network (LAN) and wide area network (WAN) technologies, and
into new deployment environments such as industrial plant oor, oil elds, marine
platforms, mines, wells, power grids, vehicles, locomotives, and even the human
body. 10T devices in these environments may connect to the network using a mix of
wireless and wired technologies. The devices when connected wirelessly may be
either mabile or stationary and depending on the logistics of the deployment may
require either long-range or short-range connectivity solutions. To accommodate
this diversity, new Link layer protocols that form the foundation of eld area net-
work (FAN), neighborhood area network (NAN), and personal area network (PAN)
technologies are required.

10T scalability demands present interesting challenges for the Link layer of the
protocol stack, especially for wireless technologies. On the one hand, these tech-
nologies offer a number of appealing characteristics that make them a good t for
the 10T, low upfront investments, wide geographic coverage, fast deployment, and
pleasing aesthetics (no unsightly wires).

On the other hand, these technologies are susceptible to scalability issues. For
instance, cellular technologies are subject to the spectrum crunch problem, which
drives demand for technology optimizations and cellular off-load solutions such as
Wi-Fi and femtocell. Also, wireless mesh technologies suffer from challenges such
as forwarding latency and slow convergence as the diameter of the mesh scales.

5.1.2 Industry Progress

Now that we have covered the main challenges that 10T presents to the Link layer
of the protocol stack, we will shift our focus to describe the industry s progress in
addressing those challenges through open standard solutions.
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5.12.1 IEEE 802.15.4

IEEE 802.15 Task Group 4 (TG4) was chartered to investigate a low data rate wire-
less connectivity solution with focus on very low complexity and extended battery
life span that is in the range of multiple months to multiple years. The solution was
meant to operate in an unlicensed, international frequency band. While initial activi-
ties of the task group focused on wearable devices, i.e., personal area networks, the
eventual applications proved to be more diverse and varied. Potential applications of
the solution include sensors, interactive toys, smart badges, remote controls, and
home automation. As can be seen from the applications, the focus of the solution
has primarily revolved around enabling specialty, typically short-range,
communication.

The resulting IEEE 802.15.4 technology is a simple packet-based radio protocol
aimed at very low-cost, battery-operated devices (whose batteries last years) that
can intercommunicate and send low-bandwidth data to a centralized device. The
protocol supports data rates ranging from 1Mbps to 10 kbps. The data rate is
dependent on the operating frequency as well as on the coding and modulation
scheme. The standard operates over several frequency bands, which vary by region:

169 MHz band
450 MHz band
470 MHz band
780 MHz band
863 MHz band
896 MHz band
901 MHz band
915 MHz band
917 MHz band
920 MHz band
928 MHz band
1427 MHz band
2450 MHz band

In addition, the standard supports multiple modulation schemes, including
BPSK, ASK, 0-QPSK, MR-FSK, MR-OFDM, and MR-O-QPSK. The transmis-
sion range varies from tens of meters up to 1 kilometer, the latter introduced with
IEEE 802.15.4g. The protocol is fully acknowledged for transfer reliability. The
basic frame size is limited to 127 bytes in the original speci cation, and the philoso-
phy behind that is twofold: to minimize power consumption and to reduce the prob-
ability of frame errors. However, with IEEE 802.15.4g, the maximum frame size is
increased to 2047 bytes, accompanied by an increase of the frame check sequence
(FCS) from 16 to 32 bits for better error protection.

The standard offers optional fully acknowledged frame delivery for transfer reli-
ability in lossy environments (e.g., high interference). If the originator of a frame
does not receive an acknowledgment after a certain time period, it assumes that the
transmission failed and retransmits the frame. If an acknowledgment is still not
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received after multiple attempts, the originator may either terminate the transaction
or continue retrying.

The IEEE 802.15.4 standard only de nes the functions of the Physical and Media
Access Control (MAC) layers. It serves as the foundation for several protocol stacks,
some of which are non-IP, including Zigbee, Zighee RFACE, Zigbee Pro,
WirelessHART, ISA 100.11a, and RPL.

There are two types of devices in an 802.15.4 network. The rst one is the full-
function device (FFD). It implements all of the functions of the communication
stack, which allows it to communicate with any other device in the network. It may
also relay messages, in which case it is dubbed as a personal area network (PAN)
coordinator. The PAN coordinator is in charge of its network domain: it allocates
local addresses and acts as a gateway to other domains or networks. The second type
of device is the reduced-function device (RFD). RFDs are meant to be extremely
simple devices with very modest resource and communication capabilities. Hence,
they can only communicate with FFDs and can never act as PAN coordinators. The
rationale is that RFDs are to be embedded into the things. Networks can be built
using either a star, mesh, or cluster tree topology (Fig. 5.3). In all three cases, every
network needs at least a single FFD to act as the PAN coordinator. Networks are
thus formed from clusters of devices separated by suitable distances.

In the star topology, all devices communicate through a single central controller,
namely, the PAN coordinator. This is a hub-and-spoke model: the PAN coordinator
is the hub, and all other devices form spokes that connect only to the hub. The PAN
coordinator is typically main powered, while the devices are most likely battery
operated. Use cases that make use of this topology include smart homes (home
automation), computer peripherals, personal health monitors, toys, and games. Each
star network chooses a PAN identi er, which is not currently in use by any other
network within the radio range. This allows each star network to operate indepen-
dently of other networks.

Fig. 5.3 IEEE 802.15.4 topologies
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The mesh topology (also called peer to peer) differs from the star topology in that
any device can communicate with any other device as long as the two are within
radio range. A mesh network can be ad hoc in formation, self-organizing, and self-
healing on node or link failures. It also provides reliability through multipath rout-
ing. Use cases such as industrial control and process monitoring, wireless sensor
networks (WSN), precision agriculture, security, asset tracking, and inventory man-
agement all can leverage this topology.

The cluster tree topology is a special case of a mesh network that comprises of
chained clusters. In a cluster tree, the majority of the devices are FFDs. RFDs may
connect to the network as leaf nodes at the end of a tree branch. As with any 802.15.4
topology, the network has a single PAN coordinator. The PAN coordinator forms the

rst cluster by declaring itself as the cluster head (CLH) with a cluster identi er
(CID) of zero, selecting an unused PAN identi er, and broadcasting beacon frames
to other neighbor devices. A device, which receives beacon frames, may request
from the CLH to join the cluster. If the CLH allows the device to join, it will add the
new device as a child device in its neighbor list. The newly joined device will add
the CLH as its parent in its neighbor list and commence broadcasting periodic bea-
con frames. This allows other candidate devices to join the same cluster at that
device. Once the requirements of the application or network are met, the PAN coor-
dinator may instruct a device to become the CLH of a new cluster that is adjacent to
the rst. The advantage of this daisy-chained cluster structure is the ability to
achieve larger coverage area at the expense of increased message latency.

5.1.2.2 IEEE 802.15.4e TSCH

IEEE 802.15.4¢ is the next-generation 802.15.4 wireless mesh standard. It aims to
improve on its predecessor in two focus areas: lower energy consumption and
increased reliability. The standard introduces a new media access control (MAC)
layer to 802.15.4 while maintaining the same physical (PHY) layer. Hence, it can be
supported on existing 802.15.4 hardware. Two key capabilities are added, time syn-
chronization and channel hopping, hence the acronym TSCH. Time synchroniza-
tion addresses the requirement for better energy utilization, whereas channel
hopping aims at increasing the reliability of communication.

With time synchronization, time is sliced into xed-length time slots and all
nodes are synchronized. A time slot is long enough to allow a station to send a maxi-
mum transmission unit (MTU)-sized frame and receive an acknowledgment back.
Time slots are grouped into slotframes of exible width. The exibility allows dif-
ferent deployments to optimize for bandwidth or for energy saving: the shorter the
slotframe, the more frequently that a given time slot will be repeated, thereby giving
a station more chances to transmit (i.e., higher bandwidth) but at the expense of
increased energy consumption. The current time slot is globally known to all nodes
in the network via an absolute slot number (ASN). The ASN is initialized to 0 and
is expected to wrap around only after hundreds of years.
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With channel hopping, each message transmission between nodes occurs on a
speci ed channel offset. The channel offset is then mapped to a radio frequency
using a function that guarantees that two consecutive transmissions between two
nodes hop from one frequency to another within the allotted band:

Frequency F ASN Channel Offset modnFreq

where nFreq is the number of available frequencies in the allotted band.

This enhances the reliability of communication as it is proven to be effective
against multipath fading and interference. Basically, if a speci c frequency is sub-
ject to fading or interference, then by changing the frequency used for communica-
tion between nodes with every new message, only a subset of the messages will be
lost due to those conditions, whereas if all communication were to occur on the
same frequency, then all messages between the nodes communicating over the
affected frequency would be lost during the fading or interference event.

The nodes in the network all obey a TSCH schedule. The schedule is a logical
two-dimensional matrix with one dimension determining the slot offset in the slot-
frame and the second dimension designating the channel offset in the available fre-
quency band (Fig. 5.4). The schedule instructs each node on what it is supposed to
do in a given time slot: transmit, receive, or sleep. The schedule also indicates for
every communicating node its neighbor s address and the channel offset to be used
for said communication. The width of the schedule is equal to the slotframe width,
whereas the depth of the schedule is equal to the number of available frequencies in
the allotted band. Each cell in the schedule corresponds to a unique slot offset and
channel offset combination. The organization of communication in the schedule
allows the network to operate using collision-free communication, by ensuring that
only a single station transmits in a given cell. Alternatively, it can allow the network
to operate in a slotted Aloha paradigm (i.e., carrier-sense multiple access with col-
lision detection CSMA/CD) by allowing multiple stations to transmit in the same
cell. IEEE 802.15.4e does not de ne the mechanisms by which the TSCH schedule
is built and leaves that responsibility to upper-layer protocols.

Fig. 5.4 TSCH schedule
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5.1.2.3 LoRaWAN

LoRaWAN de nes a communication protocol and network architecture for low-
power wide area networks (LPWANSs). LoRaWAN is designed to address the
requirements for low power consumption (i.e., long battery life), long range, and
high capacity in LPWANSs while maintaining low cost for the solution. The com-
munication protocol used in LoRaWAN is known as LoRa. The LoRa physical layer
uses chirp spread spectrum modulation. It is characterized by low power usage
while at the same time signi cantly increasing the communication range when com-
pared to frequency-shifting keying (FSK), which is the modulation technique often
used in legacy wireless systems. Chirp spread spectrum is not a new technique: it
has been employed in military and space applications for decades because of its
extended range and its robustness against interference. A key advantage of the LoRa
protocol is its extended range: a single base station can cover hundreds of square
miles. That s enough to provide coverage over cities. Hence, with minimal infra-
structure, entire countries can be covered using LoRaWAN. In wireless communi-
cation systems, the range within a given environment is determined through the link
budget metric. LoRa has a link budget that is greater than any other standardized
wireless communication technology today. The link budget is de ned as an account-
ing of all the gains and losses between a transmitter and a receiver:

Link Budget Transmitted Power  Gains  Losses

5.1.23.1 LPWAN Motivation

LPWANSs are meant to Il the gap between short-range wireless and cellular com-
munication technologies. They are designed for low-power, long-range, and light-
weight data collection 10T use cases (Fig. 5.5). Devices connecting to LPWANSs will
typically have a battery life of over 10 years and will require outdoor coverage of up
to 20 km (12 miles) and suf cient indoor penetration. From an operational stand-
point, the solutions require low service cost and endpoint complexity. In general, the
LPWAN landscape spans both licensed and unlicensed spectrums. LoRaWAN falls
under the latter.

5.1.2.3.2 Network Architecture

LoRaWAN employs a long-range star (or hub and spoke) architecture in order to
minimize power consumption. Star architecture, in contrast to mesh architecture,
eliminates the scenario where nodes receive and forward information from other
nodes that is mostly irrelevant to them. In LoRaWAN, gateways act as hub nodes,
whereas end devices form the spokes. End nodes are not associated with a particular
gateway. Rather, when a node sends data, it is typically received by multiple
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Fig. 5.5 LPWAN

positioning S
I

WLANS Cellular
- (Wi-Fi) (3G/4G)
§e]
a
IS
>
[%2]
c
)
]
@
=
g
IEEE 802.15.4
=
]
3
Short Range Long
LoRaWAN Gateways (GW) Network Server (NS) Application Servers (AS)
Devices
Backhaul
(3G/Ethernet)
LoRa
RF
App Data IR_ZE?JV;Q'\‘; LoRaWAN MAC Tul:ne\ IP Transport App Data

Fig. 5.6 LoRaWAN end-to-end network architecture

gateways. Each of these gateways, in turn, forwards the received data toward the
cloud-based network server using some backhaul! technology. The network server
is responsible for all complex and intelligent functions: it manages the network,

Iters redundant received data, performs security veri cation, schedules acknow!-
edgments through the most optimal gateway, and performs adaptive rate control,
etc.

A key feature of this architecture is that no handover mechanism is required from
one gateway to another to support the mobility of end nodes. Therefore, it is straight-
forward to enable loT asset tracking applications. Another key feature is the built-in
access redundancy, where the failure of a gateway or path toward the network server
is handled by sending redundant copies of data packets (Fig. 5.6).

'The backhaul can be Ethernet, Wi-Fi, satellite, or cellular.
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5.1.2.3.3 Device Class Capabilities

In order to address the constrained devices requirement of 10T, LORaWAN de nes
three device class capabilities targeting different applications with varying needs.
The classes are labeled A, B, and C. They offer a trade-off between energy con-
sumption and downlink communication latency.

Class A devices support bidirectional communication. They include battery-
powered sensors. This is the most energy-ef cient device class capability and must
be supported by all devices implementing LoRaWAN. The communication model is
such that each uplink transmission by the end device is followed by two short down-
link receive windows. The transmission schedule of the end device is dictated by its
own communication requirements, albeit with a small variation in the allocated
window based on a random time variance (ALOHA protocol avor). This class of
operation is suitable for applications where downlink communication from the
server to the end device mostly occurs in the short window after the latter had sent
an uplink transmission. Otherwise, such downlink communication must be deferred
till the next scheduled uplink transmission.

Class B devices support bidirectional communication with scheduled receive
slots. They include battery-powered actuators. This class offers energy ef ciency
with latency controlled downlink communication. The communication model for
this class supports all the capabilities of Class A and in addition requires end devices
to open extra receive windows at scheduled times. This is accomplished by having
the end devices receive a time-synchronized beacon from the gateways, so that the
applications on the servers know when the end devices are listening on these extra
slots.

Class C devices support bidirectional communication with maximal receive
slots. They include main powered actuators. This class is for devices that have the
energy resources to afford to listen continuously. It is well suited for applications
that require no latency in downlink communication. End devices in this class must
continuously open receive windows, when not in transmitting mode.

5.1.2.3.4 Scalability

LoRaWAN ensures the scalability of its long-range star network architecture
through high-capacity gateways. Gateways achieve high capacity through a twofold
approach, by using adaptive data rate and by employing a multichannel multi-
modem transceiver. This allows the gateway to receive simultaneous messages on
multiple channels from a very high volume of end devices. Several factors affect
network capacity, among which the following are deemed most critical:

Number of concurrent channels supported by the transceiver
Data rate (i.e., time on air)

Payload size

Frequency of transmission of communicating nodes
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Recall that LoRa uses spread spectrum modulation; hence, when different
spreading factors are used, the signals end up being orthogonal to one another. The
effective data rate changes with change in the spreading factor. LoRaWAN gate-
ways capitalize on this property in order to concurrently receive multiple different
data rates on the same channel. In the scenario where an end device is in the vicinity
of a gateway and has a good link, there is no technical reason for it to use the lowest
data rate thereby Iling up the available spectrum for a longer time period than
required. If this device were to shift to a higher data rate, its time on air will be
shortened, thereby freeing up more time for other devices to transmit. It is worth
noting that in order for adaptive data rate to work, the uplink and downlink need to
be symmetrical, with suf cient downlink capacity. These features all contribute to
making a LoRaWAN network scalable.

However, the duty-cycle limitation in the ISM bands may arise as a limitation to
the scale of LoRaWAN networks. As an example, the maximum duty cycle of the
EU 868 ISM band is 1%. This results in a maximum transmission time of 36 s in
each hour for each end device in a sub-band.

5.1.2.3.5 Energy Ef ciency

Energy ef ciency is achieved in LoRaWAN through the use of the ALOHA method
of communication: nodes are asynchronous and only communicate when they have
data ready to be sent, whether scheduled or event driven. This alleviates the need for
end devices to frequently wake up and synchronize with the network or check for
messages. Such synchronization is one of the primary contributors to energy con-
sumption in wireless networks.

Energy ef ciency is also achieved through the use of adaptive data rate, where
transmission power is varied according to link quality. When adaptive data rate is
enabled, the network collects metrics on a number of the most recent transmissions
from a node. These metrics include the frame counter, signal-to-noise ratio (SNR),
and the number of gateways that have received each transmission. Based on these
metrics, the network then calculates if it is possible to increase the data rate or lower
the transmission power. If possible, the network will lower the transmission power
to save energy and cause less interference.

5.1.2.3.6 Security

LoRaWAN de nes two layers of security: one at the Network layer and one at the
Application layer. Network security is responsible for ensuring the authenticity of
the node in the network, whereas the Application layer security guarantees that the
user s application data is inaccessible to the network operator. LoRaWAN uses AES
encryption with key exchanges based on the IEEE EUI64 identi er.

Three different security keys are de ned: network session key, application ses-
sion key, and application key. The network session key is used for securing the
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interactions between the end node and the network. It helps in checking the validity
of the messages. The application session key is used for payload encryption/decryp-
tion. These two session keys are unique per device, per session. When a device is
dynamically activated, these keys are regenerated upon every activation, whereas, if
the device is statically activated, these keys remain the same until changed by the
operator. Devices which are dynamically activated use the application key in order
to derive the two session keys in the course of the activation procedure. In general,
it is possible to have either a default application key that is used to activate all
devices or a customized key per device.

5.1.2.3.7 Regional Variations

Due to differences in spectrum allocations and regulatory requirements between
regions, the LoRaWAN speci cation varies slightly from region to region. These
variations affect the following: frequency band, number of channels, channel band-
width, transmission power, data rate, link budget, and spreading factor.

5.1.2.3.8 Challenges

LoRaWAN relies on the acknowledgment of frames in the downlink for reliability.
This, in turn, causes capacity drain. Therefore, in general, application should try to
minimize the volume of acknowledgments in order to avoid this drain. This raises
an open question regarding the feasibility of very large-scale and ultrareliable appli-
cations using LoRaWAN.

Also, the uncoordinated deployment of LoRaWAN gateways and alternate
LPWAN technologies in large urban centers may lead to a decrease in network
capacity due to collisions in the ISM bands. This, in addition to the duty-cycle regu-
lation for these bands, poses potential challenges for large-scale LoRaWAN
deployments.

5.1.2.4 IEEE 802.11ah

The popularity of IEEE 802.11 wireless technologies (Wi-Fi) has grown steadily
over the years in home, business, as well as metropolitan area networks. The tech-
nology, however, cannot suf ciently address the requirements of loT, due to the
following two reasons:

High power consumption for client stations: Wi-Fi has the reputation of not
being very power ef cient, due to the need for client devices to wake up at regu-
lar intervals to listen to AP announcements, waste cycle in contention processes,
etc.
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Unsuitable frequency bands: Wi-Fi currently uses the 2.4 5 GHz frequency
bands, which are characterized by short transmission range and high degree of
loss due to obstructions. A common solution to this is the use of repeaters, but
those add to the power consumption of the solution and add to the network s
complexity.

To address these issues, IEEE 802.11 formed Task Group ah. The 802.11ah
group was chartered to develop a wireless connectivity solution that operates in the
license-exempt sub-1GHz bands to address the following 10T requirements: large
number of constrained devices, long transmission range, small (approximately 100
bytes) and infrequent data messages (inter-arrival time larger than 30 s), low data
rates, and one-hop network topologies. The solution is intended to provide a trans-
mission range of up to 1 km in outdoor areas with data rates above 100 kbps while
maintaining the current Wi-Fi experience for xed, outdoor, point-to-multipoint
applications. From a design philosophy perspective, the solution optimizes for
lower power consumption and extended range at the expense of throughput, where
applicable. In addition, the solution aims for scalability by supporting a large num-
ber of devices (up to 8191) per Wi-Fi access point.

IEEE 802.11ah introduces new PHY and MAC layers. The new layers are
designed for scalability, extended range, and power ef ciency. Compared to exist-
ing Wi-Fi technologies which operate in the 2.4 5 GHz range, the use of the sub-
1GHz band provides longer range through improved propagation and allows better
penetration of the radio waves through obstructions (e.g., walls).

However, one of the challenges in the use of the sub-1GHz spectrum is that its
availability differs from one country to the next, with large channels available in the
United States, whereas many other regions only have a few channels. This led the
802.11ah group to create several channel sizes: 1, 2, 4, 8, and 16 MHz channels
based on the needs and regulatory domains of different countries. It also led the
group to de ne operation over several frequency bands, which vary by region:

Europe: 868 868.6 MHz.

Japan: 950 958 MHz

China: 314 316, 390 434,470 510, and 779 787 MHz
Korea: 917 923.5 MHz

United States: 902 928 MHz

IEEE 802.11ah will support data rates ranging from 150 kbps up to 340 Mbps.
The supported modulation schemes include BPSK, QPSK, and 16 to 256 QAM.

In order to address the 10T requirements of low-power consumption and massive
scalability, the emerging 802.11ah introduces several enhancements to Wi-Fi tech-
nology that can be categorized into three functional areas:

Providing mechanisms for client stations to save power through longer sleep
times and reducing the need to wake up.

Improving the mechanisms by which a client station accesses the medium by
providing procedures to allow the station to know when it will be able to, or will
have to, access the channel.
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Enhancing the throughput of a client station that accesses the channel, by reduc-
ing the overhead associated with current IEEE 802.11 exchanges through reduc-
ing frame headers, as well as simplifying and speeding management frames
exchanges.

In what follows, we will describe a number of those enhancements in more
detail.

5.1.2.4.1 Short MAC Header

To enhance throughput, 802.11ah adds support for a shorter MAC header compared
to the current 802.11 standard. Information contained in the QoS and HT control

elds (the latter introduced to the MAC header with 802.11n) are moved to a signal
(SIG) eldinthe PHY header. The other non-applicable parts of the header are sup-
pressed, e.g., no duration/ID elds, since there is no virtual clear channel assess-
ment (CCA). The new header is 12 bytes shorter than the standard 802.11n header.
Following the same logic, the acknowledgment (ACK) frame is replaced with a null
data packet, which only contains the PHY header (no MAC header, no FCS). That
frame is sent at a special reserved modulation and coding scheme (MCS) to make it
recognizable. MCS is a simple integer assigned to every permutation of modulation,
coding rate, guard interval, channel width, and number of spatial streams.

5.1.2.4.2 Large Number of Stations

To enable support for a large number of client stations, 802.11ah extends the
Association Identi er (AID), which is limited to 2007 in the current 802.11 stan-
dard, by creating a hierarchical identi er with a virtual map, bringing the number up
to 8191.

5.1.2.4.3 Speeding Frame Exchanges

In current 802.11 frame exchanges, a client station rst has to contend for the
medium, then transmit its frames, and then wait for an acknowledgment from the
access point (AP). If the client station expects a response, it has to stay awake, while
the AP contends for the medium and then sends. The client station nally sends an
acknowledgment. With the 802.11ah speed frame exchange mechanism, the dialog
can occur within a single transmission opportunity (TXOP): the client station wakes
up, contends for the medium, and sends the frame to the AP, and the AP immedi-
ately replies after just a short inter-frame gap, allowing the client station (e.g., sen-
sor) to immediately go back to sleep mode after receiving the answer, saving on
uptime wasted in inter-frame and two-way acknowledgments.
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51244 Relay

Client stations often need to exchange information with one another, going through
one or more intermediary APs when a direct connection is not available. In such
exchanges, the client stations are forced to stay awake for the entire duration of the
dialog. This process is greatly optimized with 802.11ah relay coupled with speed
frame exchange. The client station wakes up and sends a frame to the AP, asking the
latter to relay. The client station can then immediately go back to sleep/power-sav-
ing mode. The AP may relay the frame through another AP or deliver it directly to
the destination. This model is appealing due to a number of reasons: the AP is usu-
ally main powered and has enough resources to buffer the frame until the destina-
tion client station wakes up. The same process can be repeated for the response
message, allowing both client stations to optimize power consumption when they
are not actively sending or receiving. This also eliminates the need for the client
stations to synchronize wake/sleep cycles.

5.1.2.45 Target Wake Time

With target wake time (TWT), the AP can inform client stations when they will gain
the right to access the medium. A client station and an AP can exchange initial frames
expressing how much access the former needs. Then, the AP can assign a target wake
time for the station, which can be either aperiodic or periodic (thus eliminating the
need for the client station to have to wake up to listen to TWT values). Outside of the
TWT, the client station can sleep and does not have to wake up to listen to any mes-
sages, not even beacon frames. At those target wake times (TWTs), the AP can send
a null data packet paging (NDP) that tells the client station about the AP buffer status.
This allows the AP to smoothly deliver buffer content to all client stations one after
the other, instead of having all stations wake up at beacon time.

5.1.2.4.6 Grouping

Client stations can be grouped based on their location, using a group identi er
assignment that relies on their type or other criteria. The AP then announces which
groups are allowed to be awake for the next time period and which groups can go
back to sleep mode because they will not be allowed to access the channel. This
saves battery power on the sleeping groups, as these do not have to listen to the traf-

c. This logic brings a form of time division multiplexing (TDM) to Wi-Fi, by
allowing transmission to each group based on time periods.
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5.1.2.4.7 Traf c Indication Map (TIM) and Paging Mechanism

802.11ah introduces a traf ¢ indication map (T1M) and page segmentation mecha-
nism, by which an AP splits the TIM virtual bitmap into segments and each beacon
only carries one segment. This allows loT devices to wake up only to listen to the
TIM matching their segment number. 802.11ah also introduces the concept of TIM
stations (that need to get TIM info and therefore wake up at regular intervals) and
non-TIM stations (that do not expect to receive anything and therefore can sleep
beyond TIMs and do not need to wake up unless they need to send).

5.1.2.4.8 Restricted Access Windows

The AP can de ne a restricted access window (RAW), which is a time duration
composed of several time slots. The AP can inform client stations that they have the
right to send or receive only during certain time slots within the window, in order to
distribute traf ¢ evenly. The AP would use the RAW parameter set (RPW) to deter-
mine and communicate these slots and transmission or reception privileges. A client
station that has traf ¢ to send upstream but for which the AP does not have traf c to
send downstream can send a request message to indicate to the AP that it needs a
slot upstream.

5.1.25 Comparison of Wireless Link Layer Protocols

The table below summarizes key characteristics of the wireless 10T link layer pro-
tocols discussed in this chapter:

Power
Protocol Range | Data rate Topology | Application consumption
IEEE Upto |1Mbpsto 10Kbps | Mesh Personal area Very low
802.15.4 1km network/home
network
LoRaWAN | Up to Upto 50Kbps Star Wide area network Low
20 km
IEEE Upto >100Kbps Star Metropolitan block | Medium

802.11ah 1km

5.1.2.6 Time-Sensitive Networking

The requirements for Time-Sensitive Networking originate from real-time control
applications such as industrial automation and automotive networks. These require-
ments contribute to some of the most prominent gaps that current Internet
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technologies need to address at the Link layer to realize the vision of I0T. In the case
of industrial automation, the networks are relatively large (in the order of one to
several kilometers) and may include up to 64 hops for a factory and up to 5 hops
within a work cell (e.g., robot). The network needs to accommodate, in addition to
real-time control traf c, other long-tailed traf ¢ such as video or large le transfers.
One of the key requirements for such networks is precise time synchronization, in
the order of — 500 nanoseconds within a work cell and — 100 microseconds factory
wide. Another key requirement is deterministic delay, which is not to exceed 5
microseconds within a work cell and 125 microseconds factory wide. Last but not
least, a fundamental requirement for such networks is high availability as it is criti-
cal for the safety of the operators. This translates to a requirement for redundant
paths with seamless or instantaneous switchover time, not to exceed 1 microsecond.
In the case of automotive networks, the physical size of the deployments is rela-
tively small, but the number of ports required is large: as an example, the network
may span 30 meters over 5 hops with over 100 devices connected (sensors, radar,
control, driver-assist video, information, and entertainment audio/video). A key
requirement for these networks is support for deterministic and very small latency,
less than 100 microseconds over 5 hops using 100Mbps links. Another important
requirement is high availability to ensure driver and passenger safety.

The above networks have typically been based on non-1P technologies.
Connectivity has traditionally been achieved using some eldbus technology such
as DeviceNet, Pro bus, and Modbus. Each of these technologies conforms to spe-
ci ¢ power, cable, and communication speci cations, depending on the supported
application. This has led to the situation where multiple desperate networks are
deployed in the same space and has driven the need to have multiple sets of replace-
ment parts, skills, and support programs within the same organization. With 10T, it
will be possible to unite these separate networks into a converged network infra-
structure based on industry standards. A candidate set of technologies to provide the
Link layer functions of this converged network infrastructure is the IEEE 802 fam-
ily of local area network (LAN)/metropolitan area network (MAN) protocols. One
of the more popular technologies in the IEEE 802 family of protocols is Ethernet.
Ethernet is by far the most widely deployed LAN technology today, connecting
more than 85 percent of the world s local area networks (LANs). More than 300
million switched Ethernet ports have been installed worldwide. Ethernet s ubiquity
can be attributed to the technology s simplicity, plug-and-play characteristics, and
ease of manageability. Furthermore, it is low cost and exible and can be deployed
in any topology. Ethernet and the IEEE 802 family of protocols have steadily
evolved over the years, with the IEEE Audio-Video Bridging (AVB) task group
focusing on standards for transporting latency-sensitive traf ¢ over bridged net-
works, primarily for multimedia (audio and video) streaming applications. These
standards provide a foundation on which to build Time-Sensitive Networking tech-
nologies for 10T. They provide architecture for managing different classes of time-
sensitive traf ¢ through a set of in-band protocols. In particular, IEEE 802.1AS
de nesapro le for the Precision Timing Protocol (PTP), which provides time syn-
chronization of distributed end systems over the network with accuracy better than
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— 1 microseconds. IEEE 802.1Qav de nes forwarding and queuing rules for time-
sensitive traf ¢ in Ethernet. It speci estwo traf c classes, class A and class B, with
maximum latency guarantees of 2 milliseconds and 50 milliseconds, respectively.
Traf c that does not belong to one of these two classes is considered to be best
effort, which includes all legacy Ethernet traf c. Traf ¢ shaping and transmission
selection are performed using a credit-based shaping algorithm: traf c is organized
by priority, according to its class, and transmission of a frame in one of the above
two classes is only allowed when credits are available for the associated class.
Upper and lower bounds on the credit-based shaper limit the bandwidth and bursti-
ness of the streams. Furthermore, IEEE standard 802.1Qat (part of IEEE 802.1Q-
2011) de nes asignaling protocol for dynamic registration and resource reservation
of new streams, which provides per-hop delays in the order of 130 microseconds on
1 Gbps Ethernet links.

These standards, however, fall short in a number of areas: First, IEEE 802.1AS
can take up to 1 s to switch to a new grandmaster clock (GMC) in the case of fail-
ure of the primary GMC. For real-time control applications, it is required to have
the switchover time be in the order of 250 milliseconds or less. Also, it is highly
desirable to support multiple concurrently active GMCs for high availability.
Second, per-hop switch delays need to be reduced by almost two orders of magni-
tude. Third, path selection and reservation for critical streams need to be made
faster and simpler in order to accommodate high-scale deployments with thou-
sands of streams.

As discussed previously, network high availability is of paramount impor-
tance in real-time 10T applications. Ethernet has historically, and for a long
period of time, relied on the Spanning Tree Protocol (STP) in order to support
redundancy and failure protection. However, in the past decade or so, require-
ments for massively scalable Ethernet networks in data center and metropolitan
area network (MAN) deployments have resulted in the evolution of the Ethernet
plane toward the use of the Intermediate System-to-Intermediate System (IS-1S)
protocol, as de ned in IEEE 802.1ag-2012 (Shortest Path Bridging) and IEEE
802.1Qbp-2014 (Equal Cost Multiple Path). 1S-IS provides mechanisms for
topology discovery and setup of redundant paths. It also includes mechanisms
for network recon guration in the case of failures with reasonable delays (better
than STP). These standards, however, are still lacking in the following areas:
There are no standardized mechanisms to engineer paths with nonoverlapping or
minimally overlapping links and nodes. Also, there are no mechanisms that pro-
vide extremely fast (i.e., instantaneous) switchover in the case of failures. Finally,
there are no mechanisms for redundant (simultaneous) transmission of streams
along nonoverlapping paths.

The IEEE Time-Sensitive Networking TSN task group was formed in November
2012, by renaming the Audio/Video Bridging (AVB) task group, with the goal of
addressing the gaps highlighted above. Under that umbrella, work on three emerg-
ing standards commenced: 802.1Qca Path Control and Reservation, 802.1Qbv
Enhancements for Scheduled Traf c, and 802.1CB.
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5.1.2.6.1 IEEE 802.1Qca

This emerging standard extends the use of IS-IS to control Ethernet networks
beyond what is de ned in IEEE 802.1aq Shortest Path Bridging. It provides explicit
path control, bandwidth, and stream reservation and redundancy (through protec-
tion or restoration) for data streams. It proposes the use of IS-IS for topology dis-
covery and to carry control information for scheduling and time synchronization.
The new protocol will enable the use of non-shortest paths and will provide explicit
forwarding path (explicittree ET) control. Path calculation and determination will
be done through a Path Computation Element (PCE), the latter being de ned by the
IETF PCE workgroup. The PCE is an application that computes paths between
nodes in the network based on a representation of its topology. In 802.1Qca, 1S-IS
is currently being proposed as the protocol to convey the topology information from
the Ethernet network to the PCE. The PCE may be centralized and reside in a dedi-
cated server or in a network management system (NMS), or it may be distributed
and embedded in the network elements (e.g., routers or bridges) themselves.

The diagram below shows an example Ethernet network controlled by a single
PCE residing in end station X. This end station is connected to SPT Bridge 11. The
PCE peers with the bridge using 1S-1S to learn the topology. The PCE can compute
explicit trees based on, for example, bandwidth or delay requirements, and com-
municates them using IS-IS extensions to the bridges (Fig. 5.7).
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Fig. 5.7 Example IEEE 802.1Qca network
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5.1.2.6.2 |EEE 802.1Qbv

The IEEE 802.1Qbv standard will provide real-time control applications with per-
formance assurances for network delay and jitter over engineered LANSs while
maintaining coexistence with IEEE 802.1Qav/Qat reserved streams and best-effort
traf ¢ on the same physical network. Engineered LANs are so called because traf ¢
transmission schedules for the network can be designed of ine. These pre-con gured
schedules assign dedicated transmission slots to each node in the network, for the
purpose of preventing congestion and enabling isochronous communication with
deterministic latency and jitter. The emerging standard will de ne time-aware shap-
ing algorithm that enables communicating nodes to schedule the transmission of
messages based on a synchronized time. It is proposed that priority markings car-
ried in the frames will be used to distinguish between time-scheduled, reserved
stream (credit based), and best-effort traf c.

The gure below depicts the traf ¢ queue architecture for a bridge port that
implements this emerging standard. A transmission gate is associated with each
traf c queue; the state of the transmission gate determines whether or not queued
packets can be selected for transmission on the port. Global Gate Control logic
determines what set of gates are open or closed at any given point of time. A packet
on a queue cannot be transmitted if the transmission gate, for that queue, is in the
closed state or if the packet size is known and there is insuf cient time available to
transmit the entirety of that packet before the next gate-close event associated with
that queue (Fig. 5.8).

Fig. 5.8 IEEE 802.1Qbv time-based queuing
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Fig. 5.9 IEEE 802.1CB seamless redundancy
5.1.2.6.3 |EEE 802.1CB

In order to maximize the availability and reliability of the network, IEEE 802.1CB
proposes mechanisms that will enable seamless redundancy over 802.1Qca net-
works. With seamless redundancy, the probability of packet loss is reduced by send-
ing multiple copies of every packet of a stream. Each copy is transmitted along one
of a multitude of redundant paths. Duplicate copies are then eliminated to reconsti-
tute the original stream before it reaches its intended destination.

This is effectively done by tagging packets with sequence numbers to identify
and eliminate the duplicates and by de ning new functions for bridges, a split func-
tion, responsible for replicating packets in a stream, and a merge function respon-
sible for eliminating duplicate packets of a stream (Fig. 5.9).

IEEE 802.1CB proposes introducing a new tag to the 802.1Q frame, the redun-
dancy tag, which includes a 16-bit sequence number. The emerging standard recog-
nizes that alternate tagging mechanisms are possible, for example, through the use
of multiple protocol label switching (MPLS) pseudowires [RFC4448] or using
IEEE 802.1AE MacSec.

5.2 Internet Layer

5.2.1 Challenges

Many loT deployments constitute what is referred to as low-power and lossy net-
works (LLNs). These networks comprise of a large number (several thousand) of
constrained embedded devices with limited power, memory, and processing
resources. They are interconnected using a variety of Link layer technologies, such
as IEEE 802.15.4, Bluetooth, Wi-Fi, or power-line communication (PLC) links.
There is a wide scope of use cases for LLNs, including industrial monitoring, build-
ing automation (HVAC, lighting, access control, re), connected homes, healthcare,
environmental monitoring, urban sensor networks (e.g., smart grid), and asset track-
ing. LLNs present the following ve challenges to the Internet layer of the protocol
stack:
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Nodes in LLNs operate with a hard, very small bound on state. As such, Internet
layer protocols need to minimize the amount of state that needs to be kept per
node for routing or topology maintenance functions. The design of LLN routing
protocols needs to pay close attention to trading off ef ciency for generality, as
most LLN nodes do not have resources to spare.

Typically, LLNs are optimized for saving energy. Various techniques are used to that
effect, including employing extended sleep cycles, where the embedded devices
only wake up and connect to the network when they have data to send. Thus rout-
ing protocols need to adapt to operate under constant topological changes due to
sleep/wake cycles.

Traf ¢ patterns within LLNs include point-to-point, point-to-multipoint, and
multipoint-to-point  ows. As such, unicast and multicast considerations should
be taken into account when designing protocols for this layer.

LLNs will typically be employed over Link layer technologies characterized with
restricted frame sizes; thus routing protocols for LLNs should be adapted speci -
cally for those Link layers.

Links within LLNs may be inherently unreliable with time-varying loss character-
istics. The protocols need to offer high reliability under those characteristics.

Internet layer protocols in LLN have to take the above issues and challenges as
design requirements. The protocol design should take into account the link speeds
and the device capabilities. For example, if the devices are battery powered, then
protocols that require frequent communication will deplete the nodes energy faster.
As described above, LLNs are inherently lossy: a characteristic that is typically
unpredictable and predominantly transient in nature. The design of the Internet
layer protocols must account for these characteristics. In conventional networks,
these protocols react to loss of connectivity by quickly reconverging over alternate
routing paths. This is to minimize the extent of data loss by routing around link,
node, or other failures as quickly as possible (e.g., MPLS fast reroute mechanism
strives for reconvergence within 50 milliseconds). In LLNSs, such quick reaction to
failures is undesirable due to the transient nature of loss in these networks. As a
matter of fact, it would lead to instability and unacceptable control plane churn.
Instead, the protocols should follow a paradigm of underreacting to failures in order
to dampen the effect of transient connectivity loss, combined with con dence-
monitoring model to determine when to trigger full reconvergence. The varying link
quality levels in LLNs have direct bearing on protocol design, especially with regard
to convergence characteristics and time. In traditional networks, global reconver-
gence is triggered to minimize the convergence time, whereas in LLNs local recon-
vergence is preferred, where the traf c is locally redirected to an alternate next hop
during transient instabilities. This is to minimize the effect of routing instabilities
that may lead to overall network oscillations or forwarding loops. Another consid-
eration for LLNs is the dynamic nature of link and node metrics used in route com-
putation. There are so many dynamic factors in LLNs, such as link quality
deteriorating due to interference, node switching from mains power to battery
power, momentary CPU overload on a node, etc. These factors cause node and link



5.2 Internet Layer 125

Fig. 5.10 10T challenges
for the Internet layer.
(Source Cisco
BRKIOT-2020, 2015)

metrics to be time varying in nature, and the routing protocols must be able to han-
dle that.

Existing routing protocols such as OSPF, IS-1S, etc. in their current form do not
satisfy the routing requirements imposed by the above challenges (Fig. 5.10).

5.2.2  Industry Progress
5.2.2.1 6LowPAN

As discussed previously, one of the challenges imposed by 0T on the Internet layer
is the adaptation of this layer s functions to Link layer technologies with restricted
frame size. A case in point is adapting IP, and speci cally the scalable IPv6, to the
IEEE 802.15.4 Link layer. The base maximum frame size for 802.15.4 is 127 bytes,
out of which 25 bytes need to be reserved for the frame header and another 21 bytes
for link layer security. This leaves, in the worst case, 81 bytes per frame to cram the
IPv6 packet into. What add to the problem are two issues: rst, the IPv6 packet
header, on its own, is 40 bytes in length, and second, IPv6 does not perform segmen-
tation and reassembly of packets; this function is left to the end stations or to lower
layer protocols. Even though 802.15.4 g increases the maximum frame size to 2047
bytes, it is still highly desirable to be able to compress IPv6 packet headers over this
Link layer. For the aforementioned reasons, the IETF de ned IPv6 over low-power
wireless personal area networks (6LowPAN). 6LowPAN is de ned in RFC6282. It
is an adaptation layer for running IPv6 over 802.15.4 networks (Fig. 5.11).
6LowPAN provides three main functions: IPv6 header compression, IPv6 packet
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Fig.5.11 6LowPAN
Adaptation layer

Fig. 5.12 6LowPAN header stack. (Source: Cisco BRKIOT-2020, 2015)

segmentation and reassembly, and layer 2 forwarding (also referred to as mesh
under). With 6LowPAN, it is possible to compress the IPv6 header into 2 bytes, as
most of the information is already encoded into the Link layer header.

6LowPAN introduces three headers for each of the three functions that it pro-
vides. Those headers are compression header, fragment header, and mesh header.
One or more of these headers may be available in any given packet depending on
which functions are applied (Fig. 5.12).

6LowPAN de nes new mechanisms to perform IPv6 neighbor discovery (ND)
operations including link-layer address resolution and duplicate address detection.

A recurring issue when adapting IPv6 to any Link Layer technology is support
for a single broadcast domain, where a host can reach any number of hosts within
the subnet by sending a single IP datagram. Accommodating a single broadcast
domain within a 6LOWPAN network requires Link layer routing and forwarding
functions, often referred to as mesh under, since the multi-hop mesh topology is
abstracted away from the IP layer to appear as a single network segment. However,
the IETF has not speci ed a mesh-under routing protocol for 6LoWPAN. Hence,
this constitutes a technology gap, especially for loT applications that can bene t
from or that rely on intra-subnet broadcast capabilities.
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Even though the scope of 6LOWPAN was originally focused on the IEEE
802.15.4 Link layer, the technology has very limited dependency on 802.15.4 spe-
ci cs, thereby allowing other link technologies (e.g., power-line communication
PLC) to utilize the same adaptation mechanisms. Consequently, theterm 6LoWPAN
networks is often generalized to refer to any Link-layer mesh network built on
low-power and lossy links leveraging 6LoWPAN mechanisms.

5.2.2.2 RPL: IPv6 Routing Protocol for Low-Power and Lossy Networks

The routing over low-power and lossy networks (ROLL) workgroup in IETF has
de ned in RFC 6550 an IPv6 routing protocol for LLNs, known as RPL.2 RPL is a
distance-vector routing protocol. The reason for choosing a distance-vector proto-
col, as opposed to a link-state paradigm, is primarily to address the requirement of
minimizing the amount of control-plane state (memory) that needs to be maintained
on the constrained nodes of LLNs. Link-state routing protocols build and maintain
a link-state database of the entire network on every node and hence tend to be
heavier on memory utilization compared to distance-vector algorithms. RPL com-
putes a destination-oriented directed acyclic graph (DODAG) based on an objective
function and a set of metrics and constraints. In the context of routing, a directed
acyclic graph (DAG) is formed by a series of nodes and links. Each link connects
one node to another in a directed fashion such that it is not possible to start at a node
N and follow a directed path that cycles back to node N. A destination-oriented
DAG is a DAG that includes a single root node. The DODAG is a logical topology
built over the physical network for the purpose of meeting speci c criteria and car-
rying traf c subject to certain requirements. These criteria and requirements are
captured in the objective function, metrics, and constraints. The objective function
captures the goal behind setting up a speci ¢ topology. Example objective functions
include minimizing latency of communication or maximizing the probability of
message delivery. Metrics are scalar values that serve as input parameters to the
best-path selection algorithm. Example metrics include link latency or link reliabil-
ity or node energy level. Constraints refer to conditions that would exclude speci ¢
nodes or links from the topology if they do not meet those constraints, such as
exclude battery-powered nodes or avoid unencrypted links. RPL supports dynamic
metrics and constraints, where the values change over time and the protocol reacts
to those changes.

In a RPL network, a given node may be a member of different logical topologies,
or DODAGsS, each with a different objective. This is supported through the notion of
RPL instances. An RPL instance is a set of DODAGS rooted at different nodes, all
sharing the same objective function (Fig. 5.13).

The DODAG root is typically a border router that connects the LLN to a back-
bone network. It is always assigned a rank of 1. RPL calculates ranks for all nodes
connected to the root based on the objective function. The rank value increases

2Pronounced as ripple
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Fig. 5.13 RPL instances and DODAGs

moving down from the root toward leaf nodes. The rank indicates the node s posi-
tion or coordinates in the graph hierarchy.

RPL has two characteristics that render it well suited for LLNSs: First, it is a pro-
active protocol, i.e., it can calculate alternate paths as part of the topology setup, as
opposed to reactive protocols which rely on exchanging control plane messages
after a failure occurs to determine backup paths. Second, RPL is underreactive: it
prefers local repair to global reconvergence. Failures are handled by locally choos-
ing an alternate path, which makes the protocol well suited for operation over lossy
links.

5.2.2.3 6TiSCH

As discussed previously, IEEE 802.15.4 TSCH de nes the medium access control
functions for low-power wireless networks with time scheduling and channel hop-
ping. TSCH can tas the Link layer technology in an IPv6-enabled protocol stack
for LLNs, with 6LoOWPAN and RPL. The functional gap in the solution is a set of
entities that can take control of de ning the policies to build and maintain the TSCH
schedule, matching that schedule to the multi-hop paths maintained by the RPL
routing protocol and adapting the resources allocated between adjacent nodes to
traf ¢ ows.
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As such, an adaptation layer is required in order to run the IPv6 stack on top of
IEEE 802.15.4 TSCH. The IETF has recently formed the 6 TiSCH workgroup in
order to address this technology gap and de ne what is referred to as the 6top
adaptation layer. This adaptation layer is sandwiched in between the 802.15.4 link
layer and the 6LoWPAN adaptation layer. Its goals are to address the following
issues:

5.2.2.3.1 Network Formation

The adaptation layer must control the formation of the network. This includes two
functions: the mechanisms by which new nodes securely join the network and the
mechanisms by which nodes that are already part of the network advertise its
presence.

5.2.2.3.2 Network Maintenance

After the network is formed, the adaptation layer needs to maintain the network s
health and ensure that the nodes stay synchronized. This is because a TSCH node
must have a time-source neighbor to which it can synchronize at all times. The
adaptation layer is responsible for assigning those neighbors to the nodes, to guar-
antee the correct operation of the network.

5.2.2.3.3 Topology and Schedule Mapping

The adaptation layer needs to gather basic topological information, including node
and link state, and provide this information to RPL, so the latter can compute multi-
hop routes. Conversely, the adaptation layer needs to ensure that the TSCH schedule
contains cells corresponding to the multi-hop routes calculated by RPL.

5.2.2.3.4 Resource Management

The adaptation layer is responsible for providing mechanisms by which neighbor-
ing nodes can exchange information regarding their schedule and negotiate the
addition or deletion of cells. Note that a cell maps to a transmission/reception
opportunity, and, hence, constitutes an atomic unit of resource in TSCH. The num-
ber of cells to be assigned between two neighbor nodes should be sized proportion-
ately to the volume of traf ¢ between them.
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5.2.2.3.5 Flow Control

While TSCH de nes mechanisms by which a node can signal to its neighbors when
it can no longer accept incoming packets, it does not, however, specify the policies
that govern when to trigger those mechanisms. Hence, it is the responsibility of the
adaptation layer to specify mechanisms for input and output packet queuing poli-
cies, manage the associated packet queues, and indicate to TSCH when to stop
accepting incoming packets. The adaptation layer should also handle transmission
failures, in the scenario where TSCH has attempted to retransmit a packet multiple
times without receiving any acknowledgment.

5.2.2.3.6 Determinism

The adaptation layer is responsible for providing deterministic behavior for applica-
tions that demand it. This includes providing mechanisms to ensure that data is
delivered with guaranteed upper bounds on latency and possibly jitter, all while
maintaining coexistence between deterministic ows and best-effort traf c.

5.2.2.3.7 Scheduling Mechanisms

It is envisioned that multiple different scheduling mechanisms may be employed
and even coexist in the same network. This includes centralized mechanisms, for
example, where a Path Computation Element (PCE) takes control of the schedule,
in addition to distributed mechanisms where, for instance, neighboring nodes moni-
tor the amount of traf ¢ and adapt the number of cells autonomously by negotiation
of the allocation or deallocation of cells as needed. The adaptation layer needs to
provide mechanisms to allow for all these functions.

5.2.2.3.8 Secure Communication

TSCH de nes mechanisms for encrypting and authenticating frames, but it does not
de ne how the security keys are to be generated. Hence, the adaptation layer is
responsible for generating the keys and de ning the authentication mechanisms by
which a new node can join an existing TSCH network. The layer is also expected to
provide mechanisms for the secure transfer of signaling (i.e., control) as well as
application data between nodes.

The envisioned 6 TiISCH protocol stack is depicted in the gure below (Fig. 5.14).
RPL will be the routing protocol of choice for the architecture. As the work in IETF
progresses, there may be a need to de ne a new 6 TiSCH-speci c¢ objective function
for RPL. For the management of devices, the architecture will leverage the Constraint
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Fig. 5.14 6TiSCH protocol stack

Application Protocol Management Interface (COMI), which will provide the data
model for the 6top adaptation layer management interface. Centralized scheduling
will be carried out by the Path Computation Element (PCE). The topology and
device capabilities will be exposed to the PCE using an extension to a Traf ¢
Engineering Architecture and Signaling (TEAS) protocol. The schedule computed
by the PCE will be distributed to the devices in the network using either a light-
weight Path Computation Element Protocol (PCEP) or an adaptation of Common
Control and Measurement Plane (CCAMP) formats. The Datagram Transport Layer
Security in Constrained Environments (DICE) can be used in the architecture to
secure CoAP messages. Also, the Protocol for Carrying Authentication for Network
Access (PANA) will secure the process of a node joining an existing network.

5.3 Application Protocols Layer

Application protocols are responsible for handling the communication between
Application Entities, i.e., things, gateways, and applications. They typically support
the ow of data (e.g., readings or measurements) from things to applications and the

ow of command or control information (e.g., to trigger or actuate end devices) in
the reverse direction. These protocols de ne the semantics and mechanisms for
message exchanges between the communicating endpoints.

The landscape of the application protocols layer in 10T is currently crowded with
competing protocols and standards, each having its own set of strengths and weak-
nesses and with no clear path toward convergence being agreed upon by the industry
yet. In this section, we will discuss the characteristics and attributes of the protocols
in this layer as they pertain to 10T and will highlight, where applicable, the require-
ments and challenges that loT applications impose on these protocols.
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5.3.1 Data Serialization Formats

Applications protocols vary in the data serialization formats used to encode infor-
mation into messages. One of the challenges in 10T data serialization formats is
mapping between the formats used in constrained devices and those used by appli-
cations in the World Wide Web. These applications should be able to interpret the
data from 10T devices with minimal format translations and a priori knowledge.
Hence, the formats should be general and compatible with Web technologies.
Popular data serialization formats on the Web include XML, JSON, and EXI.

Another challenge in 10T data serialization formats is the impact they have on
device resource utilization, especially in terms of energy consumption. Data for-
mats have an effect on device resource usage in two facets: in their local processing
demands and their communication ef ciency. The local processing demands include
both the processing required to serialize memory objects into data encoded in mes-
sages and the processing required to parse the encoded messages into memory
objects. The communication ef ciency is a function of the compactness of the data
serialization format and its ef ciency to encode information in the least amount of
message real estate. Both of these facets, namely, local processing and communica-
tion, have a direct impact on the energy consumption of the 10T device. Research in
wireless sensor networks suggests communication is over 1,000 times more expen-
sive in terms of energy than performing a trivial aggregation operation . Therefore,
the data serialization formats for 10T application protocols should be chosen such
that they require minimal processing and communication demands.

A third challenge in 10T data serialization formats is the impact they have on
network bandwidth utilization. This ties back to the compactness of the format and
its encoding ef ciency, as discussed above. The more verbose that the data format
is, the more message space that it will consume on the wire to carry the same amount
of information, which leads to less ef cient use of network bandwidth. For 10T,
especially when devices are connected over low-bandwidth wireless links, the data
serialization format of application protocols should be chosen carefully to maxi-
mize the use of the available bandwidth.

5.3.2 Communication Paradigms

Application protocols support different communication patterns. These patterns
enable varying paradigms of interaction between loT applications and devices.

5.3.2.1 Request/Response Versus Publish/Subscribe
The request/response paradigm enables bidirectional communication between end-

points (Fig. 5.15). The initiator of the communication sends a request message,
which is received and operated upon by the target endpoint. The latter then sends a
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Fig. 5.15 Request/
response paradigm

response message to the original initiator. This paradigm is well suited for IoT
deployments that have one or more of the following characteristics:

The deployment follows a client-server architecture.

The deployment requires interactive communication: both endpoints have infor-
mation to send to the other side.

The receipt of information needs to be fully acknowledged (e.g., for reliability).

However, not all 0T deployments have the above characteristics. In particular, in
many scenarios, all what is required is one-way communication from a data pro-
ducer (e.g., a sensor) to a consuming entity (the application). For this, the request/
response paradigm is sub-optimal due to the overhead of the unneeded messages
running in the reverse direction. This is where the publish/subscribe pattern comes
in (Fig. 5.16).

The publish/subscribe paradigm, often referred to as pub/sub, enables unidirec-
tional communication from a publisher to one or more subscribers. The subscribers
declare their interest in a particular class or category of data to the publisher. When
the publisher has new data available from that class, it pushes it in messages to
interested subscribers. Besides the obvious proclamation that this paradigm optimal
for 10T applications requires one-way communication, the pub/sub model is well
suited for 10T deployments that can bene t from the following characteristics:

Loose coupling between the communicating endpoints, especially when com-
pared with the client-server model.

Better scalability by leveraging parallelism and the multicast capabilities of the
underlying transport network.

5.3.2.2 Blocking Versus Non-blocking

Application protocols can offer 10T endpoints blocking or non-blocking messaging
service.
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Fig. 5.16 Publish/
subscribe paradigm

In the blocking mode, the endpoint originating a request must wait to get a
response to its request, after the requested operation has nished on the other end-
point. This involves potentially long or unknown wait times (where a pending
request has not been responded to) for the originator.

In the non-blocking mode, the endpoint originating a request does not wait until
the other endpoint has fully serviced the request. Rather, it expects a prompt
acknowledgment of the request together with a speci ed reference, so that the origi-
nator can retrieve the outcome of the requested operation at a later point of time.

In the synchronous case, the originator of a request is not able to receive asyn-
chronous messages, i.e., all exchanges of information between the originator and
the receiver need to be initiated by the originator. The later retrieval of the result of
arequested operation is through the exchange of request/response messages between
the originator and the receiver.

In the asynchronous case, the originator of a request is able to receive noti ca-
tion messages, i.e., the receiver can send an unsolicited message to the originator at
an arbitrary time to report the requested operation. The mechanisms for the noti ca-
tion to the originator are the same as in the case of a noti cation after a
subscription.

53.3 QoS

Application protocols should provide mechanisms for ne-grained control over the
real-time behavior, dependability, and performance of 10T applications by means of
arich set of QoS policies. These policies should provide control over local resources
and the end-to-end properties and characteristics of data transfer. The local proper-
ties controlled by QoS relate to resource usage, whereas the end-to-end properties
relate to the temporal and spatial aspects of data communication.
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5.3.3.1 Resource Utilization

Application protocols should provide QoS policies to control the amount of mem-
ory and processing resources that can be used by the application protocol for data
transmission and reception. These policies include:

5.3.3.1.1 Resource Limits Policy

This policy allows control of the amount of message buffering performed by a pro-
tocol implementation, as this impacts the amount of memory consumed by that
protocol. Such controls are particularly important for embedded applications run-
ning on constrained devices.

5.3.3.1.2 Time Filter Policy

This policy allows applications to specify the minimum inter-arrival time between
data samples. Samples that are produced at a faster pace are not delivered. This
policy allows control of both network bandwidth and memory and processing power
for applications which are connected over limited bandwidth networks and which
might have limited computing resources.

5.3.3.2 Data Timeliness

Application protocols should provide a set of QoS policies that allow control of the
timeliness properties of distributed data. Speci cally, the QoS policies that are
desirable are described below:

5.3.3.2.1 Deadline Policy

This QoS policy allows an application to de ne the maximum inter-arrival time for
data. Missed deadline can be noti ed by the protocol to the application.

5.3.3.2.2 Latency Budget Policy

This QoS policy provides a means for the application to communicate to the appli-
cation protocol the level of urgency associated with a data communication. The
latency budget speci es the maximum amount of time that should elapse from the
instance when the data is transmitted to the instance when the data is placed in the
queue of the associated recipients.
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5.3.3.3 Data Availability

Application protocols should provide the following QoS policies to allow control of
data availability:

5.3.3.3.1 Durability Policy

This QoS policy provides control over the degree of persistence of the data being
transmitted by the application. At one end of the spectrum, it allows the data be
con gured to be volatile, while at the other end, it allows for data persistency. It is
worth noting that data persistence enables time decoupling between the producing
and the consuming endpoint by making the data available for late-joining consum-
ers or even after the producer has disconnected.

5.3.3.3.2 Life Span Policy

This QoS policy allows control of the interval of time for which a data sample will
be valid.

5.3.3.3.3 History Policy

This QoS policy provides a means to control the number of data samples that have
to be kept available for the recipients. Possible values are the last sample only, the
last N samples, or all the samples.

5.3.3.4 Data Delivery

Application protocols should provide QoS policies to allow control of how data is
delivered.

5.3.3.4.1 Reliability Policy

This QoS policy allows the application to control the level of reliability associated
with data diffusion. The possible choices are reliable and best-effort distribution.
With reliable distribution, the application protocol must ensure message delivery

and handle acknowledgments and retransmissions without direct application
involvement.
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5.3.3.4.2 Transport Priority

This QoS policy allows the application to take advantage of transports that are capable
of sending messages with different priorities. Application protocols are responsible
for interacting with the underlying transport layer in order to map this QoS policy to
the right underlying transport network QoS markings (e.g., IP DSCP, TOS, or PCP).

5.3.4 RESTful Constraints

Some application protocols adhere to a set of constraints de ned by the representa-
tional state transfer (REST) architectural paradigm. REST is a distributed client-
server software architecture style that was coined by Roy Fielding after he analyzed
the design principles that contributed to the success of the Hypertext Transfer
Protocol (HTTP) employed in the World Wide Web. Fielding concluded on a set of
constraints that collectively de ne the REST architectural style and yield a system
that is simple, scalable, and reliable.

The formal REST constraints are:

Client-Server Communication Model

This allows for separation of concerns where the server focuses on functions such
as data storage, whereas clients focus on the user interface and user state. Uniform
interfaces separate the clients from the servers. This allows for independent devel-
opment of servers and clients as long as they honor the same interface.

Stateless Communication

The server must not store any client context that persists between requests. Session
state is maintained by the client, which passes all the information necessary to ser-
vice a particular request in the request itself. In other words, requests are self-
contained from a server perspective.

Cacheable Communication

Responses from the server may be cacheable by clients and intermediate nodes.
This improves the scalability and performance of the system by partially or com-
pletely eliminating some client-server interactions.

Layered Architecture

To allow for better scalability, the system comprises of a layered architecture that
includes clients, servers, and potentially multiple intermediate nodes interspersed
between them. Clients may be in communication with intermediate nodes or directly
with servers without ordinarily being able to identify a difference between the two.

Uniform Interfaces

All interactions between clients and servers (or intermediate nodes) are governed by
uniform interfaces. These interfaces use the notion of resources. A resource is an
abstraction for server-side information and associated native data representation.
Resources have unique identi ers (e.g., URIs in Web systems). When a server
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communicates with a client, it transfers an external representation of the resource to the
client (hence the name representational state transfer). REST interfaces are representa-
tion centric. Hence, a small set of operations (also called verbs), which are uniform
across all use cases, can be used in the interface. Usually, this set of verbs is referred to
as CRUD for create, read, update, and delete. In REST interfaces, there is no out-of-
band contract that de nes the types of actions that can be initiated by a client. Rather,
this information is discovered dynamically by the client from prior server interactions
through hypermedia (i.e., by hyperlinks within hypertext). This characteristic of the
interface is known as hypermedia as the engine of application state (HATEOAS).

Code on Demand

Client functionality may be extended or modi ed by the server through the transfer
of executable pieces of code that can be executed on the client side (e.g., scripts or
applets). This is an optional REST constraint known as code on demand.

5.3.5 Survey of 10T Application Protocols
5.3.5.1 CoAP

The Constrained Application Protocol (CoAP) was standardized by the IETF
Constrained RESTful Environments (CORE) workgroup as a lightweight alterna-
tive to HTTP, targeted for constrained nodes in low-power and lossy networks
(LLNSs). The need for a lighter-weight version of HTTP can be appreciated by
examining, for example, the number of messages that need to be exchanged between
a client and a server to perform a simple Get operation on a resource: rst there are
three TCP SYN messages exchanged to bring up the TCP session, followed by the
HTTP Get request from the client, then the HTTP response from the server, and
nally two messages to terminate the TCP session. Hence, a total of seven messages
are required just to fetch a resource. COAP reduces this overhead by using UDP as
a transport in lieu of TCP. CoAP also uses short headers to reduce message sizes.
Similar to HTTP, CoAP is a RESTful protocol. It supports the create, read,
update, and delete (CRUD) verbs but in addition provides built-in support for the
publish/subscribe paradigm via the new observe verb. CoAP optionally provides a
mechanism where messages may be acknowledged for reliability and provides a
bulk transfer mode. CoAP was standardized as RFC 7252. Furthermore, there is an
ongoing work in the IETF to de ne mechanisms for dynamic resource discovery in
CoAP via a directory service.

53.5.2 XMPP

The Extensible Messaging and Presence Protocol (XMPP) was originally designed
for instant messaging, contact list, and presence information maintenance. It is a
message-centric protocol based on the Extensible Markup Language (XML). Due
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to its extensibility, the protocol has been used in several applications, including
network management, video, voice-over IP, le sharing, social networks, and online
gaming, among others. In the context of 10T, XMPP has been positioned for smart
grid solutions, for example, as depicted in RFC 6272. XMPP originally started as an
open-source effort, but the core protocol was later standardized by the IETF in RFC
6120 and 6121. Moreover, the XMPP Standards Foundation (XSF) actively devel-
ops open extensions to the protocol.

The native transport protocol for XMPP is TCP. However, there is an option to
run XMPP over HTTP.

5353 MQTT

The Message Queue Telemetry Transport (MQTT) protocol is a lightweight pub-
lish/subscribe messaging protocol that was originally designed by IBM for enter-
prise telemetry. MQTT follows a client-server architecture where clients connect to
a central server (called the broker). The protocol is message oriented, where mes-
sages are published to an address, referred to as a topic. Clients subscribe to one or
more topics and receive updates from a client that is publishing messages for this
topic. In MQTT, topics are hierarchical (similar to URLS), and subscriptions may
use wildcards. MQTT is a binary protocol, and it uses TCP transport. The protocol
is being standardized by the Organization for the Advancement of Structured
Information Standards (OASIS).

The protocol targets endpoints where a small code footprint is required or
where network bandwidth is limited; hence it could prove useful for constrained
devices in loT.

5354 AMQP

The Advanced Message Queuing Protocol (AMQP) originates from nancial sector
applications but is generic enough to accommodate other types of applications.
AMQP is a binary message-oriented protocol. Due to its roots, AMQP provides
message delivery guarantees for reliability, including at least once, at most once,
and exactly once. The importance of such guarantees can be easily seen in the con-
text of nancial transactions (e.g., when executing a credit or debit transaction).
AMQP offers ow control through a token-based mechanism, to ensure that a
receiving endpoint is not overburdened with more messages than it is capable of
handling. AMQP assumes a reliable underlying transport protocol, such as TCP.
AMQP was standardized by OASIS in 2012 and then by the International
Standards Organization (ISO) and the International Electrotechnical Commission
(IEC) in 2014. Several open-source implementations of the protocol are available.
AMQP de nes a type system for encoding message data as well as annotating this
data with additional context or metadata. AMQP can operate in simple peer-to-peer
mode as well as in hierarchical architectures with intermediary nodes, e.g., messag-
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ing brokers or bridges. Finally, AMQP supports both point-to-point communication
and multipoint publish/subscribe interactions.

5355 SIP

The Session Initiation Protocol (SIP) handles session establishment for voice, video,
and instant messaging applications on IP networks. It also manages presence (simi-
lar to XMPP).

SIP invitation messages used to create sessions carry session descriptions that
enable endpoints to agree on a set of compatible media types. SIP leverages elements
called proxy servers to route requests to the user s current location, authenticate and
authorize users for services, implement call-routing policies, and provide features.
SIP also de nes a registration function that enables users to update their current
locations for use by proxy servers. SIP is a text-based protocol and can use a variety
of underlying transports, TCP, UDP, or SCTP, for example. SIP is standardized by
the IETF as RFC 3261.

5.3.5.6 |IEEE 1888

IEEE 1888 is an application protocol for environmental monitoring, smart energy;,
and facility management applications. It is a simple protocol that supports reading
and writing of time-series data using the Extensible Markup Language (XML) and
the simple object access protocol (SOAP). The data is identi ed using Universal
Resource Identi ers (URIs). The latest revision of the protocol was standardized by
the IEEE Standards Association in 2014.

5.3.5.7 DDS RTPS

Distributed Data Service Real Time Publish and Subscribe is a data-centric applica-
tion protocol that, as its name indicates, supports the publish/subscribe paradigm.
DDS organizes data into topics that listeners can subscribe to and receive asyn-
chronous updates when the associated data changes. DDS RTPS provides mecha-
nisms where listeners can automatically discover speakers associated with speci ¢
topics. IP multicast or a centralized broker/server may be used to that effect. Multiple
speakers may be associated with a single topic and priorities can be de ned for dif-
ferent speakers. This provides a redundancy mechanism for the architecture in case
a speaker fails or loses communication with its listeners.

DDS RTPS supports very elaborate QoS policies for data distribution. These
policies cover reliability, data persistence, delivery deadlines, and data freshness.
DDS RTPS is a binary protocol, and it uses UDP as the underlying transport. The
latest version of the protocol was standardized by the Object Management Group
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Table 5.1 Survey of loT application protocols
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Protocol

Functions

Primary use

Transport

Format

SDO

CoAP

REST resource manipulation
via CRUD

Resource tagging with
attributes

Resource discovery through
RD

LLNs

UDP

Binary

IETF

XMPP

Manage presence
Session establishment
Data transfer (text or binary)

Instant messaging

TCP
HTTP

XML

IETF
XSF

MQTT

Lightweight pub/sub
messaging

Message queuing for future
subscribers

Enterprise telemetry

TCP

Binary

OASIS

AMQP

Message orientation, queuing
and pub/sub

Data transfer with delivery
guarantees (at least once, at
most once, exactly once)

Financial services

TCP

Binary

OASIS

SIP

Manage presence

Session establishment
Data transfer (voice, video,
text)

IP telephony

TCP, UDP,
SCTP

XML

IETF

IEEE
1888

Read/write data into URI
Handling time-series data

Energy and facility
management

SOAP/
HTTP

XML

IEEE

DDS
(RTPS)

Pub/sub messaging with
well-de ned data types

Real-time distributed
systems (military,

UDP

Binary

OMG

Data discovery
Elaborate QoS

industrial, etc.)

(OMG) in 2014. The table below provides a summary of the protocols discussed in
this section (Table 5.1).

5.4 Application Services Layer

5.4.1 Motivation

M2M deployments have existed for over two decades now. However, what has char-
acterized these deployments is a state of fragmentation: vertical solutions are imple-
mented in silos with proprietary communication stacks and very tight coupling
between applications and devices. The paradigm can be best described as one
application-one device. The application code is exposed to all the device speci cs
under this modus operandi. This, in turn, creates complexity and increases the cost
of the solution s initial development and ongoing maintenance. For instance, if the
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operator of a deployment wanted to replace a defective device with another from a
different manufacturer, parts of the application source code would have to be rewrit-
ten in order for the replacement device to be integrated into the solution. By the
same token, adding new types of devices to the solution cannot be performed with-
out application source code changes. Furthermore, the networks interconnecting the
devices and the applications are in many case closed proprietary systems, and inter-
connecting those networks requires application gateways that are complex and
expensive. These issues constitute a major current gap in 1oT. What is required is a

Fig. 5.17 Application to device coupling

layer of abstraction that ts in between the applications and the devices, i.e., things,
and enables the paradigm of any application-any device (Fig. 5.17).

In other words, this abstraction layer provides a common set of services that
enables an application to interface with potentially any device without understand-
ing a priori the speci cs and internals of that device. This abstraction layer is
referred to as the Application Services layer in our model of the 10T protocol stack.
It provides seamless interoperability between applications and devices and pro-
motes nimble development of 10T solutions.

From a business perspective, the emergence of this new layer is driven, in part,
by communication service providers (CSPs) looking at using 10T to gain additional
revenue from their networks. Key to this revenue will be differentiating beyond
providing simple IP connectivity. CSPs know well the value of 10T is in the data, not
the way it is transported. To unlock this value, the Application Services layer aims
to turn the network to a common platform to enable diverse 10T applications. This
common platform will be built across an ecosystem of heterogeneous devices and
will enable CSPs to monetize 10T data access, storage, management, and security.

5.4.2 Industry Progress

In 2012, the European Telecommunications Standards Institute (ETSI) published
the rst release of its M2M service layer standard de ning a standardized platform
for multiservice 10T solution. Later that year, seven standards development organi-
zations (TIA and ATSI from the United States, ARIB and TTC from Japan, CCSA
from China, ETSI from Europe, and TTA from Korea) launched a global organiza-
tion to jointly de ne and standardize the common horizontal functions of the loT
Application Services layer under the umbrella of the oneM2M Partnership Project
(http://Avww.onem2m.org). The founders agreed to transfer and stop their own over-
lapping 10T application service layer work.

In what follows, we will discuss the ETSI M2M and oneM2M efforts in more
details.
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Fig. 5.18 ETSI M2M network architecture
54.2.1 ETSI M2M

The network architecture adopted by the ETSI M2M effort draws heavily on exist-
ing technologies. The architecture comprises of three domains: M2M device
domain, network domain, and application domain (Fig. 5.18). The M2M device
domain provides connectivity between things and gateways, e.g., a eld area net-
work or personal area network. Devices are entities that are capable of replying to
request for data contained within those entities or capable of transmitting data con-
tained within those entities autonomously. Gateways ensure that end devices (which
may not be IP enabled) can interwork and interconnect with the communication
network. Technologies in the M2M device domain include IEEE 802.15.4, IEEE
802.11, Zigbee, Z-WAVE, PLC, etc.

The network domain includes the communication networks, which interconnect
the gateways and applications. This typically includes access networks (xDSL,
FTTX, WiMax, 3GPP, etc.) as well as core networks (MPLS/IP). The application
domain includes the vertical-speci ¢ applications (e.g., smart energy, eHealth,
smart city, eet management, etc.) in addition to the Service Capabilities layer
(SCL), a middleware layer that provides various data and application services. The
main focus of the ETSI M2M standards is on de ning the functionality of the
SCL. The SCL provides functions that are common across different applications
and exposes those functions through an open API. The goal is to simplify applica-
tion development and deployment through hiding the network speci cs.

The functions of the SCL may reside on entities deployed in the eld such as
devices and gateways or on entities deeper in the network (e.g., servers in a data
center). This gives rise to three avors of SCL, depending on its placement: device
SCL (D-SCL), gateway SCL (G-SCL), and network SCL (N-SCL). While the three

avors of SCL do share some common functions, they also differ due to the differ-
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ent operations that need to be carried out by devices, gateways, and network nodes
(servers). In general, the SCL provides the following functions:

Registration of devices, applications, and remote SCLs

Synchronous and asynchronous data transfer

Identi cation of applications and devices

Group management for bulk endpoint addressability and operations

Security mechanisms for authentication, authorization, and access rights
control

Remote device management (through existing protocols)

Location information

ETSI M2M adopted a RESTful architecture style where all data in the SCL is
represented as resources. This includes not only the data generated by the devices
but also data representing device information, application information, remote SCL
information, access rights information, etc. Resources in the SCL are uniquely
addressable via Universal Resource Identi ers (URIs). Manipulation of the
resources is done through a RESTful API, which provides the CRUD primitives (C,
create; R, read, U, update, D, delete). The API can be bound to any RESTful proto-
col, such as HTTP or CoAP. ETSI technical speci cation TS 102 921 speci es the
API binding to HTTP and CoAP protocols.

Resources within the SCL are organized in a well-speci ed hierarchical structure
known as the resource tree (Fig. 5.19). This provides a number of advantages: it
provides a data mediation function, describes how resources relate to each other,
allows traversal and query of data in an ef cient manner, and speeds up the develop-
ment of platforms. The resource tree of an SCL includes:

Location of other SCLs in the network (in other devices or GWSs)
List of registered applications

Fig. 5.19 Example ETSI M2M resource tree
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Announced resources on remote elements
Access rights to various resources
Containers to store actual application data

In addition to the different avors of SCL, ETSI M2M de nes the following
types of entities: application and devices. Applications are further categorized as
network applications (NA), gateway applications (GA), or device applications (DA)
depending on whether they run in the network domain, on a gateway or embedded
on a device, respectively. Devices are categorized into those that support the ETSI
SCL functions (known as D devices) and those that do not support these functions
(known as D devices).

ETSI M2M de nes a number of reference points, or interfaces, between interact-
ing entities. These reference points de ne the semantics of the interactions, and
associated API, between the entities. In particular, the following three reference
points are de ned:

mla: de nesthe interactions between a network applicationand the N-SCL. Allows
the application to register with the SCL and access resources on it,

mld: de nes the interactions between a device application, on one hand, and a
D-SCL or G-SCL on the other. Allows the application to register with the SCL
and access resources on it,

dla: de nes the interactions between the N-SCL, on one hand, and the D-SCL or
G-SCL on the other. Allows the various SCL instances to register with one
another and access their respective resources.

The ETSI M2M architecture supports backward compatibility with devices that
do not support the ETSI reference point functions. This compatibility is achieved

Fig. 5.20 ETSI M2M system architecture
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through gateways that communicate with the legacy devices via their own proprie-
tary mechanisms and handle the translation of the data into the resource tree. ETSI
does not de ne the speci cs of how the translation should be performed (Fig. 5.20).

Irrespective of the underlying physical network topology, the ETSI model de nes
a strict two-level hierarchy with N-SCL at the top level and G-SCL or D-SCL at the
bottom level. The daisy chaining of SCLs in deeper hierarchies is not de ned or
supported.

The ETSI M2M functional architecture is de ned in technical speci cation TS
102 690.

5.4.2.2 oneM2M

The oneM2M standards consider any loT deployment to be comprised of two
domains: the eld domain and the infrastructure domain (Fig. 5.21). The eld
domain includes things (e.g., sensors, actuator, etc.) and gateways, whereas the
infrastructure domain includes the communication networks (aggregation, core) as
well as the data centers. From a functional perspective, each of these domains
includes three avors of entities: an application entity, a common services entity,
and a network services entity.

The application entity implements the vertical-speci ¢ application logic. It may
reside on one or multiple physical nodes in the deployment. Examples of an applica-
tion entity would be a home automation application or a smart parking application.

The common services entity is a middleware layer that sits in between applica-
tions (application entity) and the underlying network services (network services
entity) (Fig. 5.22). The common services entity (CSE) provides the following set of
common functions to applications:

Identity management: Identi cation of applications entities and CSEs.
Registration: Includes registration of application entities and CSEs.
Connectivity handling: This ensures ef cient, reliable, and scalable use of the
underlying network.

Fig. 5.21 oneM2M domains



5.4 Application Services Layer 147

Fig. 5.22 oneM2M common services entity

Remote device management: This includes con guration and diagnostic
functions.

Data exchange: Supports storing and sharing of data between applications and
devices, in addition to event noti cation.

Security and access control: Provides control over access to data (who can access
what and when, etc.).

Discovery: Provides discovery of entities as well as data and resources.

Group management: Support of bulk operations and access.

Location: Provides an abstraction for managing and offering location informa-
tion services.

The CSE is, more or less, logically equivalent to the ETSI M2M SCL.

The network services entity provides value-added services to the CSE, such as
QoS, device management, location services, and device triggering.

The oneM2M reference architecture identi es ve different types of logical
nodes: application-dedicated nodes, application service nodes, middle nodes, infra-
structure nodes, and none-oneM2M nodes. These nodes may map to one or more
physical devices in the network or may have no corresponding physical mapping.

Application-dedicated nodes (ADNs) are oneM2M compliant devices (i.e.,
things) with restricted functionality: they include one or more application entities
but no CSE. From a physical mapping perspective, ADNs may map to constrained
10T devices.

Application service nodes (ASNs) are fully featured oneM2M compliant devices.
They include a CSE in addition to one or more application entities. From physical
mapping standpoint, they map to (typically non-constrained) IoT devices.

Middle nodes (MNSs) host a CSE. A middle node may or may not include appli-
cation entities. There could be zero, one, or many middle nodes in the network.
MNs physically map to gateways in the network.

Infrastructure nodes (INs) host the CSE and may or may not host any application
entities. The CSE on the IN includes functions that do not typically exist in any
other CSE in the network. There s a single infrastructure node per domain per ser-
vice provider in the oneM2M architecture.
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Fig. 5.23 oneM2M resource organization

None-oneM2M Nodes are legacy devices that interwork with the oneM2M
architecture. This provides backward compatibility of oneM2M with existing sys-
tems (similar to D devices in the ETSI M2M architecture).

As with ETSI M2M, oneM2M follows a RESTful architecture style where all
data is modeled as resources, albeit oneM2M does not de ne a static resource
structure like the ETSI resource tree. Instead, the standard provides means by
which resources can be linked together (through resource links). Client applica-
tions can discover the resource organization dynamically. In this regard, the
oneM2M approach complies with the HATEOAS (Hypermedia as the Engine of
Application State) REST constraint discussed in Sect. 5.3.4, because it does not
assume that the clients have any a priori knowledge of the resource organization
(Fig. 5.23).

Similar to ETSI M2M, oneM2M de nes a set of reference points or interfaces
between interacting entities. The oneM2M standard de nes the following four ref-
erence points:

Mca: De nes the interactions between application entities and CSE.

Mcn: De nes the interactions between the CSE and the underlying network ser-
vice entity.

Mcc: De nes the interactions between two CSEs in the same service provider
domain.

Mcc : De nes the interactions between two CSESs across service provider domain
boundary.
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Fig. 5.24 oneM2M functional architecture

A number of notable differences between the reference points de ned by ETSI
M2M and those de ned by oneM2M are worth highlighting:

First, ETSI M2M de nes two different reference points for interactions between
applications and the middleware as well as between devices and the middleware
(mla and mld interfaces, respectively), whereas oneM2M collapses both inter-
faces into the Mca reference point.

Second, the Mcn reference point is unique to oneM2M and has no equivalent in the
ETSI standard. This interface enables the middleware to access network service
functions. For example, it can be used to signal information from the service
layer to the transport layer to request QoS and prioritization for M2M communi-
cation, for transmission scheduling, to signal indication for small data transmis-
sion, for device triggering, etc.

The interface may also be used to extract information from the underlying trans-
port layer, for example, to fetch data related to the location of M2M devices or
gateways (Fig. 5.24).

5.4.3 Technology Gaps

While ETSI and oneM2M have made strides in de ning standard APIs and common
application services for 10T, several gaps remain.
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First, in terms of search and discovery capabilities, the 10T Application Services
layer should provide support for:

Mechanisms by which devices as well as applications can automatically discover
each other as well as discover middleware/common services nodes.
Mechanisms by which applications can search for devices with speci c attributes
(e.g., sensors of particular type) or context (e.g., within a speci c distance from
a location).

Mechanisms by which applications can search for data based on attributes (e.g.,
semantic annotations) or context (e.g., spatial or temporal).

Both ETSI and oneM2M de ne basic mechanisms for resource search based on
metadata or text strings. However, these are rudimentary capabilities and do not
provide the contextual search functions that will be needed for l1oT. Furthermore, no
mechanisms for device or gateway auto-discovery are provided by either standard.
It is assumed that the various instances of the middleware (SCL in case of ETSI and
CSE in case of oneM2M), which need to communicate with each other, have a priori
knowledge of their respective IP addresses. The same assumption holds between
application endpoints and other entities (devices or middleware instances) that they
need to communicate with.

Second, with regard to data encoding, interpretation, and modeling, the
Application Services layer should encompass:

Mechanisms that render loT data understandable to applications without a priori
knowledge of the data or the devices that produced it.

Mechanisms that enable application interaction at a high level of abstraction by
means of physical/virtual entity modeling.

Mechanisms that enable data management services to host the semantic descrip-
tion of 10T data that is being handled.

Framework for de ning formal domain-speci ¢ semantic models or ontologies,
including but not limited to de ning an upper-level ontology for IoT.

ETSI s effort stopped at de ning opaque containers for holding data. The inter-
pretation of that data was outside the scope of what was standardized. OneM2M
went one step further by providing an attribute to link the data container to an ontol-
ogy reference (URI). However, no formal effort has been undertaken to de ne any
ontologies or de ne any associated framework for tying semantic systems with the
rest of the architecture, beyond this simple linkage.

5.5 Summary

In this chapter we started with an overview of the loT protocol stack, and then we
examined each of the Link layer, Internet layer, Application Protocols layer, and
Application Services layer in details. For each of these layers, we examined the 10T
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challenges and requirements impacting the protocols, which operate at that respec-
tive layer, and discussed the industry progress and gaps.

In the course of the discussion on the Link layer, we covered IEEE 802.15.4,
TCSH, IEEE 802.11ah, and Time-Sensitive Networking (TSN). In the Internet
layer, we discussed 6LowPAN, RPL, and 6TiSCH. In the Application Protocols
layer, we surveyed a subset of the multitude of available protocols. Finally, in the
Application Services layer, we covered the work in ETSI M2M and oneM2M on
de ning standard application middleware services.

Problems and Exercises

1. What is the difference between IEEE 802.15.4 full-function device (FFD) and
reduced-function device (RFD)?

2. IEEE 802.11ah and IEEE 802.15.4 both provide a low-power wireless protocol.
What are the main differences between the two?

3. Why does IEEE 802.1Qca use IS-IS as the underlying protocol and not some
other routing protocols such as OSPF or BGP?

4. What are three functions provided by the 6LowPAN adaptation layer?

5. Is RPL a link-state or distance-vector routing protocol? Why did the IETF
ROLL workgroup decide to go with that speci ¢ avor of routing protocols?

6. What are the constraints that characterize the RESTful communication
paradigm?

7. What is the Application Services layer in the 10T protocol stack? What services
does it provide?

8. What are the functions of the Service Capabilities layer (SCL) in the ETSI
M2M architecture?

9. What are functions of the common services entity (CSE) in the oneM2M archi-
tecture? How do they compare to those of ETSI s SCL?

10. Why do the loT application services architectures under standardization all fol-
low the RESTful paradigm?

11. A temperature sensor that supports CoOAP has an operating range of 0 1000 F
reports a reading every 5 s. The sensor has a precision of 1/100 F. The sensor
reports along with every temperature reading a time stamp using the I1SO 8601
format (CCYY-MM-DDThh:mm:ss).

(a) Ifthe current temperature measured by the sensor is 342.5 F, construct the
payload of a CoAP message with the reading encoded in XML and then in
JSON.

(b) Assuming that the sensor consumes 3 nano-Joules per byte (character)
transmitted over a wireless network, calculate the total energy required to
transmit each message. Which of the two encoding schemes (XML or
JSON) is more energy ef cient? By what percentage?
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12. Compare the bandwidth utilization for the XML vs. JSON messages of Question
11 in bits per second assuming UTF-8 text encoding is being used.

13. An loT water level monitoring application requires updates from a sensor peri-
odically, using the command/response paradigm. The application triggers a
request every 1 s. The round-trip propagation delay between the application and
the sensor is 12 milliseconds. The sensor consumes 3 milliseconds on average
to process each request. The application consumes 2 milliseconds to send or
receive any message. If the application blocks on every request to the sensor,
how much of its time budget can be saved by redesigning the application to use
the publish/subscribe communication model in lieu of the command/response
approach?

14. A utility company uses IPv6-enabled smart meters running in an IEEE 802.15.4
mesh. If the mesh is operating at 1Mbps without 6LoWPAN IPv6 header com-
pression, what is the throughput of the smart metering application in the worst-
case scenario?

15. An automotive parts manufacturer is looking to upgrade the network that con-
trols their computer numerical control (CNC) mill. At full speed, the mill can
cut into solid steel at a rate of 1 per second. The manufacturer s quality assur-
ance (QA) guideline mandates that the dimensions of any part produced must
be accurate within —1/100. In order to meet the QA guideline, what is the
maximum jitter that needs to be guaranteed by the new deterministic network
that connects the mill to the controlling computer?

16. Given the following IEEE 802.15.4 mesh running the RPL protocol. The hum-
bers indicated next to each link is the associated latency. If the objective func-
tion is to minimize the communication latency to the Internet, what will be the
topology computed by RPL?
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17. An automation engineer is looking to deploy a deterministic network in a sheet

metal factory. The control system in charge of safety expects a message from
the embedded application of a heating element controller every 50 millisec-
onds, otherwise it immediately shuts down the production line. The network in
question has on average a delay of 1 msec per link and 2 msec per node. What
is the maximum number of hops that can separate the control system from the
heating element controller?

18. Why does channel hopping improve the reliability of wireless sensor

networks?

19. An application protocol supporting a time lter policy support for client appli-

cations must not deliver messages at a rate higher than what the client applica-
tion is willing to consume. What are common strategies to achieve this?

20. Which Application layer protocol would you choose for deploying an 10T solu-

tion for a nancial institution? Why?
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Chapter 6
Fog Computing

6.1 De ning Fog Computing

In order to de ne Fog computing, a recap of the concept of Cloud computing is in
order. Cloud computing refers to a model that provides users with on-demand access
of a shared pool of computing resources over a network. These resources can be
quickly provisioned and released through a self-service model. One of the key char-
acteristics of the Cloud computing model is the notion of resource pooling, where
workloads associated with multiple users (or tenants) are typically colocated on the
same set of physical resources. This guarantees the economy of scale of the Cloud
computing model. Hence, essential to Cloud computing is the use of network and
compute virtualization technologies. Cloud computing provides elastic scalability
characteristics, where the amount of resources can be grown or diminished based on
user demand.

Fog computing, or in short Fog, refers to a platform for integrated compute, stor-
age and network services that are highly distributed and virtualized. This platform
can extend in locality from 10T end devices and gateways all the way to Cloud data
centers but is typically located at the network edge. Fog augments Cloud computing
and brings its functions closer to where data is produced (e.g., sensors) or needs to
be consumed (e.g., actuators). Fog is not an alternative to Cloud computing; rather
the two synergistically interplay in order to enable new types and classes of 1oT
applications that otherwise would not have been possible when relying on Cloud
computing stand-alone (Fig. 6.1).

6.2 Drivers for Fog

There are several 10T requirements that act as the drivers for the Fog architecture.
These will be discussed next.
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Fig. 6.1 Fog and Cloud

6.2.1 Data Deluge

It has been claimed that ve exabytes of data have been generated from the dawn of
humanity to 2003.* Now this much data is generated every 2 days!, and the rate is only
increasing. The billions of devices that are projected to be connected to the Internet
will only exacerbate the data deluge problem. At heart of the issue is the question of
whether the state of the art will evolve fast enough to handle the imminent explosion
of data? There are two technology evolution curves at play here: one represents the
evolution of compute and storage technologies, which is governed by Moore s Law,
and the second represents the growth of bandwidth at the network edge, which is
covered by Nielsen s Law. Moore s Law stipulates that compute and storage technolo-
gies will double in capability/capacity every 18 months. Nielsen s Law, on the other
hand, projects that the bandwidth at the network edge doubles every 24 months.
Acknowledging that there is a positive correlation between the growth of compute and
storage technologies and the growth in data volume, it is conceivable to foresee an 10T
future where data will be produced at rates that far outpace the network s ability to
backhaul the information, from the network edge where it is produced by the billions
of Things, to the Cloud where it will ultimately need to be processed and potentially
stored. This disparity between the data volume and the available bandwidth is best
exempli ed with the analogy of attempting to push a golf ball through a straw. Luckily,
Moore s Law is not only a culprit by contributing, in part, to the problem but is also a
key enabler to the solution: it can be leveraged to augment the functions of the net-
work itself with compute and storage capabilities at the edge. This allows the network
to perform processing, analysis, and storage of data in lieu of blindly pushing all data

tAs quoted by Eric Schmidt, Executive Chairman of Google
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up to the Cloud. With that, Cloud computing is brought closer to the data sources, the
Things, which gives rise to the notion of Fog computing. Cloud becomes Fog when it
is closer to Things, pun intended.

6.2.2 Rapid Mobility

Certain 10T use cases require support for rapid mobility of Things, for example,
sensors on a speeding vehicle communicating with roadside infrastructure or a pas-
senger commuting on a train. Due to rapid mobility, network conditions may vary
frequently, due to signal fading, interference, or other conditions. This may even
lead to severe service degradation or intermittent loss of connectivity to the Cloud.
Another consideration is the characteristics of the communication path to the Cloud:
bandwidth and/or latency limitations may have adverse side effects on the operation
of the 10T application. Multiple variables will typically be at play to contribute to
these characteristics, including radio coverage, interference, and the amount of
resources shared with other mobile nodes.

To guarantee the quality of service and reliability required by the application,
especially when dealing with mobility over extended geographic distances, the
Cloud infrastructure needs to be augmented with compute and storage functions
that move with the mobile Things. The mobility of these functions may be either
physical or virtual. In the former case, the compute and storage are physically situ-
ated with the moving Thing, whereas in the latter, these functions maintain close
proximity by shadowing and following the Thing albeit in the network edge. In this
capacity, Fog augments the Cloud to achieve the required pervasiveness and reli-
ability required by rapid mobility in IoT.

6.2.3 Reliable Control

10T applications that focus on closed-loop control and actuation often share the fol-
lowing characteristics: the data input space and the processing logic required to
produce the control decision have intensive computational and considerable storage
demands. The sensing and actuating devices are typically constrained devices and
therefore need to of oad the storage and compute functions to external systems or
infrastructure. In many cases, these control applications require very low latency for
correct operation. In a subset of the scenarios, connectivity to the Cloud may be
either too expensive (e.g., satellite links connecting sensors deployed in oil elds) or
unreliable due to rapid mobility patterns.

The combination of the above characteristics makes it unpalatable to rely on
Cloud computing to support reliable real-time control with xed latency. This is
where Fog computing can complement the Cloud to address that 10T application
niche.
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6.2.4 Data Management and Analytics

A class of 10T applications characterized with the con uence of very large scale, in
terms of the number of devices generating data, widespread geographic footprint
where these devices are deployed, vast amounts of data that need to be collected,
aggregated, processed, and exposed to consuming entities, as well as real-time ana-
lytics or closed-loop control. For such class of applications, a data management and
analytics platform that can handle the scale and performance requirements is needed.
Experience with large-scale information and communication systems has proven
that distributed systems built on hierarchical division of functions provide the elas-
ticity required while maintaining key performance metrics. Such systems typically
exploit locality of data for their most basic functions. In other words, they tend to
minimize the amount of data required from remote sources for critical functions.
Interactions between widespread entities are typically con ned to system wide
functions. For data management and analytics, this operating paradigm is even more
relevant because the 10T data often needs to be operated on within a context, which
is well known at the edge of the network, close to the data sources, and is often lost
or is irrelevant as the data travels deeper in the network and into the Cloud. Take as
an example an ambient noise sensor in a smart city application, which is constantly
measuring noise levels and streaming the recorded data. Backhauling all the data to
the Cloud is both unnecessary and inef cient, especially when compared with an
alternate design where a local analytics function situated close to the sensor lters
readings below a speci ed threshold (depending on the context associated with
where the sensor is deployed) and only propagates to the Cloud interesting readings
above that threshold, e.g. to alert city personnel.

Fog computing, in concert with Cloud computing, provides the necessary com-
pute and storage infrastructure required to support such distributed and hierarchical
data management and analytics.

6.3 Characteristics of Fog

The Fog and the Cloud both comprise of the same three building blocks: compute,
storage, and networking. However, there are multiple characteristics that uniquely
shape the Fog and distinguish it from the Cloud:

First are the network edge location, location awareness, and low latency. Fog locates
the services close to the data sources and consumers where it is possible to enrich
the data with location context and operate on it with minimal latency.

Second is geographical and architectural distribution. This is in stark contrast to the
Cloud model where are all services are centralized in the data center.

Third is the extremely large number of nodes. While the Cloud drives demand for
massively scalable data centers (MSDC), the Fog pushes the envelope further on
scalability.
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Fourth is mobility of nodes and endpoints. The data sources, consumers, compute,
or storage resources can all be mobile.

Fifth is real-time interaction. In the Fog, the focus is on real-time analysis of stream-
ing data as opposed to batch processing. Fog requires analysis of Data in Motion
as opposed to Data at Rest.

Sixth is predominance of wireless access. In the Cloud, connectivity relies on wire-
line technologies, predominantly Gigabit Ethernet (10Gbps, 40Gbps, and soon
100Gbps). The Fog will be mostly connected over wireless links, both because
of the impracticality of running wires everywhere and to support the mobility
requirements.

Seventh is the heterogeneity of resources. In the Cloud, a given data center is man-
aged by a single business entity, which goes about deploying homogeneous
resources in order to minimize complexity and operational costs. With the Fog,
the architecture is federated over resources managed by different business enti-
ties. Hence, these resources will vary widely in capabilities, form factors and
operating environment.

The table below summarizes the main facets of difference between Cloud and
Fog computing (Table 6.1).

6.4 Enabling Technologies and Prerequisites

The realization of the vision of Fog computing relies on a number of technologies
that provide enabling building blocks and are key prerequisites for the architecture.
These include lightweight compute virtualization, network mobility, orchestration,
and application enablement technologies. In what follows, we will discuss each of
those technologies in more detail.

Table 6.1 Summary comparison of Cloud and Fog computing

Requirement Cloud computing Fog computing
Latency and jitter High/medium Low

Location of service Within Internet Network edge
Distance between data sources/ Multiple hops Single hop
consumers

Location awareness No Yes
Geo-distribution Centralized (data center) Distributed
Number of nodes Large Larger
Support for mobility No Yes

Data analytics Data at Rest Data in Motion
Connectivity Wire line Wireless
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6.4.1 Virtualization Technologies

Inherent to Fog computing is the ability to locate compute functions close to data
producers and/or consumers. This assumes the availability of lightweight compute
virtualization technologies that allow workloads to be instantiated, as needed, on
Fog nodes. The latter act as shared compute resources among potentially a multi-
tude of 10T applications.

Virtualization technologies combine or partition computing resources to present
one or more operating environments using techniques such as hardware and soft-
ware partitioning or aggregation, hardware emulation, resource sharing or time
multiplexing, etc. Virtualization provides a number of advantages: It enables con-
solidation of both hardware and applications, thereby eliminating the expense asso-
ciated with procuring and managing underutilized infrastructure. It also enables
sandboxing, i.e., providing application with secure isolated execution environments.
Virtualization also provides the exibility of supporting multiple simultaneous
operating systems over the same hardware infrastructure. It eases the migration of
software stacks and allows the packaging of applications as stand-alone appliances.
Furthermore, virtualization enables the portability and mobility of applications
from one hardware or physical location to another with ease.

Virtualization technologies generally differ in the abstraction level at which
they operate: CPU instruction set level, hardware abstraction layer (HAL) level, and
operating system level.

Virtualization at the CPU instruction set level allows an emulator to provide to
an application the illusion of running on one processor architecture, whereas the
real hardware actually belongs to a different architecture. It is the job of the emula-
tor to translate the guest instruction set (offered to the application) to the host
instruction set (used by the actual hardware).

Virtualization at the hardware abstraction layer level involves a virtual machine
manager, or hypervisor, which is a software layer that sits above the physical hard-
ware (sometimes referred to as bare metal ) and provides a virtualized view of all
its services. The hypervisor can create multiple virtual machines (VMs) on top of
the bare metal. The VMs can be running different operating systems. Applications
can run within their respective operating systems and are completely oblivious to
the underlying virtualization.

Virtualization at the operating system level relies on virtualization software that
runs on top of or as a module within the operating system. It provides an abstraction
of the kernel-space system calls to user-space applications, in addition to security
and sandboxing capabilities to prevent one application from causing collateral dam-
age to another.

Other higher levels of virtualization are possible, such as library and application
level virtualization, but these are not relevant for the purpose of this discussion.
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6.4.1.1 Containers and Virtual Machines

Both containers and virtual machines are popular virtualization constructs employed
in Cloud computing today. Each of the two technologies has its own set of advan-
tages and trade-offs. Virtual machines (VMs) are a virtualization technology at the
hardware abstraction layer level. VMs provide an abstraction of a compute plat-
form s hardware and software resources, complete with all the drivers, full operat-
ing system and needed libraries. Containers, on the other hand, are a virtualization
technology at the operating system level. They include portions of the operating
system and select libraries: the minimal pieces that are absolutely required to run
the application. Containers share the same operating system and, where applicable,
common libraries. Due to this, containers are lighter-weight when compared to
VMs, both in terms of their memory as well as processing requirements. As a result,
given a speci ¢ hardware (e.g., a server) with a xed resource pro le, it is possible
to support more containers than VVMs running concurrently. This gives containers a
clear scalability advantage over VMs, not only for Cloud computing but also for the
Fog. In fact, the compact memory footprint for containers gives them another
advantage in the Fog context: they are faster to migrate from one hosting node to
another, a matter which characterizes them with the nimbleness required to support
rapid mobility (Fig. 6.2).

However, the lightweight nature of containers comes with a set of trade-offs:
since containers share the same underlying operating system, it is not possible to

Fig. 6.2 VMs and containers
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use them to deploy applications that require disparate operating system environ-
ments, or different OS versions, on the same physical hardware. Such restriction
does not apply to virtual machines, since they include their own copy of the operat-
ing system. Another trade-off associated with the shared operating system in con-
tainers is the security implications: there is potential for an application in a container
to be subjected to security threats due to malicious or misbehaving code running in
another container on the same operating system. With virtual machines, the security
threat is smaller in comparison, because the attack surface is minimized due to the
fact that each VM has an independent operating system instance. Therefore, an
application in one VM is better sandboxed and isolated from applications or code
running in another VM.

Linux, the leading open operating system platform, supports both virtual
machines and containers. Both kernel-based virtual machines (KVM) and Linux
containers (LXC) are available in the standard distribution.

Containers and VMs both provide the capability to sandbox Fog applications
from one another and to control their resource usage. In addition to these relatively
low-level functions, Fog requires a framework for the packaging, portability, shar-
ing, and deployment of applications. One such framework that has been gaining
popularity in the industry is Docker, which will be discussed next.

6.4.1.2 Docker

Docker is an open source project that provides a packaging framework to simplify
the portability and automate the deployment of applications in containers. Docker
introduces scripts composed of a series of instructions that automate the deploy-
ment process from start to nish. These scripts are referred to as Docker les .
Docker de nes a format for packaging an application and all its dependencies into
a single portable object. The portability is guaranteed by providing the application
a runtime environment that behaves exactly the same on all Docker-enabled
machines. Docker also provides tooling for container version tracking and manage-
ment. In addition, it provides a community for sharing useful source code among
developers.

6.4.1.3 Application Mobility

Virtualization technologies decouple the application software from the underlying
compute, storage, and networking resources. As such, it enables unrestricted work-
load placement and mobility across geographically dispersed physical resources.
For instance, multiple hypervisors support different avors of virtual machine
migration, including cold migration and live migration. In the former case, a
VM that is either powered down or suspended is moved from one host to another. In
the latter, a VM that is powered on and operational is moved across hosts, without
any interruption to its operation. The VM mobility solution takes care of moving the
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VM s memory footprint and if applicable, any virtual disk/storage from the old to
the new hardware. In order to ensure seamless mobility in the case of live migra-
tion, the VM retains its original Internet Protocol (IP) and Medium Access Control
(MAC) addresses. This ensures that any clients or services that are in communica-
tion with the migrating VM can continue to reach it using the same communication
addresses. The successful orchestration of such seamless live migration requires the
underlying network infrastructure to support mobility. This will be the topic of the
next section.

6.4.2 Network Support for Mobility

As previously discussed, rapid mobility is one of the drivers for Fog computing. To
ensure uninterrupted operation of the 10T application, the network infrastructure
that is providing the underlying communication fabric for the Fog deployment must
support seamless mobility of the communicating endpoints.

Networking systems rely on the address of the endpoints in order to deliver mes-
sages to their intended recipients. Depending on the technology at hand, the address
either connotes the identity or the location of the endpoint. For example, Media
Access Control (MAC) addresses are identity addresses, because they are burnt into
the machine and uniquely identify it on a network. Internet Protocol (IP) addresses,
on the other hand, are typically used as location addresses because they indicate the
geographic locality of the endpoint. In some contexts, IP addresses are used as iden-
tity addresses as well, for example, in wireless mobile IP applications.

Applications that are deployed in a virtualization construct, such as a virtual
machine, can perform seamless mobility. With seamless mobility, the application s
MAC and IP addresses remain unchanged as the associated VM moves from one
physical server node to another. The network infrastructure needs to handle the
application mobility event and update the forwarding information on the routers
and/or switches to deliver the messages correctly to the right physical server that is
now hosting the VM. In order to do this, the network infrastructure needs to treat the
VM s IP and MAC addresses as identity addresses, and correlate them with dynamic
location addresses that get updated automatically as the VM moves from one local-
ity to another. In order to properly scale the solution, the knowledge of identity
addresses should be con ned to the edge of the network, whereas the core of the
network performs forwarding solely based on the location addresses. This is
achieved by relying on tunnels established between the edge nodes of the network
to forward the end-host traf ¢ over the core. The tunnel encapsulation uses location
addresses and hides identity addresses from the core network nodes. The correlation
between identity addresses and location addresses is established through a mapping
service provided by the network infrastructure. In a way, this is similar to how the
post of ce mail forwarding service works: If a person moves her home then she
informs the post of ce in order to update the association of her name (identity
address) from an old home address (old location address) to a new home address
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Fig. 6.3 Identity vs. location addresses with application mobility

(new location address), in order to guarantee uninterrupted delivery of mail (pack-
ets) (Fig. 6.3).

The industry has been working on de ning networking solutions to support
seamless VM mobility, primarily driven by enterprise mobility, data center, and
Cloud use cases. The solutions generally differ in how the mapping service (for
identity to location address) is implemented: some proposals use a centralized
server for the mapping service, whereas others rely on a distributed control proto-
col. These solutions can be leveraged by Fog computing. We will discuss two of the
most prominent solutions: Ethernet Virtual Private Network (EVPN) and Locator/
Identi er Separation Protocol (LISP).

6.4.21 EVPN

Ethernet Virtual Private Network (EVPN) is an overlay technology that allows
Layer 2, and even Layer 3, virtual private networks to be created over a shared
Internet Protocol (IP) or Multiprotocol Label Switching (MPLS) transport network.
EVPN was standardized by the IETF in RFC 7432. EVPN uses the Border Gateway
Protocol (BGP) in order to build the forwarding tables on the participating network
elements. Given that EVPN is an overlay technology, only network elements that
are at the edge of the network need to support it, and core network elements are
oblivious to the fact that EVPN is running in the network. The edge nodes, which
run EVPN, are known as EVPN Provider Edge (PE) nodes. PE nodes learn the
MAC and IP addresses of connected hosts, from the access side, either by snooping
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Fig. 6.4 Ethernet Virtual Private Network (EVPN) architecture

onthe host traf c in the data-plane (similar to how Ethernet bridges learn addresses)
or by running some control protocol (e.g., the Address Resolution Protocol ~ ARP).
The PE nodes then build a database of the local addresses and advertise these
addresses to remote PEs using BGP route messages. Remote PEs, which receive the
BGP route messages, build their own forwarding databases where they associate the
MAC and IP addresses (identity addresses) of the hosts with the next hop address
(location address) of the PE that advertised the route. Host traf c packets received
by ingress PE nodes are tunneled (using IP or MPLS encapsulation) over the core
network to egress PE nodes, where the tunnel encapsulation is removed, and the
original host packets are forwarded to their intended destination(s) (Fig. 6.4).
To handle application mobility, EVPN introduces hew BGP messages and dedi-
cated protocol machinery. These mechanisms provide a solution for two issues:
rst, updating the network infrastructure with the new identity address to location
address mappings, and second, guaranteeing optimal forwarding to the default IP
gateway after mobility. These two issues and how they are addressed with EVPN
will be discussed next.

6.4.2.1.1 Updating the ldentity to Location Address Mappings

When an application running in a VM starts sending traf c, the EVPN PE that is
servicing the physical server on which the VM is hosted will receive this traf ¢ and
learn the application/VM IP and MAC addresses. This PE, call it PEygn, will then
advertise the VMs addresses in BGP to all the remote PEs in the virtual private net-
work instance. The remote PEs will then update their forwarding tables to indicate
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Fig. 6.5 Mobility in EVPN

that the VM IP and MAC addresses are reachable via PE,g,. Now, assume that the
VM moves to a new physical server, which is serviced by a different PE, call it
PE et 1T the PE nodes continue to send traf ¢ for the VM to PEgin, then this traf ¢
will not be delivered to the VM because the latter is no longer on the old server.
EVPN solves this issue as follows: when the VM starts sending traf ¢ from its new
location, PE..q: Will receive the packets over its access interfaces and will deduce
that the VM is locally connected. PE,, Would also recognize that the VM s IP and
MAC addresses were previously learnt from a remote PE, PE,;gn, Via a previous
BGP route advertisement. Hence, PEq deduces that the VM must have moved,
and so it needs to update the rest of the network with the new location of the
VM. PE,q: Would then advertise BGP routes for the VM s IP and MAC addresses
with a special attribute to indicate the mobility event. This route is sent to all remote
PEs, including PEg,. When PE,g, processes the BGP route message, the special
attribute indicates to it that the VM has moved, so PE,g, withdraws its previously
advertised BGP route for that VM s addresses. This handshake mechanism results
in all the PEs converging on using PE,: as the new next hop (location address) for
the VM traf c (Fig. 6.5).

6.4.2.1.2 Default IP Gateway Problem

As a VM moves from one physical server to another, both its memory (RAM) and
disk image are maintained unchanged. This means that the VM s con guration
remains unmodi ed. The con guration includes, among other things, the address of
the Default IP Gateway that the VM should use in order to forward network traf ¢
to remote nodes. Typically, the Default IP Gateway should be in close topological
proximity to the server that is hosting the VM, in order to guarantee optimal for-
warding of network traf c originating from the VM. However, with VM mobility,
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Fig. 6.6 Default IP Gateway Problem with VM mability

the VM may land on a new host server that is topological distant from the original
Default IP Gateway. In such a case, network traf c sourced by the VM will most
likely follow a sub-optimal forwarding path to its destination.

For example, consider the network of Fig. 6.6 above, where VML is in commu-
nication with VM2 (hosted on Server 3). VML1 is originally hosted on Server 1, and
its network traf c that is destined to VM2 initially follows an optimal forwarding
path through the Default IP Gateway (the dotted black line). When this VM moves
from its initial location to a new location on Server 2, the network traf ¢ will start
following a sub-optimal path from Server 2, via the same default gateway, to Server
3 (the solid black line).

To address this problem, EVPN delegates the Default IP Gateway function to the
edge of the network (the PE nodes) and enables all the PEs to act as a distributed
logical default gateway for hosts that are attached over the PE access interfaces.
When a host sends an ARP request for the Default IP Gateway IP address, the
EVPN PE intercepts the ARP message and responds to it with its own MAC address.
The default gateway IP address is the same across all the participating EVPN PEs.
This is speci cally to cater for the fact that the VM retains its con gured default
gateway address after a mobility event (Fig. 6.7).

This approach solves the problem by ensuring that the default gateway is always
in topological proximity to the VM after it moves from one physical host to another.

6.4.22 LISP

Locator/ldenti er Separation Protocol (LISP) is an overlay networking solution that
allows complete decoupling of the addressing structure of end-hosts from that of the
network infrastructure. LISP formally de nes two namespaces for IP addresses:
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Fig. 6.7 EVPN Default Gateway solution

Endpoint Identi ers (EIDs) and Routing Locators (RLOCs). EIDs are identity
addresses associated with end-hosts, whereas RLOCs are location addresses pri-
marily assigned to routers. LISP dedicates an entire system for the directory service
that performs the mapping between EIDs and RLOCs and provides two approaches
by which that system can be implemented: a distributed approach that relies on BGP
over an Alternative Logical Topology (ALT) and a centralized approach that uses a
dedicated database for the mapping known as Dedicated Database Tree (DDT).
LISP is standardized in IETF RFC 6830.

Network elements that sit at the edge of a LISP network are known as Ingress
Tunnel Routers (ITRs) and Egress Tunnel Routers (ETRS). The ITR receives traf ¢
from end-hosts and is responsible for encapsulating the traf ¢ within a tunnel to be
transported over the LISP network. The ETR decapsulates the tunneled traf c and
forwards the original end-host packets to their destinations. ITRs and ETRs are
identi ed based on their RLOCSs. In order to determine which ETR to forward the
traf c to, the ITR consults with a Map Resolver to resolve the RLOC of the ETR
associated with the destination EID of the traf c¢. The Map Resolver is responsible
for identifying which Map Server to direct the query to in order to determine the
RLOC associated with a given EID. The Map Server is a database that holds all
EID/ETR associations. It may be deployed on a pair of devices or a full-blown hier-
archy of devices for large-scale implementation (LISP-DDT). Each ETR registers
with the Map Server the EID address space that it is authoritative for. When trig-
gered in the data-plane by a packet destined to a remote EID, the ITR issuesa Map
Request toward the Map Resolver. The latter forwards it to the right Map Server,
which in turn forwards the request to the authoritative ETR. This ETR replies to the
requesting ITR with a Map Reply message that contains the list of the RLOCs
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Fig. 6.8 LISP architecture

having the capability to reach the requested EID, with their characteristics in terms
of priority of usage and weighted load partitioning (Fig. 6.8).

To handle application mobility, LISP introduces speci ¢ protocol mechanisms.
These mechanisms provide a solution for the two issues discussed in the previous
section: rst, updating the network infrastructure with the new identity address to
location address mappings, and second, guaranteeing optimal forwarding to the
default IP gateway after mobility.

6.4.2.2.1 Updating the Identity to Location Address Mappings

Mobility is enabled on an ETR by con guring the node with the list of the mobile
IP subnets (EIDs) that the ETR is to support. This ETR then becomes the local
Default IP Gateway for these mobile EIDs. When an application, with its unique
EID, moves into the LISP site, the rst packet that it will send to its local Default
IP Gateway will trigger the mobility detection on the ETR. The ETR then regis-
ters this speci ¢ EID with the Map Server. The latter, in turn, deregisters the EID
from the previous authoritative ETR. What remains is to update the map caches of
all the ITRs that have communicated with the application prior to its move, as
those ITRs will have stale entries to the RLOC of the old authoritative ETR. This
function is performed by the old authoritative ETR itself, which upon receiving
any data traf c¢ for the EID that has moved sends back a Solicit-Map-Request

message to the originating ITR. This message instructs the ITR to refresh its
cache (Fig. 6.9).
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Fig. 6.9 LISP mobility
6.4.2.2.2 Default IP Gateway Problem

LISP solves the Default IP Gateway Problem by ensuring that every site has a
default gateway con gured for the same pre x. This gateway must use the same
(virtual) 1P and MAC Addresses in order to guarantee that the traf ¢ originating
from the moved VM follows an optimal path out of the local LISP Tunneling Router
rather than being forwarded to another site. First Hop Redundancy Protocols (e.g.,
VRRP) must be con gured with identical gateway and MAC addresses in all sites,
and their packets must not be allowed to leak beyond a given site. This way, when a
VM moves it will always nd the same default gateway regardless of its location.

6.4.3 Fog Orchestration

Orchestration, in the context of Fog computing, refers to the process of automating
the various work ows that perform the full lifecycle management of the Fog infra-
structure. This includes the provisioning and management of its three components
(compute, network, storage) and associated resources. For illustration, tasks such as
deploying, debugging, patching, and updating applications or operating systems,
setting up network connectivity between application entities and reserving band-
width, and allocating and expanding disk space are all examples of work ows that
fall under orchestration.

Orchestration is a complex task in Fog environment as it involves components
spread across heterogeneous systems and distributed across multiple locations. Due
to the Fog s multitiered hierarchical organization, it requires a hierarchically orga-
nized orchestration plane that supports dynamic policies and interplay with Cloud
orchestration (Fig. 6.10).
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Fig. 6.10 Fog orchestration

Fog orchestration differs from Cloud orchestration in three different facets:
topology, Things connectivity, and network performance guarantees.

6.4.3.1 Topology

Cloud orchestration systems that are available today make assumptions about the
network: the physical layout of the topology (three-tiered, four-tiered, fat tree, etc.),
the abundance of available bandwidth and the fact that the network elements are
capable devices and therefore have no restrictions on the size of the routing tables.
While these assumptions are valid in the Cloud, they do not hold true in the Fog.
Fog topologies are ad hoc best- t affairs. They have heterogeneous interconnects as
well as dynamically varying bandwidth, latency, and reliability characteristics. Fog
orchestration software has to deal with an isomorphic topologies that are directly
connected to Things.

6.4.3.2 Things Connectivity
With Fog, the orchestration software needs to be able to deploy applications, which

need direct access to Things (e.g., legacy applications), on Fog nodes that are physi-
cally connected to these speci ¢ Things. To enable the communication between the
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applications and their Things, specialized device drivers need to be initialized on the
Fog nodes by the orchestration system. Furthermore, applications may require data
from remote Things, in which case the orchestration software needs to dynamically
establish network overlays to facilitate network communication between the appli-
cations and those remote Things.

6.4.3.3 Network Performance Guarantees

Orchestration systems for the Cloud are capable of deploying applications on nodes
that can offer the right performance guarantees in terms of processing power, mem-
ory, and disk space. For Fog, these performance guarantees alone are not enough.
Another dimension of complexity arises due to control applications that require
network performance guarantees, in terms of upper bounds on latency and jitter, in
their communication with Things. In order to support these control applications in
the Fog, the orchestration system needs to be able to incorporate network latency
and jitter into the application placement and scheduling algorithms. Mobility com-
plicates this further, as the placement decisions need to be recalculated with chang-
ing conditions.

6.4.4 Data Management
6.4.4.1 Data in Motion

There are vast amounts of data crossing the network every day. However, those bits
and bytes provide a wealth of information about actions, time, location, and devices.
By gathering and combining pieces of information together, it is possible to start
seeing patterns and gain greater insights. In other words, it is possible to gain knowl-
edge. And it is through knowledge that we, as humans, can learn and apply wisdom,
leading to better outcomes.

New data sources are being created and added to the network every day. From a
video camera in a transit bus, a tire pressure sensor in a truck, a jet engine, to a smart
meter attached to a house. These devices are creating a constant stream of data. Very
soon, the data generated by the 10T will make up the majority of all information
available on the Internet and will change the face of big data. It will not be possible
to store all this data and analyze it later. The real-time nature of these new sources
of data requires that their output be evaluated in motion and in meaningful way. The
value of data is often dictated by time being at its highest value when it is rst
created. Actionable insights can be extracted and acted upon, as data is generated,
to create advantage here and now or even predict the future. Mastery of data mov-
ing from data to wisdom has the potential to improve various aspects of our per-
sonal and business life. Organizations can make better decisions, provide enhanced
experiences, and achieve competitive advantage (Fig. 6.11).
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Fig. 6.11 DIKW pyramid

Most of the new data that will be generated in the 10T is real-time data that ts
into a broad category called Data in Motion. This refers to the constant stream of
sensor-generated data that de es traditional processes for capture, storage, and
analysis.

Historically, in order to nd actionable insights, enterprises have focused their
analytics or business intelligence applications on data captured and stored using
traditional relational data warehouses or enterprise historian technologies.

However, the limits of this approach have been tested by the increase in volume
of this so-called Data at Rest. The challenges inherent in collecting, searching, shar-
ing, analyzing, and visualizing insights from these ever-expanding data sets have
led to the development of massively parallel computing software running on tens,
hundreds, or even thousands of servers. As innovative and adaptive as these big data
technologies are, they still rely on historical data to nd the proverbial needle in the
haystack.

As the loT gathers momentum, the vast number of connections will trigger a

ood of data, at an even more accelerated pace. While this new Data in Motion has
huge potential, it also has a very limited shelf life. As such, its primary value lies in
it being analyzed soon after it is created  in many cases, immediately after it is cre-
ated. Hence, the traditional data management paradigm where raw data is stored

rst and analyzed later does not t the temporal nature of loT data. A new paradigm
for handling Data in Motion is required, where data is analyzed as soon as it is gen-
erated and then optionally stored if required. The analysis can involve one or more
of the following: aggregation, reduction/ ltering, categorization/classi cation, con-
textualization, dimensioning, compression, pattern matching, normalization, and
anonymization. All of these functions can be applied in micro-services that are
hosted in the Fog (Fig. 6.12).
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Fig. 6.12 Data management in the Fog
6.4.4.2 Search Technologies and Engines

With the availability of massive amounts of data, the need arises for reliable and
effective mechanisms of searching for information that is useful and relevant.
Search technologies have made great strides since the inception of the World Wide
Web. However, these technologies, and the engines that utilize them, target static or
slowly changing web data and are generally lacking when dealing with the con-
stantly streaming data in 10T.

10T requires a solution for distributed data search, where queries can be propa-
gated throughout the Fog domains. The solution can be logically organized into two
planes: Things Plane and Search Plane. The Things Plane encompasses the physical
Things, Network, and Compute nodes in the Fog. The Search Plane is a logical view
of the various Fog nodes that support the distributed search functionality together
with the network overlay that enables communication between them. Such overlay
could be implemented, for instance, using a Federation Message Bus. Search que-
ries are injected into the Search Plane at some Fog node and propagate throughout
the Search Plane. Special considerations are required to ensure that such propagation
does not lead to traf ¢ storms that overwhelm the network or the Fog nodes.
Furthermore, mechanisms are required to limit the search scope, or radius, order to
guarantee scalability and relevance of returned results. One approach would be to
rely on Wave algorithms, such as the Echo algorithm, for query distribution and
perform tree-based aggregation of partial results. These algorithms typically result
in very low latency, have a low overhead, and generally scale to hundreds of thou-
sands of nodes (Fig. 6.13).
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Fig. 6.13 Data search in Fog

As discussed in Chap. 5, both the ETSI and oneM2M standards de ne basic
mechanisms for data search based on metadata. However, these mechanisms only
allow elementary search procedures based on string matching between requests
and the resource metadata. This provides a syntactic search capability with binary
(yes/no) outcomes based on exact matches. Exact matches are highly unlikely in
real-world loT deployments with heterogeneous devices and Things from different
vendors and providers. As such, effective search mechanisms should allow for

fuzzy matches, with partial correspondence between the request and the avail-
able data. Such mechanisms, ideally, would provide a measure of the semantic
similarity between the original request and the retrieved results. To achieve this,
Semantic Web technologies could be applied to the I0T: the loT data can be
enriched with semantic-based annotations that reference shared domain conceptu-
alizations, and the search mechanisms can utilize semantic matching techniques to
perform the ranking of potential results. Ruta et al. propose such a framework that
utilizes and enhanced version of CoOAP as the underlying protocol for the Federation
Message Bus.

6.4.5 More Gaps Ahead

Clouds are deployed in data centers, where network topologies are well de ned and
the infrastructure is physically secured with solid walls and cages. Network input
and output between applications deployed in the data center and the outside world
(e.g., Internet) are mediated through security appliances, such as rewalls, which
provide applications with a well-incubated environment under which they can
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operate. Furthermore, network bandwidth is abundant, and it is relatively easy to
change the network physical topology. With Fog, applications may be logically
grouped together but not necessarily part of the same physical set up. The rst gap
to address is providing an orchestration system that enables the connection of appli-
cations deployed on Fog nodes to other applications, which are part of the same
group, but are on desperate Fog nodes, as well as to applications that are in the
Cloud. These connections could be over bandwidth-constrained links that cannot be
changed due to the physical realities of the deployment. In light of this, open ques-
tions remain as to whether the Fog nodes need to replicate the entire functionality of
the data center, including server, switch, and gateway functions (data-center-in-a-
box) or whether these functions should be distributed across multiple nodes and
assembled together logically through the notion of service chains. Another open
gap is security: Fog nodes may be mounted in the eld or on top of a light pole, so
anyone could potentially gain physical access to them, attach wires, and compro-
mise the security of the application or the network connectivity. New mechanisms
of anomaly and tampering detection are needed. Yet another gap is in how would
Fog nodes talk to Things: should that be through direct electric connectivity (e.g.,
PCI bus) or via the networking stack. Furthermore, in order for applications to
leverage Fog, a high-level programming model is required which simpli es the
development of large-scale distributed software. Such model provides simpli ed
programming abstractions and supports dynamic application scaling at runtime.

6.5 Summary

In this chapter we introduced the concept of Fog computing and discussed its rela-
tionship to Cloud computing. The various 10T requirements driving the need for
Fog were covered. We also discussed the prerequisites and enabling technologies
for Fog, in terms of virtualization technologies, network mobility technologies,
orchestration, and data management technologies.

Problems and Exercises

1. Will Fog computing replace Cloud computing? Why or why not?

What is the de nition of Fog computing?

3. What are the characteristics that uniquely distinguish Fog from Cloud
computing?

4. What makes containers lighter-weight virtualization constructs compared to
virtual machines? Why is this attribute of containers important for Fog?

5. What are the two problems that all network mobility solutions aim to address?

6. Why can t traditional data management and analytics techniques be applied to
10T?

n
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7. What three functions should a Fog orchestration solution address and solve?
8. What is Data in Motion ?
9. Why are semantic search mechanisms important for 10T?

10. Consider the following Fog domain shown in the gure below. For each
Fog node, the diagram shows the number of virtual CPUs (vCPU) and RAM
available. Also, the communication latency from each node to a remote sensor
(labeled R; through R,) is captured.

R1
R2 R3 R4
15 ms
10ms 15ms 20 ms 10ms 10ms 20 ms
25 ms 10 ms
10 ms 10 ms 25ms

Node A Node B Node C
8 VvCPU 10 vCPU 6 vCPU
2GB RAM 1 GB RAM 4 GB RAM

There are ve applications that need to be placed on the Fog nodes, and each appli-
cation has speci ¢ demands for CPU, RAM, and communication as depicted in
the table below:

Application CPU demand (vCPU) RAM demand (GB) Communications demand
1 5 0.5 R1 (<12 ms)

2 2 1 R2

3 1 0.25 R3

4 1 1 R4

Find the optimal placement of the ve applications on the three Fog nodes such
as to minimize the communication latency between each application and the sensor
that it needs to connect to.

11. A Fog domain is using EVPN to support workload mobility. The topology of
the domain is as shown in the gure below. Every BGP speaker requires
approximately 10 milliseconds to process a BGP message, including any trans-
mission/reception delay. A VM moves from the Melville server farm to the
Granville server farm.

(@) If N1, N2, and N3 form a BGP route-re ector (RR) cluster (i.e., fully
meshed BGP sessions) and each of PEb, PEg, and PEm have a BGP session
with their directly attached RR, how long would it be before all other appli-
cations are capable of communicating with the VM in its new location
assuming it takes 20 millisecond for GARP messages to be received and
processed by the PE connected to the new server?
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(b) 1f N1, N2, and N3 are MPLS core routers, rather than route-re ectors, how
does the above convergence time change?

An IT administrator is trying to decide on whether to use Linux container or
virtual machine for an interactive location-based interactive marketing applica-
tion. Each instance of the application requires 200 MB of RAM to run, includ-
ing all dependencies/libraries. The Linux distribution she is considering has a
runtime memory footprint of 800 MB. A given application instance needs to
move frequently in the Fog domain, to maintain close proximity to a target
customer and deliver an immersive HD video/audio experience. Assume that
the wireless links interconnecting the Fog nodes operate at 100 Mbps.

() In the best-case scenario, how long would it take for the memory image of
the application to move from one Fog node to another in the case where the
application runs in a virtual machine?

(b) Repeat (a) for the case where the application runs in a Linux container.

(c) Which virtualization construct should the IT administrator pick for her
application and why?

A smart parking application is implemented in the future city of Metrotown
using Fog computing. Fred is looking for parking in Metrotown s downtown
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